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Abstract

We present our preliminary findings from the exploratory
research project Shared Ledger Technologies for Nuclear
Safeguards (SLT4SFG) conducted at the Joint Research
Centre of the European Commission. As long as nuclear
fuel (fresh or spent) is stored in facilities of a state, that
state should always comply with the international non-
proliferation treaty. Safeguards’ verification processes will
be affected also by the digital transformation. The
exploratory research project SLTASFG, has the objective to
provide an evidence-based analysis on the benefits and
challenges of Distributed Ledger Technology (DLT)
systems for the nuclear sector, with special emphasis on
safeguards. After presenting background knowledge on
DLT systems, we discuss three key properties adding
value to nuclear safeguards processes: (1) practical
immutability can improve security of sensors identity
management; (2) data anchoring through decentralised
timestamping can provide proofs of existence and non-
alteration of relevant data; and (3) auditability can increase
efficiency in data sharing and become a source of forensic
evidence to help determine legal liability. We inferred these
three properties of DLT systems by endorsing a deductive
methodology for the definition of nuclear sector use cases
on containment and surveillance and radiation protection.
Our aim is to frame a Proof-of-Concept strategy of
software implementations intended to be ultimately
exploited in nuclear safeguards. We conclude pointing to
future research on performance tests simulated on the
JRC Experimental Infrastructure for Internet Contingencies.
We will aim at offering metrics to quantitatively measure
the performance and derive added value of DLT systems
properties applied to nuclear safeguards.
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1. Introduction

In the nuclear industry, the regulatory requirement to avoid
the diversion of nuclear material from its intended uses
shall be met for many years to come [1]. Indeed, nuclear
safeguards will be required in both the near and distant fu-
ture to ensure that nuclear material will be used only within
regulatory constraints. In order to lower operational costs
and increase efficiency in the management of nuclear safe-
guards business processes such as — but not limited to —
containment and surveillance and nuclear material ac-
countancy, the digital transformation in the nuclear industry
will arguably have a significant impact also on safeguards.

Among many technologies such as robotics, the Internet of
Things or still Artificial Intelligence, the European Commis-
sion considers also Distributed Ledger Technology (hence-
forth, DLT) systems, such as blockchains, as innovations
with a high transformative potential. In this context, the Eu-
ropean Union is promoting initiatives such as the European
Blockchain Partnership [2], the EU Blockchain Observatory
and Forum [3] together with open consultations for the Eu-
ropean Blockchain Services Infrastructure [4] and the Euro-
pean Blockchain Pre-Commercial Procurement [5].

As a contribution to a strategy on “continuity of knowledge
and data for very long periods”, the European Commis-
sion’s Joint Research Centre is providing insights and fore-
sight on DLT systems in various domains. While we leave
political and legal considerations to future research, the
scope and purpose of this paper is exclusively to present
our preliminary evidence-based technical research outputs
from the exploratory research project Shared Ledger Tech-
nologies for Nuclear Safeguards (SLT4SFG) [6]. The objec-
tive of the SLT4SFG explorative research project is to pro-
vide evidence-based answers on whether and to what
extent DLT systems and their properties can improve and
add value to nuclear safeguards business processes.

Roughly put, DLT systems implement peer-to-peer net-
works deployed to validate digital assets’ transaction histo-
ry on an append-only and tamper-evident log, replicated to
all participating nodes. DLT systems leverage applied cryp-
tography and distributed computing to achieve consensus
on global system state among either completely or partially
distrusting parties.
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While they periodically experience ‘hype’ phases, DLT sys-
tems form a new family of technologies that has not been
yet thoroughly explored and validated. Our preliminary evi-
dence-based findings suggest that individual properties of
DLT systems can already add value to nuclear safeguards
business processes by becoming a features’ layer firstly
added to, and in the future possibly replacing, legacy sys-
tems. In other words, as we will argue more in detail in the
sections below, DLTs systems’ properties can add a syner-
gistic layer of functionality to legacy systems, viz. a series of
complementary modules that can be initially identified by
the three properties discussed in this paper. In the future,
especially in the case where DLT systems will be validated
and standardised, various properties that today we pro-
pose to deploy autonomously in concert with legacy sys-
tems could entirely replace them.

Accordingly, below we discuss three key DLT systems’
properties, i.e. practical immutability, decentralised times-
tamping and structural auditability. In our view, they offer
benefits and add value to nuclear safeguards data man-
agement techniques. These properties emerged as the
most relevant ones for testing use cases in different nuclear
sector’s domains: nuclear safeguards - with a focus on
containment and surveillance - and radiation protection.
For the use cases on radiation protection, we indicate how
the same principles could be relevant for nuclear
safeguards.

Firstly, we introduce practical immutability as a property re-
lated to public distributed ledgers through a use case in the
context of containment and surveillance that does not in-
volve any sensitive data. We propose to leverage practical
immutability of data stored on a public blockchain for Pub-
lic Key Infrastructure management to prevent that a mali-
cious insider forge a valid digital identity for a sensor used
in safeguards containment and surveillance without leaving
any trace. Alongside increased cybersecurity, adding a
blockchain-based module to Public Key Infrastructure man-
agement can contribute to deploy new systems for remote
monitoring (e.g. with the use of digital seals). This could de-
sirably impact inspections planning activities with potential
cost savings related to the deployment of human
resources.

Secondly, we introduce decentralised timestamping as an-
other property inherent to public distributed ledgers that
can be used as a data anchoring service for datasets,
proving both the existence of data at a certain moment in
time and the absence of alterations. We identified the ben-
efits of this property in the radiation protection context, as
an integrity layer to prove in the future that historical data
on absorbed doses of personnel will not have been modi-
fied. The same property can be leveraged by nuclear in-
stallations operators in the context of nuclear material regu-
lar mailbox declarations, especially in the case where such
declarations are not sent to the inspectorate but remain

inside the facility. Moreover, decentralised timestamping of-
fers a supplementary layer of integrity for databases and
datasets backups.

Thirdly, we introduce structural auditability as a property of
distributed ledgers in general. We studied the benefits of
this property on the digitalisation of the radiation passbook
used by workers (and inspectors as well) when travelling
between different nuclear sites. By virtue of its internal
structure as a chain of transactions, a digital radiation pass-
book implemented with a permissioned DLT system struc-
turally provides an auditable trail of the history of records
related to workers exposed to ionizing radiation. Consider-
ing also the non-repudiation property (i.e. who committed a
transaction cannot repudiate it), DLT systems can thus be-
come a source of forensic evidence that can be used to
help determine legal liability in case of disputes.

Moreover, the deployment of smart contracts (i.e. computer
programs encoding a business logic whose output is
stored on each node of a distributed ledger) automates and
enforces the execution of workflows and lowers the rate of
clerical errors. Because information exchange would take
place on a commonly shared system, rather than through
different centralised databases still processed with a signif-
icant degree of human intervention as for current practices,
it follows that a DLT-based system would be even more
easily auditable from a backend perspective. The same
kind of approach could be applied also in the domain of
Nuclear Material Accountancy and Control as a way to inte-
grate and coordinate the execution of the workflows related
to nuclear material accountancy, ease both data sharing
procedures and the auditability of the whole process.

Although not all of them are strictly related to nuclear safe-
guards, the use cases presented below have been select-
ed by endorsing a broad deductive methodology. From the
DLT systems’ properties, we inferred use cases through a
top-down scientific experimental approach to test them in
the nuclear sector. For each use case, we then endorsed
the best fit-for-purpose software development methodolo-
gy to implement a Proof-of-Concept strategy. In this way,
we could better assess whether and to what extent our de-
ductions were corroborated by evidence to prove the cor-
rectness, or lack thereof, about our ideas on the applicabil-
ity of DLT systems properties to the nuclear sector with
special focus on added value for nuclear safeguards.

The remainder of this paper is structured as follows. Sec-
tion 2 briefly presents related work and elicits background
knowledge on DLT systems by providing an analysis of
their general benefits and challenges. Section 3 concisely
elicits our methodological choices. Section 4 analyses
three key DLT systems’ properties, their benefits and add-
ed value to nuclear safeguards. We conclude the paper in
Section 5 pointing to a potential way forward for future re-
search on performance testing with the emulation of use
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case implementations on the JRC Experimental Platform
for Internet Contingencies (EPIC). This will enable us to re-
produce the performance of DLT systems behaviour in real
world network conditions, under a fully controllable experi-
mentation environment. In this way, we will aim to establish
more granular quantitative metrics to measure both bene-
fits and added value of DLT systems’ properties applied to
nuclear safeguards.

2. Related work and background knowledge on
DLT systems

2.1 A brief introduction to DLT systems

The European Commission is not the only organization cur-
rently exploring the applicability of DLT systems in the nu-
clear safeguards domain. To our knowledge, there are oth-
er active actors in the field, especially in research institutes
in the United States of America, also with international col-
laborations, for instance experimenting on nuclear safe-
guards data management [7], transit matching [8] and on
aspects of DLT systems deployment for UF6 cylinder track-
ing and process monitoring [9].

First, to our knowledge the Stimson Centre is currently the
main actor in the United States landscape that is exploring
DLTs added value applications in this domain [10] through
its “Blockchain in practice” program. Together with the Uni-
versity of New South Wales (UNSW) and the Finnish Radia-
tion and Nuclear Safety Authority (STUK), they launched
the SLAFKA prototype: a permissioned blockchain system
that enables nuclear facilities to record nuclear material as-
sets on a distributed ledger. It is implemented using Hy-
perledger Fabric [11], an open source permissioned DLT
project maintained by the Linux Foundation. SLAFKA has
been implemented to test DLT and how such technology
performed in handling safeguards transactions: instead of
having a primary role of the regulators to settle the transac-
tions, nuclear facilities would be able to transact assets
whilst being supervised by regulators. SLAFKA’s prototype
outcomes are:

1. The introduction of a distributed networking approach
to safeguards reporting.

2. A way to reduce reconciliation time among State and
operators.

3. Asingle source of truth for the management of safe-
guards information.

Secondly, the Pacific Northwest National Laboratory
(PNNL) simulated a transit matching system based on DLT,
experimenting with both Hyperledger Fabric and Ethereum
[8]. Their main goal was to understand whether a DLT sys-
tem could bring benefits in comparison to the current IAEA
approach. The outcomes on this prototype are:

1. aDLT system could improve the efficiency of the pro-
cess through real-time match attempts of all transac-
tions posted to the ledger.

2. Using “graded scores” applied to match attempts
could represent a useful source of information for in-
creasing the effectiveness of safeguards inspections.

3. Since the DLT system is a tamper-evident record of
transactions, transit matching operations performed
on such a system could lead to an increased confi-
dence on IAEA safeguards conclusions through trans-
parent reconciliation of transit matching reports.

Because they are converting a legacy system into a DLTs-
based one, they also highlight that among these three find-
ings, only the last one is really dependent on the technolo-
gy used (i.e.: a distributed ledger), while the first two could
be achieved also with “traditional” technologies.

Finally, Sandia National Laboratories built their DLT-based
prototypes on the field. According to information shared
during the 2020 Institute of Nuclear Material Management
(INMM) Annual Meeting [9], they built a prototype based on
a private version of Ethereum where they stored together
Inventory Change Reports data and sensors data such as
gamma-ray events and video cameras recordings. The
idea was to enable workflows, e.g. retrieving of sensors
data to validate an inventory change.

In terms of background knowledge on DLT systems, the
past decade witnessed significant advancements in inte-
grated and applied cryptography for the innovation of dis-
tributed computing with the introduction of public block-
chains such as Bitcoin [12] and more in general DLT
systems [13] as blockchains are a subset of this larger
class. Fully aware that the cryptologic history of these sys-
tems dates back decades, here we limit ourselves to an
overview on this family of technologies by referring to the
conceptual genealogy of the notion of ‘blockchain’, both in
applied cryptography and in the nuclear industry.

Because a genealogy of a concept researches its original
meaning to then provide current definitions, we will begin
by presenting an etymology of this term. In applied cryp-
tography, the term ‘block-chain’ can be traced back to
block cyphers modes of operation algorithms [14]. In par-
ticular, the algorithm for Cipher Block Chaining (CBC) mode
is defined such that “the plaintext is XORed with the previ-
ous ciphertext block before it is encrypted” [15]. Similarly, in
the nuclear sector, the idea of using cryptographic tech-
niques to ensure that data acquired to verify treaty compli-
ance be trustworthy is also not new [16]. In effect, during
the 20th century, cryptographers operating in the nuclear
sector developed techniques to solve problems of mutual
distrust, whereby “data as well as the redundant identifying
information would be block-chain encrypted” [16].

62



ESARDA BULLETIN, No. 62, June 2021

What has been novel in the more recent past, perhaps re-
lies in the fact that cipher block-chaining evolved and coa-
lesced with other advancements in cryptology for digital
cash applications such as e-cash [17] [18] and hashcash as
a Proof-of-Work system [19] [20] into increasingly popular
public blockchain protocols. After an initial focus on the
seminal application, i.e. cryptocurrency, it became increas-
ingly clear that the underlying blockchain technology had
farther reaching implications and the potential to bring in-
novation to entire industries.

From a genealogical point of view, the reference implemen-
tation for DLT systems, i.e. the Bitcoin blockchain is a data
structure representing the ledger of transactions that every-
one participating to the network can store to acknowledge
a common transaction history:

“a blockchain data structure is an ordered, back-linked list
of blocks of transactions. Each block within the blockchain
is identified by a hash, generated using the SHA256 cryp-
tographic hash algorithm on the header of the block” [21].

This technical arrangement enables network participants to
share a common transaction history among a group of dis-
trusting peers or nodes. In the Bitcoin reference implemen-
tation [10], nodes compete to generate the next block and
acquire a reward by consuming resources, i.e. electricity, to
run the consensus algorithm, in the case of Bitcoin based
on a Proof-of-Work mechanism. This mechanism is put in
place to avoid that block producers named miners assign
to themselves extra coins and engage in double spending.
Participants can freely join the network by downloading the
client without the need for human identity verification. Con-
sequently, access to the Bitcoin blockchain is public and
permission-less.

Following the deployment of the Bitcoin network in 2009,
second generation blockchains such as Ethereum [22]
added the possibility to execute smart contracts [23] on top
of the blockchain layer. Smart contracts are computer pro-
grams that enable to perform transactional semantics more
powerful than mere monetary exchange either directly on a
distributed ledger by requesting all nodes to execute com-
plex business logics or more simply to record their outputs
on a distributed ledger. Smart contracts are designed to
impersonate the role typically attributed to trusted third
parties. As an example, we can consider the typical escrow
use case, where some currency funds are managed by a
smart contract and sent to the recipient only after specific
conditions are met. More in general, smart contracts ena-
ble to program business logics on a distributed ledger, en-
suring that their execution is not manipulated.

It then followed a plethora of implementations, some de-
taching from strict Proof-of-Work consensus blockchains
and proposing alternative data structures, for instance Di-
rected Acyclic Graphs, e.g. IOTA [24], Hashgraph [25] and
Keyless Signature Infrastructure [26]. “Blockchain” has

been then reclassified as a special case of DLTs systems
as there are many other possible ways to achieve distribut-
ed consensus on the transaction history tracking in princi-
ple any type of digital data and asset, without relying on a
central authority as a single source of truth.

As opposed to public permission-less distributed ledgers
such as the Bitcoin or Ethereum blockchains designed for
highly distrusting environments, a private, semi-private or
permissioned distributed ledger which can be either a
blockchain or another type of data structure, leverages on
already existing trust and collaboration among stakehold-
ers and processing units belonging to a shared operational
environment. This type of DLT systems is shared by the
members of either a single company or an industrial con-
sortium. Stakeholders can agree on the type of consensus
mechanism to order transactions, the governance of the in-
frastructure to run nodes participating to consensus rounds
and define read/write access permissions for different
types of participants tasked to maintain the distributed
ledger.

Concluding our genealogical exercise on background
knowledge, we adopt this overarching working definition of
DLT system:

“A system of electronic records that (i) enables a network of
independent participants to establish a consensus around
(i) the authoritative ordering of cryptographically-validated
(‘signed’) transactions. These records are made (jii) persis-
tent by replicating the data across multiple nodes, and (iv)
tamper-evident by linking them by cryptographic hashes.
(v) The shared result of the reconciliation/ consensus pro-
cess - the ‘ledger’ - serves as the authoritative version for
these records.” [13]

We propose this definition, because it is general enough to
include public blockchains while leaving open the opportu-
nity to explore other data structures such as permissioned
distributed ledgers.

2.2 Key beneficial properties emerging from DLT
systems

The general DLT systems properties that are considered
beneficial in the literature referred to in the table below are
summarised in Table 1.

2.3 Challenges emerging from DLT systems

By contrast to DLT systems’ benefits and desirable fea-
tures, we identified a set of challenges that currently curb
their widespread adoption. Indeed, research efforts are un-
derway in governments, industry and academia to over-
come the limits of such a relatively immature technology.
As for the benefits elicited above, also with regard to chal-
lenges, alternative classifications are possible as a matter
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Property

Description

DECENTRALIZATION

The reason why DLT systems, and in particular public blockchains, were
designed in the first place is to eliminate the need of either a trusted third
party or an intermediary responsible for validating and settling transac-
tions [12]. A decentralized consensus mechanism, instead of an inde-
pendent and centralized validator, enables all participants to the network
to agree on the validity of transactions.

AUDITABILITY

A practically immutable audit trail of all identities comprising a record of
related operations and any changes is kept [27]. This quality attribute can
be achieved by DLT systems on a per case basis. Either all (e.g. in public
blockchains) or some types of participants (e.g. in permissioned con-
texts) can maintain, store and access the full history of transactions or
parts of it, depending on the opacity needs of the system.

AUTOMATION

Smart contracts enable programmable business logics. They are trig-
gered when certain conditions are met. Their data output or a message
digest referring to such data can either be stored off-chain in a local da-
tabase or be written on a distributed ledger either before or after consen-
sus on transaction ordering, execution and validation is reached by the
distributed network. Some DLT systems require the installation and exe-
cution of the smart contract on each node of the network, while others
pre-process the smart contract locally and broadcast to all nodes only
the output of the smart contract.

STRONG IDENTITY MANAGEMENT

By design, DLT systems implement strong identity management mecha-
nisms. This ensures that only who is allowed to perform a certain trans-
action/operation can actually do so. The identity of a user is verified
through strong asymmetric cryptography algorithms.

TIMESTAMPING

DLT systems embed timestamping to coordinate nodes in an asynchro-
nous way. This property can be applied to prove that information existed
when the timestamp had been created.

RESILIENCE

Because DLT are distributed systems made by a reasonable high num-
ber of nodes, they are highly resilient systems: each node stores all the
history of transactions solving the single points of trust and failure prob-
lems affecting, by definition, any centralised system. This applies also to
physically segregated systems as there can always be the possibility for
insider threats. For instance, by outsourcing parts of a digital identity
management infrastructure to an independent network such as a public
blockchain, DLT systems structurally reduce the attack surface available
to malicious insiders.

IMMUTABILITY

DLT systems offer by design practically immutable records of their trans-
actions history primarily by employing both cryptographic hashing func-
tions and consensus mechanisms. Indeed, depending on several char-
acteristics of a distributed ledger such as the number of nodes, the type
of consensus mechanism and cryptographic hashing functions used, it is
considered practically unfeasible also for well-funded adversaries to dis-
pose of the necessary computational resources to hijack a majority of the
nodes, corrupt data by changing the whole chain of blocks and rewrite
transactions history. Accordingly, DLT systems resistance to quantum
computing attacks is currently being researched and developed [28].

NON-REPUDIATION

Non-repudiation is a security service that provides unforgeable evidence
that a particular action has occurred [29]. The service provides crypto-
graphic evidence in electronic transactions so that, in case of disputes, it
can be used as a confirmation of an action [27].

Table 1: DLT systems main features and quality attributes
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Challenge

Public Blockchains

Permissioned DLT

Scalability

Public blockchains cannot process a high number of
transactions per second, if compared to centralized sys-
tems. The throughput is limited to a few transactions per
second. [27]. At the contrary, they have generally no prob-
lems in increasing the number of concurrent nodes con-
nected to the network.

Permissioned DLT systems offer better through-
put performance in terms of transactions per
second. Nevertheless, they suffer of technical
constraints in viably increasing the number of
nodes above a certain threshold. [30]

Performance

Alongside throughput efficiency, latency in both data
transmission and append-only operations can be a limit in
some use cases, particularly in the domains of financial
services and the Internet of Things.

Permissioned DLT systems usually perform bet-
ter than Public Blockchain in terms of throughput
efficiency and latency. However, they suffer from
performance degradation when the number of
nodes increases above a certain threshold. [30]

Adaptability

Especially in public blockchains, once the system is oper-
ational, it is hard to change configuration parameters such
as consensus mechanisms.

This may not be the case for permissioned DLT
systems designed to offer pluggable consensus
capabilities.

Privacy

Public blockchains are inherently transparent and offer
limited privacy usually achieved with pseudonymity. There
are however newer public blockchains (i.e. Monero [31])
that are able to keep transactions details private using
Zero Knowledge Proof [32] and related cryptographic
methods

Some permissioned distributed ledgers are de-
signed to embed a privacy layer to deploy use
cases where information must be accessed on
need-to-know basis. Nevertheless, there are
claims that adding privacy layers on DLT is not
straightforward and can add quite a significant
amount of complexity [33]

Interoperability

It is still a challenge to have different public blockchain
systems to seamlessly communicate with each other
efficiently.

It is still a challenge to have different DLT systems
to seamlessly communicate with each other
efficiently.

Energy
efficiency

Public blockchains based on Proof-of-Work are costly to
run and burn significant amounts of electricity to secure
the network against cyberattacks such as Distributed De-
nial of Service [27]. More recent public blockchains imple-
mentations, however, use different types of consensus
mechanisms (e.g. Proof-of-Stake) that do not require high
electricity consumption to operate.

Not having a Proof-of-Work consensus mecha-
nism, permissioned DLTs do not have the same
amount of energy expenditure as the Public
blockchains based on that specific consensus
mechanism.

Easiness
of use

Interacting with a public blockchain is not usually straight-
forward for the average user. If we consider also that mis-
takes are, as well, immutable, we can see how this is still
an area that needs improvements.

On a permissioned DLT system, the user inter-
face can be built in a way that it is easier to inter-
act. It should be noted however that also in this
case mistakes will remain written on the ledger.
Moreover, on permissioned DLT system it should
be considered also the complexity of maintaining
the network by IT personnel [33]

Transaction
cost

Transacting on public blockchains can be expensive as
the fees depend on the price of the underlying cryptocur-
rency or token, which is usually prone to high price volatil-
ity and the fee structure of each network, which depends
on the incentives conditional on the consensus mecha-
nism (e.g. requiring high transaction speeds results in in-
creased transaction fees).

Many permissioned DLT systems do not rely on
an underlying cryptocurrency as an incentive
mechanism and, therefore, the cost per transac-
tion is entirely dependent on the use case. How-
ever, on permissioned DLT systems, infrastruc-
ture setup cost is a fundamental parameter to
consider for deployment and maintenance.

Limited
storage space

As a consequence of the high number of data replicas
(e.g. on a public blockchain network the data is replicated
on every full node) and the fact that historical data is not
deleted, the amount of data stored on a distributed ledger
should be kept to a minimum. This is especially true for
public blockchains, because the paid fees are proportion-
al to data volumes.

Also in permissioned DLT systems the stored
data on the ledger should be kept to a minimum
as the stored data is replicated on different loca-
tions and historical data is not deleted, meaning
that the storage need will grow over time.

Table 2: DLT systems main challenges
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of course. However, we selected the challenges listed be-
low as we maintain that they are mostly relevant in the nu-
clear sector.

Considering that these challenges have different applicabil-
ity on public blockchains and permissioned DLT systems,
we summarised them in Table 2 with a different description
for the two families.

After briefly introducing a series of benefits and challenges
of DLT systems, in the next section we will elicit our meth-
odological choices.

3. Methodology - a Proof-of-Concept strategy

Starting from DLT systems’ properties, we performed de-
ductive inferences intended to define use cases in the nu-
clear sector that, in our view, more adequately adapted to
such properties. We endorsed this type of methodological
approach, because our primary goal was to evaluate in
practice the tangible benefits and challenges that would
arise by applying DLTs systems’ properties to the nuclear
sector in view of adding value to nuclear safeguards. In
turn, we adopted a Proof-of-Concept [34] strategy for soft-
ware design to implement use cases’ requirements. In fact,
both enterprises and institutions commonly use this strate-
gy to test new products and technologies while avoiding
putting too much financial effort at stake. Because the
technology is new and in continuous evolution, hands-on
experience is essential. In this view, the ultimate goal of a
Proof-of-Concept strategy is to provide evidence-based
recommendations on whether what we are attempting to
achieve is actually feasible and could add tangible value to
nuclear safeguards business processes.

In both the use cases on containment and surveillance and
on the decentralized timestamping of radiation protection’s
data, we endorsed the MoSCoW method [35]: a categori-
zation method for software design that uses the following
modal adverbs to better clarify the requirements’ priority:
Must, Should, Could and Would. Moreover, considering the
nature of the software artefacts to be developed, we are
performing design and implementation using the Software
Prototyping methodology [36] Short and fast iterations ena-
bled us to quickly test the functionalities that we intended
to deploy, and to have a working prototype that can be
easily shown to domain experts and other stakeholders
involved.

For the digitalization of the radiation passbook, we en-
dorsed LEAN-UX [37], an Agile method for software re-
quirements analysis. Standing for Lean User Experience,
LEAN-UX enabled us to define hypothesis statements for
each stakeholder type, creating use case scenarios in a
bottom-up process and in a language accessible to both
business and technical domain experts. In particular, a

Radiation Protection Expert colleague at the Joint Re-
search Center and his team members could directly inform
use case requirements without leaving much space for our
misinterpretation.

After requirements analysis and co-creation, software de-
sign and development together with testing and evaluation
phases of our approach have been dealt with the endorse-
ment of the software design and implementation methodol-
ogy named Behaviour Driven Development (BDD) [38] [39].
With BDD we designed and developed sample smart con-
tracts for the digitalization of the radiation passbook, ac-
cording to the three phases arguments of this methodolo-
gy: Given (validates the input), When (processes the
contents); and Then (prints out the results).

In the next section, we will present three key DLT systems’
properties that while they are partly derived from non-strict-
ly safeguards domains of the nuclear sector, they neverthe-
less add, in our humble view, value to nuclear safeguards.

4. Key DLT systems properties adding value to
nuclear safeguards

41 Practical immutability for sensors identity
management

In nuclear safeguards, several types of equipment and de-
vices such as sensors, cameras and seals are used to en-
sure that proper containment and surveillance is applied
throughout the fuel cycle. Their deployment is crucial to
help inspectorates in formulating safeguards conclusions,
because their data can provide relevant information on
what has happened inside a facility.

Especially in modern times, most of these devices are elec-
tronic in nature, can send remotely their data to an inspec-
torate, in case connectivity is present and the operator
agrees to it, and are equipped with hardware security mod-
ules capable of performing asymmetric cryptographic op-
erations on the data produced. Asymmetric cryptography
[40] is based on the concept of private and public keys:
these two keys are mathematically related to each other so
that a message encrypted with one key can be decrypted
with the other one and vice versa. The private key is secret
and stored on a secure memory inside the device, while
the public key, as the name suggests, can be shared with
anyone. In our case, asymmetric cryptography is used to
digitally sign data so that who receives them or retrieves
them from the device’s memory can verify both data prove-
nance (i.e. the identity of who created the data) and integri-
ty (i.e. the absence of data modification after the
signature).

To achieve this outcome, who retrieves the data must know
the public key associated to the private key used to sign
them. This can be done in two ways: a simple approach
prescribes that before installing the device, the inspectorate
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record on a master list the association between the de-
vice’s identity and its public key. A more robust approach,
currently used, prescribes instead that the public key be in-
serted into a digital certificate, created and signed by a
Certificate Authority, in our case owned and controlled by
the inspectorate. This second approach is generally known
as a Public Key Infrastructure (henceforth, PKI) [41].

Both these approaches are vulnerable to an insider threat
scenario. In fact, if someone is able to modify an entry on
the master list, or to issue a valid while non-authorized cer-
tificate, s/he can do it so that even a tampered or fake de-
vice will have its own entry on the master list or its own val-
id certificate. If that is the case, data sent from the
tampered or forged device will be recognized as authentic,
leading to the possibility for a well-funded malicious entity
to provide counterfeit data to the inspectorate with the goal
of hiding material’s diversion or other illicit operations.
Moreover, the same person or group of people that has ac-
cess to the systems used to record relations between a
public key and a device’s identity (i.e. the master list or the
Certificate Authority) could also delete traces of their opera-
tions (e.g. log entries). All this could increase the chances
that their actions will go indefinitely undetected.

This kind of issue is pervasive to every traditional PKI, hav-
ing to rely on a Certificate Authority that is trusted by de-
fault [42] and consequently it is present in our case as well.
In our exploratory research, we initially considered exclu-
sively a specific type of safeguards device, i.e. surveillance
cameras. Accordingly, we developed a Proof-of-Concept
software implementation to address this specific issue by
leveraging on the practical immutability property of data
registered on a public blockchain.

More in particular, modern surveillance cameras deployed
in nuclear safeguards produce digitally signed video
streams. Key pairs are randomly initialized during the cam-
era’s setup and the public key is used to create a certificate
signing request that, in turn, enables the inspectorate’s in-
ternal Certificate Authority to generate a certificate. Two

different algorithms for asymmetric cryptography are em-
ployed: the Digital Signature Algorithm (DSA) is used to dig-
itally sign every single frame, while the Rivest-Shamir-Adle-
man (RSA) algorithm is used to digitally sign an entire daily
video stream. The respective private keys used for the sig-
natures are stored on a secure memory inside the camera,
automatically zeroed in case a tampering attempt is detect-
ed, whereas the corresponding certificates (containing the
public keys also stored within the camera) are embedded
in the video stream file itself.

When the inspectorate receives a new video stream, it is
therefore able to verify the correctness of each signature
and the validity of the certificates (Figure 1). As mentioned
above, while very robust, this process is vulnerable to at-
tackers or malicious insiders whom, by having access to
the Certificate Authority used to generate the certificates,
are enabled to forge new, albeit unauthorized, certificates
to be assigned to tampered cameras.

We therefore propose a scenario whereby every certificate
(or public key, in case we are referring to the simpler master
list approach) is hashed and registered on a public block-
chain [43]. In applied cryptography, a hash results from a
cryptographic operation that from an input of any size cal-
culates an output of a fixed (usually smaller) size. For each
input value there is a single output, but the opposite is not
true: from an output, there are multiple (infinite in fact) input
values that would lead to it. The hashing function is there-
fore mathematically irreversible. Thanks to this property of
one-way cryptographic hashing functions, a hash therefore
is not a sensitive information. Hence, the hash of a certifi-
cate can be recorded on a publicly accessible system with-
out the danger to reveal confidential information. Moreover,
even a single bit changed on the input causes a huge dif-
ference on the output. Such difference, unless the used
hashing algorithm has vulnerabilities, is not predictable, so
that there is no way other than pure brute forcing to try to
obtain a specific output [44].
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In other words, if these hashes are recorded somewhere
where they cannot be modified (e.g. a blockchain), we can
use them to check whether a certificate that we have re-
ceived is exactly the same one that was initially generated
during a surveillance camera's initialisation, by calculating
again the hash and comparing it with the registered one.

By registering the hash of issued certificates on a public
blockchain, we ensure that such hashes would benefit from
the practical immutability that data stored on a public
blockchain take on. This in turn ensures that there will al-
ways be a trace left of every certificate issuance operation,
enabling us to keep this log of information monitored to de-
tect suspicious certificate issuance operations, and leading
eventually to flagging the corresponding camera (and its
video streams) in order to raise attention.

Indeed, and conversely, if malicious actors could gain con-
trol of the inspectorate’s internal Certificate Authority to is-
sue a new digital certificate for a tampered camera, they
would have to register such operation on the blockchain
otherwise the new malicious certificate would not be rec-
ognized as valid. By doing so, they leave an undeletable
trace of their malicious operation that can be detected.

Also in the simpler master list case, attackers, assuming
that they are capable of penetrating and gaining control of
the centralized system, could either tamper with or substi-
tute a camera and modify the relative entry on the master
list to match the substitution and make it looks like as if the
substitution never happened. Storing such information on a
blockchain would instead require rewriting part of the trans-
actions history to match a locally stored public key with the
one linked to the hash stored on-chain.

For this use case, we are focusing specifically on public
blockchains and not on permissioned DLT systems. The ra-
tionale behind this decision is based on two considera-
tions: firstly, having underlined that hashes are not sensitive
information, from which it is practically unfeasible with cur-
rent technology to retrieve the original information, we can
claim that we do not need confidentiality in this use case.
Secondly, the immutability property that data acquires on a
blockchain can be considered fully achieved especially on
public blockchains. We can argue this because either to al-
ter or to delete stored information, attackers should mali-
ciously operate a majority of the public blockchain’s nodes
to attempt rewriting transactions history with modified data.
This operation requires increasing resources as time pass-
es and blocks accumulate. Notwithstanding how well-fund-
ed attackers might be, it is considered practically unfeasi-
ble to successfully rewrite the transactions history on public
blockchains with a considerably high number of nodes
without being detected by the rest of honest nodes. As an
example, at the time of writing, on the Bitcoin network no-
body has ever been able to perform a successful attack of
this sort.

This form of assurance on immutability is generally stronger
than the one provided by permissioned distributed ledgers.
In the latter case, there is a lower number of nodes and,
consequently, data manipulation can occur, in theory, if the
participants of the DLT system’s network jointly agree to do
so [45]. Obviously, such a scenario is hard to image in Nu-
clear Safeguards, but it could nevertheless happen in prin-
ciple (e.g. a coalition of malicious states corrupting inspec-
torates’ system administrators). Some permissioned DLT
infrastructures partly address this by periodically publishing
on a public repository (e.g. on social media, newspapers or
websites) a hash that represents an anchor to their private
data [26]. In this way, even in the case where all the partici-
pants to the permissioned DLT jointly decided to alter data
stored in the distributed ledger, there would still be an un-
ambiguously identifiable mismatch with the published
hashes. While this solution is certainly valuable, especially
in the case of confidential data, where it would be not pos-
sible to use a public blockchain, in our specific case it
would represent too much of a burden considering that we
do not need confidentiality. More importantly, by choosing
to adopt a public blockchain, we do not have costs and
other organisational issues related to the infrastructure set-
up and maintenance, because those public blockchain net-
works that we analysed are already existing and there are
no barriers of entry.

To showcase this approach, and initially focusing on the
simpler public keys master list case, we created three im-
plementations using three different public blockchains, i.e.
Bitcoin [12], Ethereum [22] and Algorand [46] for managing
surveillance cameras’ digital identities. Selection criteria
considered three facets: (1) overall security of the block-
chain network, (2) flexibility in terms of possibility to add
features other than merely storing information (e.g. the pos-
sibility to authorize only specific accounts to store either
certificate or public key’s hashes), and (3) cost associated
to transactions fees. We therefore identified the following
public blockchains according to these rationales: the Bit-
coin network has not been disrupted from its inception to
the time of writing. This makes it the oldest and most se-
cure public blockchain available for experimentation. Sec-
ondly, Ethereum offers one of the most widely used plat-
forms for smart contracts deployment. Thirdly, Algorand
has very low transaction fees and it enables to provide sig-
nature delegation capabilities for smart contracts. This last
property is relevant to be tested for the use case at hand,
because it could enable inspectorates from regulatory
agencies such as IAEA and EURATOM to share responsi-
bilities when installing common infrastructure.

A generalized architecture of the proofs-of-concept imple-
mented with these three blockchain networks is depicted in
Figure 2

The architecture spans across three loci: the inspectorate
premises, the nuclear facility and the connection channels
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Figure 2: General high-level architecture of the process monitoring use case (source [43])

between the two. The novelty, with respect to the tradition-
al master list approach, lies on the utilization of a public
blockchain network to store hashes of a camera’s public
keys.

First, in the Bitcoin proof-of-concept implementation, we
proceeded accounting for the protocol constraint that a
maximum of 83 bytes of arbitrary data can be recorded in
a Bitcoin transaction. While they are not sufficient for stor-
ing DSA and RSA public keys, they are enough for storing
the public keys’ hashes. The transaction identifier is a
pointer to the Bitcoin blockchain where it is possible to lo-
cate the camera identifier and the hash of the correspond-
ing public key. The drawback is that this adds the small
overhead to set up a local database for managing transac-
tion pointers, because searching the Bitcoin blockchain to
retrieve public keys’ hashes without a pointer would greatly
reduce performance. It is nevertheless important to note
that such transaction pointers’ database is not a single
point of failure, because it can be rebuilt in case of data
loss for analysing the blockchain.

Secondly, on Ethereum, it is possible to implement the
same model by using smart contracts. Contrary to Bitcoin,
there is no need to set up a local database to store trans-
action pointers, as the smart contract is natively equipped

with storage capabilities that enables quick information re-
trieval. However, compared to a traditional software, the
implementation phase needs to put more emphasis on the
testing part, as fixing bugs on smart contracts is more
complicated. Indeed, once deployed a smart contract can-
not be modified but must be deactivated and redeployed.
In all cases, by virtue of the remarkable volatility of native
cryptocurrencies on both Bitcoin and Ethereum networks,
transaction costs can change swiftly. Volatility and transac-
tion costs are thus important elements to take into account
when defining added value and business viability of this so-
lution at scale.

Finally, as a response to high volatility and transaction costs
to curb the effect of highly volatile cryptocurrencies, Al-
gorand can be an appropriate candidate as it offers a very
low transaction cost of 0,0002 USD per transaction with
storage capacity of up to 1 Kb of data per transaction.
However, Algorand’s smart contract semantics is less pow-
erful than Ethereum’s, but thanks to it, it also reduces the
possibility that bugs are introduced in the system. The main
drawback with Algorand is that storage capacity must
grow quicker over time, if compared to Bitcoin and
Ethereum.
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In summary, the simple proof-of-concept implementations
that we developed on the Bitcoin, Ethereum and Algorand
public blockchain networks enabled us to confirm that the
idea of using the immutability property of public block-
chains to store hashes related to digital identities of safe-
guards sensors is correct and implementable. Such result
shows that DLT not only can have a role in Nuclear Material
Accountancy, as shown by the referenced research on DLT
and Safeguards, but also in Containment and Surveillance.

At this stage we are not proposing a specific public block-
chain network for further implementations as that choice
would be dependent on specific application requirements
that are usually formulated on a more advanced implemen-
tation stage (i.e. a pilot project). In case of further develop-
ments, it is indeed of the utmost importance to clearly iden-
tify and detail, together with the relevant stakeholders, what
are the requirements and constraints that such a system
should consider (e.g. total number of sensors, average
number of maintenance operations in a sensor lifetime that
require the reissuing of a certificate, advanced features like
signature delegation, etc.). The final decision on the specif-
ic blockchain network to use shall be derived considering
such detailed requirements and constraints.

Potential further applications in the containment and sur-
veillance domain can be summarised as follows:

¢ Not only surveillance cameras, but all digital sensors em-
bedding strong security features (e.g. fiber-optic seals, la-
ser scanners and in principle all sensors used in safe-
guards) can benefit from the added security of their
identities by applying what has been described in this
section.

¢ Analogue sensors could also benefit from it as long as it
is possible to derive a “unique” signature of the sensor via
signal analysis. If that is possible, what has been de-
scribed in this section can be applied by registering a
hash of the signature on a public blockchain.

e Ad-hoc scripts/libraries could be developed for custom
sensors to offer the identity registration on the blockchain
as an additional feature.

4.2 Data anchoring through decentralised
timestamping

A second property of DLT systems applied to nuclear safe-
guards is decentralised timestamping for data anchoring
on public blockchains.

Data anchoring [47] refers to the process of taking every
piece of meaningful data, calculate its hash and publish it
on an immutable timestamped repository (e.g. a public
blockchain). By doing so, without disclosing any sensitive
information thanks to the nature of the hash (as explained in
section 4.1), we have a secure way to check if a specific

datum was modified simply by recalculating its hash and
comparing it with the registered one. It is important to note
that other than the immutability of the hash, also its associ-
ated timestamp is relevant in this process as it gives a pre-
cise indication on when that hash was registered and
therefore from which point in time we can speculate on the
integrity of the underlying data.

Applying this process to safeguards enables us to generate
proofs of existence for nuclear safeguards data, files or
events, i.e. that data existed at the time when the times-
tamp had been created and was not modified ever since.
The added value of this process lies on the possibility to
check with certainty if information has been modified. In
particular, this feature not only provides an additional inter-
nal security measure for an inspectorate (e.g. as a way to
check integrity of backups, archives and whatsoever rele-
vant data), but also an increased layer of transparency to
prove to external parties that the data used to draw safe-
guards conclusions have not been tampered (e.g. in case
of disputes).

While it could be argued that integrity of digital data can be
proved also with digital signatures, it should be noted that
the difference in the two approaches (i.e. data anchoring
on public blockchain versus digital signature) lies on the
timestamp. Timestamping of data per se is not a novelty
and can be already implemented by a Time Stamping Au-
thority as it happens within the digital signature context.
Considering that the timestamping is coming from a third
party, there is however the concrete possibility that a Time
Stamping Authority could make a mistake or misbehave,
thus providing an incorrect timestamp [48].

On a public blockchain, by contrast, each new block is
timestamped when it is created. Such timestamp cannot
deviate from real time, because it must be temporally situ-
ated strictly after the previous block, but not too far in the
future. For instance, on the Bitcoin blockchain a new block
is discarded, even where formally valid, if its timestamp
points to a time situated more than two hours after the lat-
est block [21]. As a downside however, we need to consid-
er that such timestamps cannot be considered extremely
precise (e.g. on Bitcoin we should consider a timeframe of
2 hours uncertainty) and therefore they cannot be used for
applications where timestamping precision is fundamental.

To explore the feasibility of the decentralised timestamping
to ensure data integrity, in the domain of radiation protec-
tion (our first use case in this field) we explored the Open-
Timestamps protocol to notarise dosimetry data stored on
legacy systems at the Joint Research Center, i.e. the Uni-
fied Dosimetry System (henceforth, UDS). The OpenTimes-
tamps protocol was firstly proposed by Peter Tood in 2012
[49]. It is an attempt at standardising and solving the scala-
bility and cost issues of timestamping on a public block-
chain. Merely notarising every single data element on the
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blockchain, in fact, would lead to the creation of a high
number of transactions that are both expensive (taken as a
whole) and may clog the blockchain itself by increasing its
size too much and by raising the average fee for a transac-
tion to be committed. [50].

The idea proposed by the OpenTimestamps protocol is
simple and efficient: instead of timestamping and register-
ing on the blockchain individual hashes, the protocol aims

at creating Merkle Trees of data hashes, registering only
the root element of the tree on the blockchain as depicted
in Figure 3. In cryptography, a Merkle Tree [51] is a data
structure used for data verification. It is a binary tree where
each leaf node (i.e. all nodes that do not have any child)
contains the hash of some data block, and each non-leaf
node contains the hash of its child nodes, up to the root el-
ement of the tree (i.e. the only element that has no parents).
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The properties of both hashes and Merkle trees enable an-
yone to verify mathematically that the tree’s root element
stored on the blockchain has been derived taking into con-
sideration also the hash of a specific datum: to do so it is
fundamental to have the list of operations applied starting
from the original data to the root element.

To be useful this timestamping process requires that two
preconditions be met:

¢ The original timestamped data must be available over
time as is, with absolutely no modifications.

¢ The proof of registration must be stored together with the
original data as the validity of the timestamp is confirmed
only by having both of them.

If both requirements are satisfied, who requested the

timestamp can mathematically prove the existence of that
particular data at the timestamp calendar date.

The required infrastructure is composed at minimum only
by a machine to implement the client-side of the Open-
Timestamp protocol.

Such client will:

1. Calculate the hash of the data to be timestamped. To
be more precise, such hash will be modified by

3.

appending a nonce (i.e. a random number) and re-
hashing the result to avoid involuntary information ex-
posure on the original data, but for simplicity we can
consider it as being a simple hash of the data.

Send the hash to a calendar server, which is a server
responsible of aggregating multiple timestamping re-
quests by generating a Merkle Tree, and of ultimately
registering the tree’s root element on the blockchain.

Receive back from the calendar server the information
related to the operations performed starting from the
original request that leads to the Merkle Tree root in-
serted on the blockchain transaction and up until the
block header of the blockchain block. This information
will be used together with the list of operations per-
formed to generate the data’s hash (see 1st step) to
generate the proof of registration: a file that lists all op-
erations performed to be stored together with the
original data.

Independently verify, starting from the original data
and the registration proof, if indeed by repeating all
the operations we can confirm that there is a block on
the blockchain that proves such data existed when
the block was created.
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As briefly explained, to perform all these operations, the cli-
ent needs to interface itself with two other servers: a calen-
dar server for the registration operations and a blockchain
node (i.e. a machine which has downloaded the complete
blockchain and keeps it synced through the consensus al-
gorithm) for the verification.

To be completely secure from any man-in-the-middle at-
tack, it is not recommended to use third party services, but
instead to deploy an owned blockchain node. In fact, if the
verification phase is performed through an external block-
chain monitor (i.e. a webservice provided by a third party
that permits to query easily the blockchain without having
to download it), nothing can ensure us that the verification
itself is not tampered.

The calendar servers instead could still be public (i.e. of-
fered by third parties) considering that (1) they do not re-
ceive the original data and (2) the received proofs are inde-
pendently verified. A private calendar server can
nevertheless be deployed in case it is desirable to be com-
pletely independent from third party’s services (e.g. for
business continuity reasons).

The OpenTimestamps protocol, born with the Bitcoin
blockchain, nowadays works also with other public block-
chains. It is therefore possible to publish the same proof of
existence on different blockchains to make it even more
tamper resistant. To do so, it is necessary to add additional
calendar servers, each one devoted to a particular public
blockchain. Obviously, also for the verification part, one
node for each blockchain used needs to be locally present
to guarantee a better security.

In Figure 4, it is depicted how a high-level architecture of
the system would be:

This approach enables the sustainable use of a public
blockchain as a reliable while decentralised timestamping
authority.

Further potential applications of data anchoring could be:

¢ All relevant data, declarations, reports, which an operator
or the inspectorate might need to be able to prove their
existence at a given time and un-alteration ever since, are
suitable for this approach.

e Secure software update (e.g. of containment and surveil-
lance devices) by timestamping executables.

Among these possible further applications, we will initially
focus on the application of this approach for data integrity
in the context of nuclear material accountancy. Indeed, in-
dividual nuclear facilities may voluntarily transmit reports or
other form of information to EURATOM and IAEA via mail-
box. There are cases, however, where this additional infor-
mation is not sent directly to the inspectorates but must re-
main on the facility’s premises to be retrieved manually by
the inspectors. In this case, this type of information on

nuclear material accountancy would add value to nuclear
safeguards as it could be timestamped following the same
steps of the process described above for radiation protec-
tion data anchoring to ensure that they are not modified
once inserted in the system.

4.3 Structural auditability of dosimetry data

While the previous two properties of DLT systems that can
add value to nuclear safeguards emerged from the domain
of public blockchains, we inferred a third added value from
another property of DLT systems, i.e. structural auditability
of data on a permissioned distributed ledger. Also known
as consortium blockchains, permissioned DLT systems en-
able the creation and the broadcasting of transactions only
by nodes that have permissions to write new blocks on the
ledger. The requirement that only authorised parties can
manage certain types of data after permission is granted is
normal practice in the use case on radiation protection data
management that we will analyse in this section.

As we argued above, if compared to public blockchains,
permissioned DLT systems can count on a definition of im-
mutability only in the limited sense that it is difficult for a
participant to modify data on all the nodes. There could be,
however in principle, a potential collusion risk if all partici-
pants jointly decided to modify transactions history record-
ed on the permissioned distributed ledger.

Contrary to public blockchains designed for environments
dominated by high distrust among participants usually op-
erating with pseudonyms, deployment of permissioned dis-
tributed ledgers can nevertheless be beneficial in all the
cases where higher levels of trust than those characteristic
of public blockchains already exist among participating
stakeholders (e.g. between nuclear operators and inspec-
torates). Moreover, permissioned distributed ledgers are
recommended when stakeholders also share the require-
ment to preserve confidentiality of data exclusively accessi-
ble by those with permission.

In the use case scenario analyzed in this section, i.e. the
digitalization of the radiation passbook on a single shared
infrastructure, there is indeed already present a significant
level of trust among clearly identifiable stakeholders: an au-
thority issuing a radiation passbook, Radiation Protection
Experts at every site, Medical Physics Experts and radia-
tion protection workers. In our scenario, RPEs are the only
actors with permission to create new blocks and write digi-
tally signed transactions on the distributed ledger. In this
specific use case, confidential data are directly written and
shared on the ledger, and this is the reason for the selec-
tion of a permissioned DLT system and not a public per-
mission-less one. In other words, in the test for the use
case on containment and surveillance, because no confi-
dential information was shared, a public distributed ledger
was selected. While in this use case on radiation protec-
tion, a permissioned distributed ledger enabling
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confidentiality (also providing immutability as for every DLT
system) by design, was the correct technology selection
outcome.

By virtue of their network and data structure, permissioned
distributed ledgers embed auditability and non-repudiation
properties, because all parties with access permission can
write and read information on a need-to-know basis. Struc-
tural auditability is a property of DLT systems resulting from
ordering and timestamping signed dosimetry data transac-
tions that cannot be repudiated. The added value is three-
fold: (1) higher efficiency in information sharing; (2) lower
number of clerical errors thanks to going paperless through
smart contracts’ automation; and (3) creation of forensic
evidence that can help solve disputes on legal liability. As
we will discuss below, these three added values emerged
from a use case in the nuclear sector of radiation protection
could also be applied to nuclear safeguards, specifically in
the domain of nuclear material accountancy.

In particular, the radiation passbook is a paper booklet of
the dimension of a conventional passport. It lists fields to
record employees and inspectors’ personal data, and a list
of approved compilers, i.e. Radiation Protection Experts
with their signatures. Moreover, the radiation passbook
registers an employee’s occupational exposure to radia-
tions and any involvement in accidents. In turn, it records
the 5-year dose limit, the dose assessment for the calendar
year; the estimated doses in mSv in another

employer’s-controlled area(s); Whole Body Count; Radio-
toxicologial monitoring; medical examinations; fitness-for-
work in normal and in case of arduous conditions; and ra-
diation protection training. A final section includes
important addresses and telephone numbers, specifically
Headquarters, Medical Service and Radiation Protection
Experts.

The choice to explore DLT systems’ applications for the ra-
diation passbook was initiated by acknowledging the fact
that nuclear safeguards workers travel to different loca-
tions, where they are potentially exposed to radiation. How-
ever, data related to absorbed doses during missions are
rarely shared between their employer and the nuclear in-
stallation. Indeed, workers carry two separate dosimeters:
exposure to ionising materials is measured using both their
employer’s and nuclear installations’ dosimeters. Using a
permissioned DLT system, it is possible to digitally record
and share dosimetry data to track radiation exposure of
workers as depicted in Figure 5:

As a hands-on proof-of-concept exercise, we implemented
sample smart contracts using Zenroom [53], an output im-
plementation funded by DG CNECT to research distributed
applications for compliance with the EU General Data Pro-
tection Regulation [54]. Zenroom is a trusted execution en-
vironment with no external dependencies. It comprises a
tiny library (1IMb) and requires low memory usage (600 Kb —
2 Mb). It runs smart contracts written with Zencode, a
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and | have my valid ‘credential keypair'

Y
When | generate
a credential signature request

Then print the ‘credential signature request'

Figure 6: High-level schema of the Zenroom virtual machine’s memory model (source [37]).

human readable, English-like Domain Specific Language
[29]. Zencode language design followed the principles of
language theoretic security [55] formally verifying that smart
contracts are free of currently dominant classes of bugs
and vulnerabilities.

This design approach implements a memory model based
on Behaviour Driven Development that segregates from ex-
ternal calls input (Given), processing (When) and output
(Then) phases of a smart contract’s encoding and execu-
tion. The result is a highly efficient process virtual machine,
which provides a powerful smart contracts semantics less
prone to unexpected data change and control flow bugs
[56], i.e. the classes of bugs that led, for instance, to the
2016 ‘DAO hack’ on the Ethereum blockchain [38]. Figure 6
depicts the Zencode processing memory model:

In our implementation, deterministic smart contracts have
been encoded to issue a digitalized version of the radiation
passbook authenticated through electronic sealing by
means of Elliptic Curve Digital Signature Algorithm (ECSDA)

digital signatures. Moreover, we implemented smart con-
tracts to process digital signatures in order to provide RPEs
with the means to proof dosimetry data provenance, non-
repudiation and ensure confidentiality. Signed dosimetry
data can thus be stored on a permissioned distributed
ledger.

We ran a test using Zenroom integrated as a transaction
processor on the Hyperledger Sawtooth permissioned dis-
tributed ledger. Hyperledger Sawtooth offers the flexibility
for pluggable consensus and smart contract virtual ma-
chines [57]. In particular, we implemented a version of Hy-
perledger Sawtooth v1.0.1 ordering transactions with Prac-
tical Byzantine Fault Tolerance [39] consensus, whereby no
more than one third of the nodes (rounded down) can be
unreachable or dishonest at any given time. In the future,
we will aim to complement confidentiality and non-repudia-
tion with a data aggregation module to update dosimetry
data history on the radiation passbook each time a nuclear
safeguards worker completes a mission.
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As also stated by other research institutes in the nuclear
sector [7] [8], we also believe that a system similar to the
one described for this use case, based on a permissioned
DLT system, could be implemented applied to add value to
Nuclear Material Accountancy and Control business pro-
cesses. For instance, using a permissioned DLT system to
process nuclear material accounting records could enable
near-real time reporting as data, e.g. an Inventory Change
Report is shared to relevant stakeholders (strictly on a
need-to-know basis) immediately after it is issued. Moreo-
ver, structural auditability would provide early data analysis
with the goal of detecting red flags soon enough to prompt-
ly address potential criticalities. Secondly, smart contracts
could automate data validation and reconciliation opera-
tions, i.e. transit matching. Finally, a permissioned DLT sys-
tem would offer a single source of truth to all stakeholders
involved, providing also in this case a source of forensic ev-
idence to help address disputes in nuclear material
accountancy.

However, we anticipate that DLT systems applications on
nuclear material accountancy must be carefully studied
and tested, because there are several constraints that
could hinder their applicability. While a complete feasibility
study on this specific topic is not within the scope of this
paper, we report some examples of constraints, also ana-
lysed in related work [7], which should be carefully consid-
ered when designing permissioned DLT system applica-
tions in the context of nuclear material accountancy at an
international level:

— International Regulations: since some regulations, for
instance EURATOM Regulation 302/2005, details quite
specifically how Nuclear Accountancy Reporting must
be performed, new systems must accordingly be com-
patible with the standard procedure listed on this
regulation.

— Data locality: some nation states forbid reliance on
safeguards related data other than the official account-
ancy records (e.g. safeguards sensors data, mailbox
declarations) from leaving either the country or the facil-
ity premises where they are produced. Consequently, a
DLT system shall implement measures to provide data
locality on some categories or data, or that such sys-
tem should be used only to provide proof of existence
and non-alteration and not to store the actual data.

— Data transmission format: some nation states forbid the
usage of electronic communications media for sending
accounting records to inspectorates. As stated in the
previous point, this could mean that a DLT system
should be used only as an additional integrity layer and
not to store the actual data.

5. Conclusion and potential way forward

In this paper, we presented three key properties of DLT
systems, whose application has been transversal to the nu-
clear sector in general with special emphasis on added val-
ue to nuclear safeguards: practical immutability, data an-
choring through decentralised timestamping for public
blockchains and structural auditability for permissioned
DLT systems. Practical immutability adds value by increas-
ing the level of cybersecurity, potentially impacting inspec-
tions plans thanks to a more efficient automation of safe-
guards business processes for containment and
surveillance, specifically for surveillance cameras’ Public
Key Infrastructure management.

Moreover, decentralised timestamping and structural audit-
ability, albeit tested in radiation protection, can add value to
nuclear safeguards by lowering clerical errors through en-
hanced automation and consistency of business processes
by virtue an additional layer of both data integrity and a re-
al-time audit trail of transactions’ history. These two key
DLT systems’ properties can also be seen as innovative
sources of forensic evidence for legal dispute resolution not
only in radiation protection but also in the domain nuclear
material accountancy.

Future research aims at further testing these findings on
the Experimental Infrastructure for Internet Contingencies
(EPIC), maintained by JRC-Ispra E.3 Cyber and Digital Citi-
zens' Security Unit. EPIC enables the re-creation of cyber-
infrastructures for testing various configurations. It provides
special physical equipment, such as a Programmable Logi-
cal Controller, enabling cyber-physical testing (max 356
nodes). These characteristics give significant advantages in
terms of repeatability, scalability and controllability of ex-
periments and tests.

We plan to run performance experiments on fiber-optic
seals for containment and surveillance, and regular mailbox
declarations for nuclear material accountancy. We will then
plan to emulate the performance of a permissioned DLT
system to process the digitalized radiation passbook by
Radiation Protection Experts at both JRC sites and from
nuclear installations. The goal of these tests is to build ro-
bust datasets for performance comparison between DLT-
based systems and more traditional approaches. The ob-
jective is to generate quantitative metrics to more finely
evaluate the benefits and added value of DLT systems ap-
plied to nuclear safeguards. The overarching ambition of
these experimental exercises within the SLT4SFG explora-
tory research project is to define a general methodology to
select key DLT properties for their applications to nuclear
safeguards.
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