
54Nº
https://esarda.jrc.ec.europa.eu June 2017

Bulletin

ISSN 1977-5296



Table of Content Issue n° 54
Editorial

Hamid Tagziria ................................................................................................................................. 1

Peer Reviewed Articles

Muon Tomography for spent nuclear fuel control ...................................................................... 2
P. Checchia, F. Gonella, A. Rigoni, S. Vanini, G. Zumerle

A Comparison of Approaches to Determine Dead Time Parameters Using a Boron-
Coated-Straw High-Level Neutron Coincidence Counter .......................................................... 6
A.T. Simone, S. Croft, A. Favalli, and J. P. Hayward

Revisiting Currie’s Minimum Detectable Activity for Non-Destructive Assay By Gamma 
Detection Using Tolerance Intervals ............................................................................................ 14
E. Agboraw, E. Bonner, T. Burr, S. Croft, J.M. Kirkpatrick, T. Krieger, C. Norman, P. Santi, S.Walsh

Micro Particle Suspensions for Preparation of Reference Materials for Particle Analysis 
Methods in Safeguards ................................................................................................................. 23
R. Middendorp, M. Dürr, I. Niemeyer, D. Bosbach

Towards novel field-deployable instrumentation for UF6 enrichment assay – an overview 
of existing and emerging technologies ....................................................................................... 31
G. C.-Y. Chan, J. D. Valentine, and R. E. Russo

Changes to the 252Cf neutron spectrum caused by source encapsulation .............................. 44
R. Weinmann-Smith,, S. Croft, M.T. Swinhoe, A. Enqvist

Detection of fuel pins diversion with the self-indication neutron resonance densitometry 
technique ........................................................................................................................................ 54
R. Rossa, A. Borella, P.-E. Labeau, N. Pauly, K. van der Meer

Brain Science and International Nuclear Safeguards: Implications from Cognitive 
Science and Human Factors Research on the Provision and Use of Safeguards-Relevant 
Information in the Field ................................................................................................................. 62
Z. N. Gastelum, L. E. Matzen, H. A. Smartt, K. E. Horak, E. M. Moyer, M. E. St. Pierre

The forward-problem approach in Safeguards verification: directly comparing simulated 
and measured observables .......................................................................................................... 70
S.Vaccaro, I. Gauld, M. Vescovi, H. Tagziria, A. Smejkal, P. Schwalbach

Ultrasonic Identification Methods of Copper Canisters for Final Geological Repository ...... 75
C. Clementi,, F. Littmann, L. Capineri, C. Andersson, U. Ronneteg

International Engagement in Arms Control Verification Using a Systems Approach ............ 82
M. Dreicer, I. Niemeyer, G. Stein

Field Trial of the Enhanced Data Authentication System (EDAS) ............................................. 88
M. Thomas, R. Hymel, G. Baldwin, A. Smejkal, R. Linnebach

Other articles

Restating the fundamental principle of nuclear security culture and the importance of 
cultural differences ....................................................................................................................... 97
I. Iarema

Success and failures of the Non-Proliferation Treaty demonstrated in history ...................... 108
A. Windt

Number 54
June 2017

Editor
Elena Stringa and Hamid Tagziria

European Commission, Joint Research Centre,
ITU - Nuclear Security Unit
T.P. 800, I-21027 Ispra (VA), Italy
Tel. +39 0332-786182
Elena Stringa@ec.europa.eu
Hamid.Tagziria@ec.europa.eu

ESARDA is an association formed to advance 
and harmonize research and development for 
safeguards. The Parties to the association are:
Areva, France; ATI, Austria; CEA, France; 
CNCAN, Romania; EDF, France; ENEA, Italy; 
European Commission; FZJ, Germany; HAEA, 
Hungary; MTA EK, Hungary; IRSN, France;  
MINETUR, Spain; NNL, UK; NRI, Czech Republic;  
NRPA, Norway; SCK/CEN, Belgium; Sellafield Ltd,  
UK; SFOE, Switzerland; SSM, Sweden;  
Springfields Fuels Ltd, UK; ST, Finland; 
University of Hamburg, Germany; University of 
Liege, Belgium; University of Uppsala, Sweden;  
AEA, UK; URENCO, Germany; VATESI, Lithuania;  
WKK, Germany; PAA, Poland; ORNL, USA

Editorial Committee
K. Axell (SSM, Sweden)
A. Rezniczek (Uba-GmbH, Germany)
F. Sevini (EC, JRC, G.II.7, Italy) 
Z. Stefanka (EC, JRC, G.II.7, Italy)
E. Stringa (EC, JRC, G.II.7, Italy)
H. Tagziria (EC, JRC, G.II.7, Italy) (Chairman) 
J. Tushingham (NNL, United Kingdom)

Scientific and technical papers submitted for 
publication in the peer reviewed section are 
reviewed by independent authors including 
members of the Editorial Committee.

Manuscripts are to be sent to the Editor (EC-
ESARDA-BULLETIN@ec.europa.eu) following 
the ‘instructions for authors’ available on https://
esarda.jrc.ec.europa.eu/ where the bulletins 
can also be viewed and downloaded.

Photos or diagrams should be of high quality.

Accepted manuscripts are published free of charge.

N.B. Articles and other material in the ESARDA 
Bulletin do not necessarily present the views or 
policies of neither ESARDA nor the European 
Commission.

ESARDA Bulletin is published jointly by 
ESARDA and the Joint Research Centre of 
the European Commission and distributed free 
of charge to over 1100 registered members, 
libraries and institutions Worldwide.

The publication is authorized by ESARDA.

© Copyright is reserved, but part of this 
publication may be reproduced, stored in a 
retrieval system, or transmitted in any form 
or by any means, mechanical, photocopy, 
recording, or otherwise, provided that the 
source is properly acknowledged.

Cover designed by Laura Spirito, 
(JRC Ispra in Italy),

Printed by 
IMPRIMERIE CENTRALE, Luxembourg

ISSN 1977-5296



1

ESARDA BULLETIN, No. 54, June 2017

Dear colleagues,

As the ESARDA prepares to celebrate its 50th Anniver-
sary in 2019 on the Lago di Maggiore in Italy, its journal 
resumes its strides to improve its quality and value to its 
readership and members by consolidating its peer review 
section while still reflecting an even wider and richer area 
of activities which are of interest to our communities.

We are pleased to present you with Issue 54, following a 
successful 39th ESARDA Symposium held in Dusseldolf 
(Germany) from 16th to 18th May 2017 and which had 19 
sessions as diverse as:

·	 Implementation of Safeguards
·	 Non-destructive Analysis - Gamma measurements
·	 International collaborations
·	 Geoscientific methods
·	 Arms control and Nuclear Disarmament Verification I+II
·	 Geological repositories
·	 Non-destructive analysis: Neutron I+II
·	 Destructive Analysis I + II
·	 Spent Fuel Verification and Spent Fuel Transfer
·	 Training and Knowledge Management
·	 Non-destructive Analysis: Tomography
·	 Evaluation
·	 Containment & Surveillance
·	 Nuclear Security
·	 Process Monitoring
·	 Statistical Methodologies

The 39th ESARDA symposium was marked by a live-
ly panel discussion “Reflecting on ESARDA’s future strat-
egy direction” which will be followed by a dedicated meet-
ing in Berlin in October 2017. A round table discussion on 
“20 years of the Additional Protocol” also took place in 
addition to the well-established and important ESARDA 
Working Group meetings.

As in previous issues of the journal, the papers of issue 
54 resulted from those judged best in each session dur-
ing Esarda symposium in addition to those independently 
submitted by their authors. All chairpersons had access to 
the papers in their session prior to the symposium allowing 
them to best select up to two best papers. Peer reviewing 
was carried out by independent experts in the field includ-
ing members of the editorial committee where appropri-
ate. At least two reviewers were used wherever possible. I 
am grateful to the authors for their contributions and to the 
reviewers for their great efforts in improving the quality of 
each paper published. The papers will be published in is-
sue 54 and issue 55 depending on their progress with the 

review process. The bulletins can be downloaded from our 
newly redesigned web site and hard copies are posted to 
more than 1100 institutions, universities, libraries and indi-
viduals, free of charge.

Authors and experts are very much encouraged to:

1.	 Submit their work anytime during the year to EC-ES-
ARDA-BULLETIN@ec.europa.eu using the ESARDA 
template (see https://esarda.jrc.ec.europa.eu) and giv-
ing the names and e-mail addresses of two potential 
independent reviewers

2.	 Cite the work published in the journal in order to in-
crease the visibility, the citation and impact indexes of 
the journal which is most important to any evaluation 
process we may undertake.

3.	 Volunteer as potential reviewers by sending me an 
email to that effect specifying one’s area of expertise.

I am very pleased to announce that my colleague Ele-
na Stringa had kindly agreed to join the ESARDA editorial 
committee and act as my co-editor to support the endeav-
or. I would like to thank Elena for her great support and 
dedication in the processes to produce this issue.

On behalf of the editorial committee, Elena and I would 
like to thank all authors and reviewers for their great work 
which allowed the publication of this important journal to 
continue with its new developments and improvements.

I am also pleased to announce that from 17-18th may 2018, 
the ESARDA Non-Destructive Assay (NDA) Working Group 
is organising an international workshop on the topics of 
computer simulation applied to the modelling of NDA in-
strumentation and methods for nuclear safeguards ap-
plications. The two days event aims at covering a broad 
range of topics and presents a unique opportunity for the 
safeguards community interested in recent advances and 
in lessons learned from practical cases. You are invited to 
present your work in the field of numerical modelling (de-
tails on https://esarda.jrc.ec.europa.eu)

Wish you all a very good and fruitful year.

Hamid Tagziria
Co-Editor and Editorial Committee Chairman

Website: https://esarda.jrc.ec.europa.eu

Contacts:
EC-ESARDA-BULLETIN@ec.europa.eu

elena.stringa@ec.europa.eu
hamid.tagziria@ec.europa.eu

Editorial
Hamid Tagziria
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Muon Tomography for spent nuclear fuel control
P. Checchia1, F. Gonella1, A. Rigoni2, S. Vanini2, G. Zumerle2

1	 INFN sezione di Padova Padova Italy
2	 Department of Physics and Astronomy, University of Padova, Padova, Italy

Abstract:

At present no validated methods to verify the content of 
Dry Storage Containers exist. The investigation profiting of 
cosmic muons may constitute a very effective method to 
detect or exclude the presence of spent fuel bundles. The 
layout of a possible detector and the techniques to provide 
the relevant information are described. A specific proposal 
to evaluate effects of surrounding radioactivity on detector 
performance is presented.

Keywords: muons tomography; spent fuel control; muon 
detectors

1.	 Introduction

Cosmic rays at sea level consist mainly of charged ele-
mentary particles called muons. Muons are produced by 
the decay of several types of very short-lived elementary 
particles, created in the upper part of the atmosphere by 
the interactions of primary cosmic rays, mainly protons or 
alpha particles, with atoms or molecules. Primary cosmic 
rays originate from galactic processes and thus their flux 
on earth is constant and isotropically distributed. At sea 
level the muon flux is about 104/m2/minute, with maximum 
intensity in the vertical direction and an approximate de-
pendence on the zenith angle θ as cosθ2. The cosmic 
muon energy spectrum is quite broad, with an average val-
ue of several GeV. Energetic muons can cross very thick 
layers of dense materials since they do not undergo nucle-
ar interactions.

The use of the highly penetrative properties of cosmic-ray 
muons to explore inaccessible volumes has been pro-
posed in the past [1], [2] and recently many efforts have 
been produced to demonstrate the potential of muon to-
mography in many application fields [3],[4]. A detailed re-
view of possible applications can be found in [5].

2.	 �Spent nuclear fuel inspection with cosmic 
muons

In the particular case of the dry storage containers (DSC), 
the approach to explore their content can profit of different 
physical processes occurring when muons cross the con-
tainer. Firstly, since all the charged particles travelling in a 

medium lose energy as a function of the medium density, 
a fraction of muons is stopped inside the container. In ad-
dition, depending on the density and the atomic number of 
the crossed material, the muon trajectories undergo de-
tectable deviations from the initial direction (multiple Cou-
lomb scattering). These phenomena would give a three-
fold information on the content of the material inside the 
hidden volume provided a set of muon detectors could be 
installed around the container. In detail, cylindrical detec-
tors can be placed around the lateral surface of the con-
tainers. They should measure the position and direction of 
the muons entering in the container. They should also 
measure position and direction of the particles that exit 
crossing the lateral surface of the container as shown in 
Figure 1.

With this configuration it is possible to know: i) the most 
probable path of muons that pass through the container; ii) 
most probable path of muons that should exit from the lat-
eral surface but are absorbed; iii) the scattering angle of 
the passing-through muons.

The first two items contain a complementary information. 
Indeed, the abundance of passing-through particles is 
connected to spatial regions with light material (e.g. air), 
while the absorbed particles are located in correspon-
dence to dense regions. In case of an inhomogeneous 

Figure 1: Sketch of a Muon Tomography station (not in scale) Top 
and lateral view.
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material distribution (e.g. because a fuel bundle is missing) 
the first set of data would show an excess of particles with 
a path crossing a large fraction of the light material region. 
At the opposite, the absorbed particles whose trajectory 
points to the light material region would be less copious, 
since they have a smaller probability to stop inside the 
container.

The measurement of the muon scattering angle allows to 
determine a two or three-dimensional image of the con-
tainer. The image reproduces the spatial distribution of a 
quantity, the linear scattering density, that is roughly pro-
portional to the product of the material density times its 
atomic number. This method requires a complex formalism 
and noise filtering techniques as described in [6], [7].

In more detail, to obtain a three-dimensional distribution of 
the material linear scattering density in the inspected vol-
ume, the space is divided into finite volume elements 
called voxels. The density is assumed to be uniform in the 
single voxel. It is important to stress that the particular ge-
ometry of the inspected volume and the well-known shape 
of the fuel bundles, allow the choice of voxels with vertical-
ly-elongated geometry. This results in a small size set of 
voxels, high statistics as regards muons per voxel, and low 
inspection time required.

2.1	 Results with simulated data

It is possible to produce a realistic simulation of an inspec-
tion system and to obtain simulated cosmic-muon data in 
a situation similar to the one sketched above. The simula-
tion software chain is based on GEANT4 package that is 
designed for modeling a broad range of particle processes 
and their interaction with matter and it is used in a variety 
of applications, including High Energy Physics (HEP), nu-
clear physics experiments, astrophysics, space science 
and medical physics [8]. In the present environment, the 
simulation includes the generation of cosmic-muon spec-
trum, the description of the muon detectors and the track-
ing of muons through a DSC. Several sets of data can be 
produced simulating different detectors and different con-
tainers. For each configuration, datasets with the presence 
of all the foreseen fuel bars and others with missing bars 
can be produced.

Using GEANT4, a complete CASTOR® container with and 
without a missing bar placed in different positions has 
been simulated. The simulated container is approximately 
a 4.9 height cylinder with a 2.3 m diameter exposed to 
cosmic muons with vertical axis. The main container mate-
rial is steel, while the fuel bars are assumed to be bundles 
of zirconium cylindrical tubes filled up with Uranium Ox-
ides. The simulation includes a cylindrical detector placed 
around the CASTOR, covering its entire lateral surface. 

The detector is composed by 8 layers of cylindrical drift 
tubes. Figure. 2 shows the top view sketch of the simulat-
ed CASTOR.

In this paper the analysis of the simulated data used a very 
simple algorithm based on weighted count of muons cross-
ing each voxel Results about the detection of a missing bar 
in a CASTOR container, for simulated samples correspond-
ing to three hours of cosmic-muons data taking, are shown 
in Figure 3. On the left there is the reconstructed CASTOR 
density average along vertical axis, obtained using informa-
tion from absorbed muons. They are particles which are de-
tected before entering the container with a precise trajectory 
reconstruction but which are not releasing any signal in cor-
respondence to their expected position at the exit. The right 
image shows the result obtained with the complementary 
set of data when muons releasing signals on the opposite 
sides of the container are analyzed. The figures are the dif-
ference between the images obtained from the CASTOR 
under examination and reference images, obtained analys-
ing a container without missing bars The images are ob-
tained by averaging over the vertical axis 2 cm size voxels. 
This comparison with reference images is not strictly neces-
sary but it is used to improve the contrast. The missing bar 
is clearly visible with both techniques and it can be seen 
with poorer resolution also with one hour data taking. Given 
the large size of CASTOR containers, comparable or even 
better results can be reasonably expected for other types of 
containers. Reconstructions based on more sophisticated 
algorithms or on scattering measurement are not consid-
ered in this analysis. The eventual addition of scattering-
based results would improve the reliability of the technique.

These results are based on the simulation of a DSC with-
out any nuclear activity and radioactivity emission. In real 
case, canisters with spent nuclear material emit gamma 
and neutrons that could interfere with the cosmic muons 
detection.

Figure 2: Top- view of a drift tube detector placed around a 
CASTOR® container with a missing fuel bar.
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3.	 An operative proposal

While the perspectives of a system based on cosmic-mu-
on tracking used to provide an effective control are en-
couraging, several concerns could arise from the environ-
mental radioactivity in proximity of a DSC and the 
consequences on the muon detector response.

3.1	 Detector layout for canister inspection

It has been shown that one of the cheapest way to provide 
muon detection with good tracking capability and large 
area coverage is based on drift tube technology [9],[10],[5].

As sketched in Figure 2, an ideal detector could be realised 
by several circular layers of drift tubes surrounding the cylin-
drical container. Muons crossing the tubes before entering 
the container and, if not absorbed, after exiting, release with 
large efficiency a hit in each crossed tube. It is then possible 
to have a good tracking of particles with a hit multiplicity 
that can be as large as twice the number of circular layers.

However, the presence of an intense radioactivity produced 
inside the container and reaching the detector can induce a 
number of signals with a frequency and an occupancy that 
could, in principle, spoil the detector performance. To quan-
tify this effect, it is necessary to quantify the activity and the 
impact of its components on the detector. It is therefore not 
straightforward to clarify this point until several details will be 
available. In particular, to include the radioactivity in the 
GEANT4 simulation would require a precise model of the 
emission rate and energy, to be val idated with 
measurements.

In any case, even if it has been demonstrated that the pro-
posed type of detectors can be operative in presence of 
high radioactivity, the best way to prove their response in 
problematic environmental conditions is to perform a dedi-
cated test.

3.2	 A detector for a dedicated test

The proposed test consists in producing a small proto-
type of drift tube detector with a reasonable number of 
channels to measure properly a cosmic muon track and 
sufficiently light to be moved and transported in proximity 
of a DCS. The detector should be capable to self trigger 
the data recording in the event of a muon passage. Once 
positioned in proximity of a DSC, the response of the pro-
totype in presence of the radioactivity could be easily 
monitored. In particular, it could be proved that the track-
ing capability is maintained even with the coincidence of 
several additional hits induced by photon conversion or 
nucleon interactions in some of the tubes of the detector.

The design of such a prototype is shown in Figure 4 and 
consists of 8 layers of 8 drift tubes each for a total of 64 
channels. Each drift tube is realised with a 50 mm diameter 
Al tube, 1.5 mm thick and a length of 2 meters which is suf-
ficient for the proposed test. The tubes are equipped with a 
100 µm anodic wire, connected to a High Voltage supply 
(~3000 V), to produce a radial electric field and the neces-
sary multiplication of the charges released by incident mu-
ons. The collected signal is then amplified and shaped by 
the front end (FE) electronics and then processed (time digi-
talization, trigger and remote transmission) by the readout 
block. The tubes are operated with a gas mixture (Ar85%/
CO215%) that should not present any safety issue.

The total size of the prototype, including mechanical sup-
ports, would be about 0.6 m x 0.5m x 2 m, with a total 
mass of about 100 kg. A sufficient number of tubes have 
been produced so far by the Padova group in the INFN 
National Laboratory of Legnaro (LNL), as shown in Fig-
ure 5. To complete the prototype, it is then sufficient to as-
sembly the cells and to equip the detector with HV and FE 
electronics and to complete the gas distribution system. A 
read-out system based on field-programmable gate array 

Figure 3: Top-view of the reconstructed CASTOR® density, averaged over vertical axis, obtained using absorbed muon (left) and pass-
ing-through muon information ( right). The simulated container has one missing bar. Both images are the difference between the images 
obtained from the CASTOR under examination and reference images, obtained analysing a container without missing bars. The container 
structure including the bar grid is added for reference.
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(FPGA) circuits installed in the detector and remote data 
transmission to an on-line computer is foreseen. The 
whole electronic chain has been developed for the muon 
chambers produced for the CMS experiment at CERN-
LHC [11] and is available to realize the prototype. Although 
not strictly necessary for the proposed test, the detector 
can be instrumented to measure also the coordinate paral-
lel to the wire direction, as required by a complete detector 
devoted also to 3D imaging reconstruction.

The time needed for an “on site” test would require a couple 
of days for far (low radioactivity) and near DSC data taking.

4.	 Conclusions

The volume reconstruction using cosmic muons repre-
sents a promising technique for spent nuclear fuel con-
trol inside Dry Storage Canisters. It could ensure an ef-
fective inspection of the content of disposal canisters 
after closure. Remaining doubts about the detector ca-
pability to operate in presence of radioactivity can be 
quickly understood with a simple test in proximity of a 
real canister. A detector prototype for this kind of tests 
is proposed.
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A Comparison of Approaches to Determine Dead Time 
Parameters Using a Boron-Coated-Straw High-Level 
Neutron Coincidence Counter
A.T. Simone1, 2, S. Croft2, A. Favalli3, and J. P. Hayward1, 2

1	 University of Tennessee, Department of Nuclear Engineering, 308 Pasqua Engineering Building, Knoxville, TN 37996, USA.
2	� Safeguards & Security Technology, Nuclear Security and Isotope Technology Division, Oak Ridge National Laboratory, One Bethel 

Valley Road, PO Box 2008, MS-6166, Oak Ridge, TN 37831-6166, USA.
3	� Safeguards Science & Technology Group, Non-proliferation and Nuclear Engineering Division, Los Alamos National Laboratory, MS 

E540, Los Alamos, NM 87545, USA.

Abstract:

When characterizing a neutron coincidence counter for use 
in international safeguards, it is important to understand the 
dead time of the system. With current data acquisition in the 
form of shift register logic, there are several options to de-
termine effective dead time model parameters. A customary 
approach consists of incrementally overwhelming the de-
tection system with various sources to generate different 
count rates for analysis. An empirical fit to these data can 
then produce a dead time parameter. This method makes 
use of the expectation that the doubles to singles count rate 
ratio, after dead time correction, should remain fixed. In our 
measurements, we begin with a single 252Cf source and 
successively combine it with 1, 2, 3, and 4 AmLi (α,n) sourc-
es. The time-correlated fission neutrons from the 252Cf are 
detected by the neutron coincidence counter, and the ran-
dom-in-time neutrons produced from the multiple AmLi 
sources provide excess counts to trigger on. Another re-
cently reported approach [12] consists of utilizing the neu-
tron-count number distribution, for a number of counting 
cycles, to permit a statistical analysis and subsequent de-
termination of the dead time along with a robust estimate of 
the statistical uncertainty. Moments of several orders can be 
used; therefore, several estimates of the effective dead time 
parameter are obtained. In the results reported here, two 
and four AmLi sources are measured simultaneously within 
the well of the counter for a number of cycles. We have se-
lected 24 cycles of 300 s each, with predetermined timing 
gates, where detected neutron multiplicities can range up to 
approximately 10 neutrons per cycle. These two methods 
were tested at Oak Ridge National Laboratory using a Bo-
ron Coated Straw High-Level Neutron Coincidence Counter, 
but the methods are also applicable to 3He counters. In this 
paper, we compare the results of these approaches and 
discuss the relevance of both.

Keywords: Dead time correction; boron coated straws; 
high-level neutron coincidence counter; neutron coinci-
dence counting; shift register

1.	 Introduction

Neutron coincidence counting is widely used in interna-
tional safeguards applications for the nondestructive assay 
of nuclear material. Common thermal neutron coincidence 

and multiplicity counters take the form of an annular body 
filled with a moderator and populated with 3He tubes, 
which surround a central well used for sample loading. 
When a sample undergoes fission, each event produces a 
simultaneous release of neutrons, the average number of 
which are characteristic of the sample’s isotopics, which 
travel through the well of the detector and into the moder-
ating body. These time-correlated neutrons are slowed in 
the moderator, spreading out this distribution over a longer 
period of time; this time is related to the neutron die-away 
time. The die-away time is characteristic of the geometry 
of the detector, and it cannot be altered. These thermal-
ized neutrons are then captured in the 3He tubes and can 
be detected, by software, in coincidence and higher order 
multiplicities using appropriate timing gates. The total 
number of neutron events measured is recorded as the 
singles count rate. The doubles count rate corresponds to 
two related neutrons detected within a specified time gate, 
and the triples count rate corresponds to three related 
neutrons within that gate. However, in addition to these fis-
sion neutrons, background and (α, n) neutrons can also be 
detected within these timing gates, generating artificial 
multiplicities mistaken as multiplicities related to fissions in 
the sample.

Each neutron interaction produces a pulse in the elec-
tronics connected to the 3He tube, and the tube system 
is then dead for some amount of time. This means that 
any neutrons captured during this dead period are not 
counted and do not contribute to the total neutron pulse 
train. The dead period is related to the processing and 
recovery time of the electronics used and applies to each 
of the tube and electronic systems. Because the signals 
from each system are summed together in a total output, 
a total detector system dead time can be determined. For 
systems with several detector bank channel outputs, 
dead times for the individual channels can also be 
determined.

Neutron coincidence and multiplicity counting depend on 
the accurate measurement of these fission neutrons as a 
function of time to correctly determine the quantity of nu-
clear material within the measured sample [1, 2]. These 
distributions of neutrons are perturbed due to this dead 
time, thereby influencing assay values. Because detec-
tion systems cannot be 100% efficient, nor will every 
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emitted neutron travel towards the moderated detector 
body, corrections are applied for neutron losses. In addi-
tion, another correction for the dead time related losses 
in the system is required. This value must be well-known 
to accurately adjust the measured neutron multiplicity 
rates for the true multiplicity rates.

Previous work has been done to determine the dead time 
of neutron coincidence counting systems and to charac-
terize how this affects the incoming neutron pulse trains. 
The long-standing and widely used approach is extended 
to higher order multiplicities by Dytlewski [3] and is ap-
plied to safeguards systems, including High Level Neu-
tron Coincidence Counter designs [4, 5], assuming a par-
alyzable (or updating) dead time model. The paralyzable 
model assumes that not only will a neutron captured dur-
ing the dead period of the tube not be counted towards 
the total neutron pulse train, but that neutron event will 
extend the dead period. Although this model has been 
assumed for neutron coincidence counting, it has not 
been fully verified. The common experimental approach 
to measure the dead time uses multiple 252Cf sources of 
increasing strength to determine two dead time parame-
ters, which will be explained in detail later. Another ap-
proach utilizes random-in-time neutrons produced by 
AmLi (α, n) sources— in conjunction with a single 252Cf 
spontaneous fission neutron source— to increase the un-
correlated single neutron events while maintaining the 
doubles neutron rate; this method was employed for this 
paper. Many others have built upon these methods by 
deriving alternative approaches to singles dead time cor-
rections [6, 7] and investigating the effect of correlation in 
the neutron pulse train due to varying sources [8, 9], 
while also trying to simplify the theory and expressions 
for easy adaptation. However, the final expressions and 
implementation of the theory to experiment are complex, 
and as a result have not been adopted in favor of older 
simplifications.

Using the approach laid out by Menaa [10], based on the 
theory outlined by Foglio Para and Bettoni [11], random-
in-time neutrons produced by AmLi sources are used to 
obtain a neutron-count distribution. Then, using the 
methodology outlined in [12], a statistical analysis is per-
formed on this distribution over many cycles. With this 
analysis, the dead time parameters for second, third, and 
fourth order factorial moments can be determined, ena-
bling an inter-comparison of values from a single data ac-
quisition. These multiple samplings also allow for a robust 
estimate of the statistical uncertainty.

The importance of this method from a safeguards in-
spection perspective relates to the availability of sources 
for in-field measurements; AmLi sources are present for 
active interrogation in neutron coincidence or multiplicity 
counters. Meanwhile, it is not uncommon for a facility un-
der inspection to not have 252Cf at that location. 

Compared to the traditional method, the AmLi sources 
allow for shorter acquisition times with similar precision, 
and they do not have to be replaced as frequently due to 
the long half-life of Am isotopes. This work summarizes 
both the traditional approach and the new statistical ap-
proach and compares the two using data obtained using 
a boron-coated-straw (BCS) High-Level Neutron Coinci-
dence Counter (HLNCC).

2.	 Experimental Setup

The BCS HLNCC was built by Proportional Technologies, 
Inc. (PTI) as a prototype 3He alternative neutron coinci-
dence counter. This prototype was designed to meet the 
specifications and performance objectives set for evalua-
tion against other systems at an international workshop 
searching for a drop-in 3He replacement [13]. Because of 
this, the BCS HLNCC was built as an aluminium-encased 
cylindrical high density polyethylene (HDPE) body meas-
uring 34 cm in diameter and 68.2 cm in height (Figure 
1a), preserving the dimensions of the 3He-based HLNCC-
II. The sample well is 17 cm in diameter and 41 cm in 
height and is sealed with top and bottom end plugs 
made of HDPE and aluminium. The main differences be-
tween the standard system and BCS system are a 6 kg 
increase in mass and the use of 10B rather than 3He for 
the neutron capture reaction.

The 18 3He tubes from the standard HLNCC-II were sub-
stituted for 804 10B straws, each measuring 4.4 mm in di-
ameter, evenly dispersed throughout the HDPE body. 
The 96% enriched 10B4C coats a 2 μm thickness on the 
inside of aluminium or copper tubes, which are filled with 
a mixture of CO2 (10%) and Ar (90%) at 1 atm [14-16]. The 
incident neutrons interact with the 10B, releasing an alpha 
particle and 7Li ion, which ionize the gas as they travel. 
Because this method of charge collection is similar to the 
method exploited in 3He tubes, similar electronics and 
software can be used for both technologies. There are 
six detector banks, of 134 tubes each, connected and 
processed by six amplifiers. A conversion box consisting 
of inputs (Figure 1b), outputs (Figure 1c), and a field-pro-
grammable gate array (FPGA) module shapes the incom-
ing pulses and amplifies them to produce the correct 
form for an output signal trigger to be used with shift reg-
ister or list mode acquisition software (Figure 1d). An ex-
ternal power supply provides the +5 V needed for the 
detector.

A list mode data acquisition system, Pulse Train Record-
er-32 (PTR-32) [18], was used with the BCS HLNCC to 
bias, record, and analyze the neutron pulse train for each 
of the detector bank channels (Figure 1d). Because previ-
ous data taken with the PTR-32 have shown to be in 
agreement [19] with data taken with a JSR-15 shift regis-
ter [20], the two were used interchangeably. PTR-32 can 
produce output files in a form similar to those output by 
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the International Atomic Energy Agency (IAEA) Neutron 
Coincidence Counting (INCC) Program, including a neu-
tron count distribution per every cycle recorded, in addi-
tion to neutron multiplicity analysis. PTR-32 can perform 
analysis using shift register logic when the user specifies 
predelay, gate width, and long delay time windows. As an 
added benefit, PTR-32 can perform this analysis for each 
individual detector channel connected to 1 of the 32 in-
puts on the board from a single measurement. The BCS 
HLNCC was biased to the standard setting of +850 V, 
and PTR-32 was set to analyze using the previously-de-
termined optimal timing gates of 2 μs for the predelay, 48 
μs for the gate width, and 4096 μs for the long delay for 
these measurements.

3.	 Traditional Dead Time Approach

As previously mentioned, the traditional and most com-
monly used approach for determining detector dead time 
was established decades ago, and extended to greater 
multiplicities by Dytlewski in 1990 [3], assuming a paralyz-
able dead time model. This methodology was then applied 
for use in neutron coincidence counters such as the 3He- 
based HLNCC models [4, 5]. The combination of these 
works implement the following equations for the dou-
bles (D) and singles (S) dead time correction factors (CF):

	 CF e eD
S a b S SR m m m= =⋅ ⋅ ⋅+d ( ) � (1)

	 CF e e CFS
S a b S S

D
T m m m= = =⋅ ⋅ ⋅+d

1
4 1 4( ) / � (2)

where dR is the dead time for the doubles, dT  is the dead 
time for the singles, Sm  is the measured singles rate, and a 
and b  are the dead time parameters which are empirically 
determined for a specific detection system. Equation 1 
represents the dead time correction factor for the doubles 
rate, and Equation 2 represents the dead time correction 
factor for the singles rate. The free parameters a and b  are 

determined by a quadratic fit to doubles count rate data as 
a function of increasing singles rate. It is common for de-
tectors of the same model to keep the ratio of a/b con-
stant across all production, aiding in this analysis. The 
dead time-corrected rates can then be found by multiply-
ing the measured rate for the respective multiplicity by the 
appropriate correction factor.

Data can be obtained using multiple 252Cf sources of in-
creasing strength, or with a single 252Cf source in combina-
tion with random-in-time neutrons produced by AmLi 
sources to provide a range of count rates. The number 
and/or strength of the sources chosen should correlate 
with the full count range expected to be measured. Be-
cause the first method uses only 252Cf point-like sources, 
there is no significant multiplication nor (α, n) contribution, 
and so the multiplicity ratios of triples to doubles (T/D), tri-
ples to singles (T/S), and doubles to singles (D/S) should all 
be constant and independent of the source strength once 
dead time corrected. This allows the dead time parame-
ters to be determined and adjusted by minimizing the chi-
squared value from each of these ratios.

For an uncorrelated neutron source, where the emitted 
neutrons have no time-dependent pattern (as a fissionable 
source would have), there is a very low probability that 
emitted neutrons will be counted in doubles or triples. 
Therefore, the (Reals + Accidentals) count rate should be 
approximately equal to the (Accidentals) count rate illus-
trated in the Rossi-Alpha distribution below (Figure 2). The 
second experimental approach to the traditional method 
uses a number of AmLi sources with a single 252Cf source 
to incrementally overwhelm the detection system to gener-
ate different singles count rates for a similar analysis. This 
method benefits from the convenience and availability of 
using one 252Cf source, while still having the ability to de-
termine the dead time corrections for both the singles rate 
and the doubles rate. This is the method used in this sec-
tion for analysis.

Figure 1a-1d. Left to right: The BCS HLNCC showing (a) the six detector bank outputs; (b) the BCS HLNCC-specific conversion box 
containing electronics to shape and amplify the output signals, resting on the external power supply used for the +5 V; (c) the output 
signal cables of the conversion box; and (d) PTR-32. See text for details.
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A newly-acquired NIST-traceable 252Cf source, with a known 
neutron emission rate around 94,000 cps and 1.10% relative 
standard error, was placed in the center of the BCS HLNCC. 
Two different metal cans were used to hold the 252Cf and the 
AmLi sources: the 252Cf was placed just below the middle 
plane of the BCS for optimal efficiency, and a second, slight-
ly taller, metal can was placed over this and served as a 
stand for the AmLi sources. The 252Cf source and the metal 
cans remained stationary throughout the entire experiment 
to ensure that no associated systematic errors were intro-
duced. Using the experimental setup described here, a 
120 minute acquisition, using only the 252Cf source, was ob-
tained to ensure good counting statistics on the doubles 
count rate. The total detector signal was collected along with 
the six individual channel neutron pulse trains, as a result of 
using the PTR-32. In this work, we only analyze the total de-
tector signal, but the same procedure would apply when an-
alyzing each of the channels. The next measurement taken 
was of 252Cf along with two AmLi sources. These two AmLi 
sources had measured strengths around 7,300 cps with a 
count rate uncertainty of 0.11% with the selected timing 
gates. Because of the greater singles count rate, the acquisi-
tion time for this data collection was reduced to 30 minutes. 
A third AmLi, with a measured strength around 10,200 cps 
and a count rate uncertainty of 0.11%, was then added. Data 
were taken again for 30 minutes. A fourth, and final, AmLi 
source, with similar strength to the third, was then added. 
For this run, the acquisition time was increased to 45 min-
utes to give a greater certainty of the count rate, as this is 
crucial for producing an accurate fit.

These files were then analyzed in PTR-32 with the standard 
2 μs predelay, 48 μs gate width, and 4096 μs long delay in 
order to find the singles and doubles count rates for each of 
these runs. This method is the same as the analysis per-
formed using a shift register. Figure 3 shows a plot of the ra-
tio of doubles to singles count rates as a function of singles 
count rate with the dotted empirical fit reflecting the ratio of 
the dead time-corrected rates using Equations 1 and 2 
above.

The method described above is not robust under our ex-
perimental conditions, as it relies on the user to manipulate 
the terms by hand to produce the best fit. This method is 
also sensitive to the number of data points acquired, there-
by increasing the total experimental time and number of 
sources needed for a more accurate result. Because of 
this, there can be several values which minimize the sum 
of squared errors of the deviation between the dead time 
corrected doubles to singles ratio to the uncorrected ratio 
with respect to a and b . For a set of standard counters, 
the ratio of b a/  has typically been determined previously 
using a large number of 252Cf sources; but for this new 
BCS HLNCC, there is no predetermined ratio. Instead, as-

suming that b
a

=
2

4
 as outlined in the literature [6,7], the fit-

ting parameters were found to be a = ⋅ −6 53 10 8.  and 
b = ⋅ −1 066 10 15. , resulting in an average dead time of 
(0.0653 ± 0.0054) μs. The uncertainty in this value was de-
termined through chi squared analysis of minimizing the 
sum of squared error and is relatively large due to the rea-
sons discussed previously. Next, b  was constrained to 0 
and a was found to be 6 199 10 8. ⋅ −  producing a dead time 
of (0.0620 ± 0.0077) μs. The dead time values found are 
within error using the different empirical approaches, due 
to the insensitivity of the equations to b  over a wide range 
of values.

A note to the reader: in the first work characterizing the 
BCS HLNCC [17], it was stated that the dead time param-
eters were a = ⋅ −0 55 10 6.  and b = 0  using 252Cf sources. 
For the sources measured at PTI, these values were se-
lected as the best fit for the D/S ratio allowing a constant 
value, independent of the source strength, once dead time 
corrected. However, only three sources of a limited count 
rate range were used, therefore influencing the accuracy of 
the fit. Also, these values applied to a measurement using 
only a single detector bank rather than the total six banks 
combined for the total detector output. As expected, when 
the whole system was measured for this paper, the total 
detector dead time decreased.

Figure 2: A Rossi-Alpha distribution illustrating the various gates 
used in shift register analysis and their chronological positions on 
the neutron pulse train.

Figure 3: A plot of the measured Doubles to Singles count rate ratio 
as a function of the measured singles count rate. An empirical fit 
used to determine the dead time parameters is shown as the dotted 
red curve. The error bars are smaller than the markers.
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4.	 �Neutron Count Distribution Dead Time 
Approach

Menaa et al [10] outlined and experimentally justified an al-
ternative method to the traditional approach. It was pro-
posed that dead time could also be experimentally esti-
mated using random-in-time neutrons produced by a 
source such as AmLi, to generate an uncorrelated neutron 
count distribution. The equations presented in [11], under 
the assumption of a paralyzable not-free (the system starts 
counting the initial neutron pulse while it may be dead) de-
tector, represent the mean value of the count distribution 
and the variance of that distribution. They are then used by 
Menaa et al. to derive expressions for the dead time, d , in 
terms of the gate width, Tg , and the statistics of the neu-
tron count distribution:

	 j
s

j d
= − −
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with i  representing the mean value of the neutron count 
distribution as
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Through simple measurement of an AmLi source, all nec-
essary variables can be obtained in a short period of time.

Croft et al. [12] reviewed this method in detail, and built 
upon this work to extend the same methodology to higher 
order moments of the neutron count distribution. The ex-
pressions derived for the third and fourth reduced factorial 
moments,
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respectively, can all be determined from a single meas-
urement. It was proven that the dead times determined 
from each of these expressions were consistent within 
counting precision. All three values are reported below.

Because the bias,

	 Bias
i
i
R A

A

= −
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







+100 1 , %,� (8)

should be approximately zero for an uncorrelated neutron 
source, the neutron count distributions should be roughly 
equal between the (Reals + Accidentals), or (R + A), and 
the (Accidentals), or (A), gates (as illustrated in Figure 2). 
To test this theory, the (R+A) and (A) neutron count distri-
butions were analyzed separately to produce individual 
dead time values, checked for bias, and then combined 
into a single 48 cycle data set for an additional dead time 
determination.

Twenty-four cycles of 300 s data acquisition runs were 
taken to randomly sample the neutron count distribution, 
produced by the AmLi sources previously listed, a large 
number of times. The AmLi sources were centered verti-
cally and radially within the well to load an approximately 
even count rate on each of the six detector banks. Two 
separate acquisition runs were taken, one using two 
AmLi sources for a combined measured singles count 
rate of approximately 14,000 cps with a standard error of 
0.02%, and the other using all four AmLi sources for a 
combined measured singles count rate of 33,500 cps 
with a standard error of 0.016%. The optimal detector pa-
rameters were set at 2 μs for the predelay, 48 μs for the 
gate width, and 4096 μs for the long delay. The total neu-
tron pulse train recorded in PTR-32 was exported to 
INCC format to produce the count distributions. As is 
customary with shift register electronics and INCC soft-
ware, the neutron distributions in each of the cycles are 
reported as a function of multiplicity for both the (R+A) 
and (A) gates. These count distributions were analyzed 
using the second, third, and fourth order moment ex-
pressions to determine the dead time and the bias. The 
results are reported below in Tables I-III.

Number of  
Sources

δ(R+A)  
(μs)

±
δ(A)  
(μs)

±
δ(Combined)  

(μs)
±

Bias  
(%)

±

2 0.0669 0.0050 0.0657 0.0054 0.0663 0.0036 0.0008 0.0197

4 0.0641 0.0015 0.0652 0.0018 0.0646 0.0012 0.0060 0.0069

Average 0.0655 0.0052 0.0654 0.0057 0.0654 0.0038 0.0034 0.0209

Table I: Total detector dead time values calculated using the second order factorial moment
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Number of  
Sources

δ(R+A)  
(μs)

±
δ(A)  
(μs)

±
δ(Combined)  

(μs)
±

2 0.0639 0.0069 0.0723 0.0063 0.0681 0.0047

4 0.0632 0.0019 0.0635 0.0018 0.0634 0.0013

Average 0.0635 0.0071 0.0679 0.0065 0.0657 0.0049

Table II: Total detector dead time values calculated using the third order factorial moment

Number of  
Sources

δ(R+A)  
(μs)

±
δ(A)  
(μs)

±
δ(Combined)  

(μs)
±

2 0.0603 0.0111 0.0711 0.0086 0.0657 0.0072

4 0.0598 0.0029 0.0609 0.0026 0.0604 0.0020

Average 0.0600 0.0115 0.0660 0.0090 0.0630 0.0075

Table III: Total detector dead time values calculated using the fourth order factorial moment

As expected, there is less uncertainty in the dead time cal-
culated for the measurement using four AmLi sources rather 
than just two sources, due to better counting statistics. 
However, as is typical for in-field measurements, two AmLi 
sources may be more readily available and still provide 

accurate evaluations of the detector dead time. The bias is 
consistent with 0, the individually calculated dead time val-
ues are consistent within counting precision across sourc-
es, and therefore, the average dead time values between 
(R+A), (A), and combined gates are also in agreement.

As the ordered factorial moments increase, the uncertainty 
in the dead time parameter increases due to the lower pre-
cision of higher neutron multiplicity rates. Because an un-
correlated source is used, higher order multiplicities are 
not likely to be detected with this count rate. Despite this, 
all three expressions result in values that are in agreement 
within counting precision. This result verifies, using another 
detector model than was used by Croft et al. [12], that this 
approach is robust and appropriate for estimating the 
dead time of a system.

5.	 Conclusion

The comparison of dead times determined from both 
the traditional and statistical methods are shown below 
in Table IV. The traditional approach values are reported 

for two different empirical fits: where b
a

=
2

4
 and when b 

was constrained to zero. The second order (R+A) and 

(A) combined gate average dead time value, obtained 
from both the two source and four source measure-
ments, are reported for this comparison. The values are 
in agreement within uncertainties. It is evident that the 
uncertainty in the neutron count distribution analysis 
approach is much less than the uncertainty associated 
with the traditional approach. This is due to the insensi-
tivity of the equations to b  over a wide range of values 
and the number of experimental data points used to find 
the empirical fit.

Method
δ 

(μs) ±

Traditional- b=a2/4 0.0653 0.0054

Traditional- b=0 0.0620 0.0077

Statistical- 2 sources 0.0663 0.0036

Statistical- 4 sources 0.0646 0.0012

Statistical- Average 0.0654 0.0038

Table IV: Comparison of total detector dead time values using the 
traditional method and the statistical approach

Both methods have been previously used with 3He-based 
neutron multiplicity counters, and are shown here to apply 
to BCS as well. The neutron count distribution approach al-
lows for a quick, robust, and convenient way to determine 
the dead time of a system. The availability of AmLi sources 
in facilities also serves as another benefit to the traditional 
approach. Multiple dead time values can be calculated with 
a single data acquisition run using the higher order factorial 
moment expressions, allowing for a cross-verification.

In this work, it has been shown that both approaches re-
turn similar dead time values. We have discussed the un-
derlying theories of both methods, while acknowledging 
many other works over the last few decades. This list is 
certainly not exhaustive, and it illustrates the revived drive 
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to accurately, precisely, and easily represent detector 
dead times based on true physical models. This compar-
ison was performed to show the capabilities of both ap-
proaches, while justifying the newly proposed analysis 
with another detector system. The statistical approach 
provides an experimentally determined approximation to 
the neutron multiplicity counter’s dead time which may 
be more simple to grasp and implement, returning values 
with greater confidence due to the robust uncertainty 
calculations. Future work may include extending this 
analysis to each of the detector channels, in addition to 
quantifying the impact these dead time determinations 
have on the uncertainty in the final calculated mass val-
ues of an assay.
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Abstract

Currie’s paper [1] on estimating the minimum detectable 
activity (MDA) applied a Gaussian approximation to either 
Gaussian or Poisson data and remains the standard meth-
od to estimate radiological detection limits. This paper re-
visits the Currie method with attention to the false alarm 
probability (FAP) in Poisson and Gaussian data in non-de-
structive assay (NDA) by gamma (denoted asg ) detection. 
The Currie detection limit LD is an estimate of the smallest 
net signal count rate lN  that can be detected with high 
probability and low FAP in the presence of non-zero back-
ground count rate lB  that has been previously estimated. 
The MDA is the sample activity or mass corresponding to

lN , defined as MDA =
LD

n
, where in the case of g -based  

NDA, the calibration factor n  (a product of g -ray  yield, de-
tector and geometric efficiency, counting time, and other 
factors) has measurement error that introduces systematic 
error in the estimate of the MDA. Kirkpatrick et al. [2] 
showed how to account for systematic uncertainties in the 

estimate of MDA =
LD

n
 using a modified version of Currie 

estimation [2,3]. The present paper combines the ap-
proach in [2] with a tolerance interval approach. It is shown 
that the FAP in signal detection can be significantly differ-
ent from the nominal FAP if the nominal FAP is not based 
on a tolerance interval, and if the nominal FAP is based on 
a tolerance interval, then the MDA will be larger than Cur-
rie’s estimated MDA.

1.	 Introduction

The Currie detection limit LD is an estimate of the smallest 
net signal count rate lN that can be reliably detected with 
low FAP in the presence of non-zero background count 
rate lB  [1]. The MDA is the sample activity (or mass through 

a conversion) corresponding tolN, defined as MDA =
LD

n
, 

where the calibration factor n  (a product of g -ray  yield, de-
tector and geometric efficiency, counting time, and other 
factors) has measurement error that can introduce system-
atic error in the estimate of the MDA. Kirkpatrick et al. [2] 
showed how to account for such systematic uncertainties 

in the estimate of MDA =
LD

n
using a modified version of the 

Currie estimation [2,3]. The MDA can be used prior to data 

collection to compare different instruments and measure-
ment scenarios, and can also be used as a quantitative 
measure on an item-specific basis after data collection. In 
g -ray  spectroscopy, the background is often estimated 
from the continuum beneath the peak(s) of interest, so the 
MDA is specific to the measurement conditions (including 
what other nuclides are present).

This paper revisits LD with attention to the FAP (denoted a ) 
in Poisson and Gaussian data, by using a tolerance inter-
val approach [4,5]. Section 2 provides background, moti-
vation, and example tolerance intervals. Section 3 provides 
a simulation approach and results for both Gaussian and 
Poisson data. Section 4 uses results from Section 3 to es-
timate the MDA while allowing for random and systematic 

errors in the calibration factor n  in MDA =
LD

n
. Section 5 is 

a discussion. Section 6 is a summary.

2.	 Background

Currie [1] provided approximate MDA calculations for the 
desired FAP based on the assumption that the measure-
ment data has a Gaussian distribution with mean m  and 
variance s 2, denoted X N~ , . m s 2( )  In g -ray  spectrosco-
py, the measurement data are g -ray  counts at certain en-
ergies, which are often well modeled with a Poisson dis-
tribution, which for a large mean count rate is well 
approximated by a Gaussian distribution. Because m  and 
s  must be estimated, the well-known frequentist ap-
proach to a confidence interval for m  from n measure-

ments x x xn1 2, ,...,  is x t s n t nn n± = ±− − − −1 1 1 1a a,( ) ,( ) ,m s  

where t n1 1− −a,( )  denotes the (1-a ) quantile of the t distribu-

tion with n-1 degrees of freedom, ni
i

n

=
=

∑
1

, and 

s x x ni
i

n
2 2 2

1

1= = − −
=

∑ˆ ( ) [1,4,5].

In nuclear safeguards (Sections 3 and 4), background 
measurements are often used to estimate an alarm thresh-
old that has a small nominal a , such as a  = 0.05. So, in-
stead of requiring a confidence interval for m, the need is to 
estimate a threshold (the 0.95 quantile of the distribution 
of X), denoted T0 95. , that corresponds to a = 0.05. The 
threshold T0 95.  is the upper limit of a one-sided interval of 
the distribution of X if doing one-sided testing for a positive 
mean shift. In contrast to a confidence interval, a tolerance 
interval is an interval that bounds a fraction of a probability 
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distribution with a specified confidence (frequentist) or 
probability (Bayesian approach) [4,5]. Both frequentist and 
Bayesian tolerance interval approaches will be presented 
in this paper. The frequentist tolerance interval estimators 
presented have the form , where k  is the 
coverage factor that depends on n. The goal in both the 
frequentist and Bayesian approaches is to achieve 

, where p is a user-specified probability 
(the frequentist confidence level), such as p = 0 99.  [4,5]. In 
the Bayesian approach, m and s  are random unknown 
parameters so  is comput-
ed with respect to m and s. In the frequentist approach,  
and  are random while m  and s  are fixed unknowns so 

T PX X Xn
( ) ( ). ,..., . .0 95 0 95 0 95 0 951 2

≥ = ≥  is computed with 
respect to random samples of size n.

In any frequentist approach, probabilities such as a  are 
calculated with respect to the distribution of X for fixed m  
and s . A frequentist tolerance interval has an associated 
confidence, which is the long-run relative frequency (prob-
ability) that an interval such as ( ) will in-
clude a future observation X from the same distribution as 
the training data used to estimate  and . In any Bayes-
ian approach, probabilities are calculated with respect to 
the joint posterior distribution fposterior ( ),m s  for fixed X [5].

To illustrate the frequentist approach, assume that n = 10 
measurements are used to construct an upper limit that 
bounds at least p = 0.95 (a ≤ 0 05. ) of future data with prob-
ability p= 0.99. Fig. 1 plots a single realization of the n = 10 
measurements and compares the Currie limit to the toler-
ance interval limit. To achieve a user-specified a  for future 
measurements aimed to detect whether any signal is pre-

sent in a background measurement, Currie [1] used the de-

tection threshold T kB B= + −m a s1  where k1−a  is the 

(1-a )  quanti le of the Gaussian distr ibution, and 

sB , and the term ˆ 2 n  is the estimated vari-

ance of the estimate of the unknown mean mB. Regarding 
notation, in this paper, the subscript B denotes background, 
and the subscript N denotes net, and both the B and N 
subscripts will sometimes be omitted, depending on the 
context, to avoid cluttering the notation. Currie regarded this 
value of  as an approximate value if the underlying data is 
non-Gaussian (such as Poisson; see Section 3). If one uses 
k t nn1 1− −=a d( )  instead of the (1-a ) quantile of the Gaussi-

an distribution in Currie’s calculationT kB B= + −m a s1 , 

with noncentrality parameter d = z np  where zp  is the 1-p 

quantile of the standard Gaussian, then the calculation is 
exact if the underlying data has a Gaussian distribution [4].

Fig. 1: Illustration of the tolerance limit k1 3 7= .  compared to the Currie limit k2 1 7= .  for future data in the case of using 10 Gaussian 

observations to estimate m  and s  and the corresponding Gaussian quantile, .
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Perhaps surprisingly, an exact expression for a toler-
ance interval is only available in the one-sided Gaussian 
case just described [4-7]. However, good approximate 
expressions for many other cases are available [5-7]. Al-
ternatively, and in the approach taken in this paper, tol-
erance intervals can be well estimated using simulation 
to approximate an alarm threshold that is designed to 
contain at least 1− a  percent of future observations with 
a specified coverage probability p. Currie did not con-
sider the probability pand note from Fig. 1, that for 
p = 0 99. , the decision limit is much larger than Currie’s 
limit, with k1 3 7= .  (tolerance) versus k2 1 7= . (Currie). As 
shown in Section 3, using the value k1 3 7= .  corre-
sponds to p = 0 99.  = P T T( ). .0 95 0 95≥ , while using k2 1 7= .  
gives p = 0 52. .

Fig. 2 plots P T T( ). .0 95 0 95≥  (Fig. 2a) and the true average 
FAP (Fig. 2b) for a range of sample sizes n if the data is 
Gaussian for both the tolerance method (using p = 0 99. ) 
and the Currie method. The tolerance value for k1 (which 
depends on n), P T T( ). .0 95 0 95≥ , and the true FAP are 

easily calculated using simulation in R [8] as shown in 
Section 3.

A Bayesian analysis specifies a prior probability for 
parameter(s) q , a likelihood (such as Gaussian or Pois-
son in this paper) P X q( | ), and then finds the posterior 
distribution of q , fposterior ( )q . Bayesian tolerance interval 
construction then f inds an estimate T 1−a  such that 
P X T( | )< = −−1 1a q a  with specified coverage probability 
p . In the Gaussian case with unknown m  and s , 
q m s= ( , ). In the Poisson case, q l l= ( , )G B  if both a 
gross count rate and background count rate are re-
quired, and q l= ( )  if the count rate at a single region of 
interest is required. For Gaussian and Poisson data, 
conjugate prior pdfs are available, which have the con-
venient property that the posterior pdf is in the same 
family as the prior, but with updated parameters. For ex-
ample, the conjugate prior for the Gaussian with un-
known m  and s  is the Gaussian-inverse-Gamma and 
the conjugate prior for the Poisson is the Gamma distri-
bution [5].

Fig. 2: The true value of P T T( ). .0 95 0 95≥  in (a) and true FAP in (b) if data is Gaussian. The tolerance interval method is conservative, so has 
a FAP that is smaller than 0.05 by construction. The Currie method has FAP much larger than 0.05 for small sample sizes.
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3.	 Simulation to estimate T 0 95.

The user seeks T 1−a  such that P X T( | )< = −−1 1a q a  with 
specified coverage probability p.

3.1	 �A simulation-based trial-and-error frequentist 
approach for Gaussian data

The simulation-based trial-and-error frequentist approach 
to estimate k is as follows.

1.	 Specify n, m , s .

2.	 For each of many (typically 105 or more) simulations, 
generate X N i ni ~ , , , , ...,  for      m s 2 1 2( ) =

3.	 Compute ˆ ˆ+ k  for a grid of trial values for k using 

m s= = = − −
= =

∑ ∑x x n x x ni
i

n

i
i

n

1

2

1

1, ( ) ( ) .

4.	 Select the trial value of k that includes at least 95% of the 
population (of future X values) with probabilityp = 0 99. ; 
that is, P T T( ) .. .0 95 0 95 0 99≥ = , where T k0 95. = +m s .

For example, with n = 10 and for any values of m  and s , the 
exact result is k  = 3.738, and the simulation-based result in 
R [8] is k  = 3.74, which is within the small simulation error in 
a large but finite number (105) or simulations. Similarly, simu-
lation can also estimate the probability that the Currie-based 
k  value bounds at least 95% of the probability density func-
tion (pdf) of X (so the FAP is 0.05 or less), and in this exam-
ple with n = 10, there is a probability of approximately 0.52 
that the Currie-based value of k has a FAP of 0.05 or less.

One nuclear safeguards application for tolerance intervals for 
Gaussian data is inspector (i) measurements of operator (o) 
declarations of n items sampled for verification. In each of n 
values of the operator-inspector dif ference statistic 
d o i oj j j j= −( ) , if | |d kj > d  (in two-sided testing ), then the 
j-th item selected for verification leads to an alarm, where 
d d dT R S= +2 2, (with dT  the total RSD, dS the between-period 
short-term systematic error RSD, and dR the within-period 
reproducibility) and k = 3 is a common choice that corre-
sponds to a small a  of approximately 0.001. The null hypoth-
esis is m = 0, and dT  can be estimated by applying analysis 
of variance (ANOVA) [9-12]. If one assumes d dT T=  then 
choosing k = 1 65.  corresponds to a  = 0.05 (Gaussian ap-
proximation); however, as an example, if n = 10 paired meas-
urements in each of 3 prior inspection periods are available, 
and d dS R= = 0 03.  [9 12], then choosing k= 1.65 leads to 
an actual FAP of 0.05 or less with probability 0.38. If one de-
sires a high probability p = 0 99.  that the actual FAP is as 
small as the nominal FAP, then simulation [9,12] indicates that 
instead of k = 1.65, one must choose, for example, k  = 2.58 
for 5 groups of 10 measurements, k = 2.94 for 3 groups of 
10 measurements and k = 4.35 for 2 groups of 5 measure-
ments. Unlike the single-component Gaussian case, these 
values of k depend on the values of the ratio d dS R , which is 
unknown, so approximate frequentist or Bayesian methods 

are needed. Note that any Bayesian method can be regard-
ed as approximate because one almost never knows the ex-
act prior probability distribution. The accuracy of these ap-
proximate methods can be assessed using simulation and/
or by analysis of historical data.

3.2	 Poisson data

Fig. 3 shows that the true FAP of Currie’s method can be 
quite different from the nominal FAP, so tolerance interval 
construction should be considered. In Fig. 3, the simulated 
data is n = 1 observation of X ~ Poisson(l ), with l  = 1, 10, 
or 100. A count time of t = 1 second is used to estimate the 
background and to test whether a subsequent measure-
ment corresponds to the same background rate l  (See 
Section 5.1). For comparison, P X Tttest test=( )>l  of the 
corresponding Gaussian distribution is shown, where 

T k n t0 95 1 1. ( )= + +l l , which is Currie’s [1] approach to 
estimate T by using the Gaussian approximation for both 
Gaussian and Poisson data, and using the factor 1 1+ n  to 
quantify the impact of uncertainty in the estimated mean on 
the estimated background standard deviation. Note (Fig. 3b) 
that for large values of l  (and/or large count times) such as 
l ≥ 100, then the Gaussian approximation (with the factor 

1 1+ n  but without the notion of a tolerance interval) to the 
Poisson is adequate. The reason for this good accuracy is 
that the variance of the Poisson distribution is equal to its 
mean l, so the Poisson standard deviation can be estimat-
ed with less uncertainty than that of the Gaussian.

Recall from Example 3.1 that estimating the standard devia-
tion of the Gaussian requires n > 1, and that the notion of tol-
erance intervals is needed; the estimated threshold T is much 
too small if uncertainties in ,m s  are not accounted for prop-
erly. Without using tolerance intervals, references [2, 13-14] 
extended Currie’s treatment of Poisson data [1] by using the 
Poisson distribution rather than an approximating Gaussian. 
Particularly when count rates and/or count times are small, it 
is prudent to use the Poisson distribution rather than the ap-
proximating Gaussian. As an example (also used in Sec-
tion 4), let n = 5, m = 10, and x x x1 2 5, ,...,  are 10,12,10,10,8, so 

x = 10 and Currie’s T kB B0 95 1 12 5. .= + − =m a s , which is 

rounded up to 13 (and in 93% of 105 simulations, test meas-

urements exceed the 13 limit, so the FAP can be much larger 
than 0.05). In the same example, a one-sided tolerance inter-
val using the R code in Section 3.3 below leads to T= 21.5, 
rounded up to 22 for 99% confidence that the FAP is 0.05 or 
smaller. Also for the same example, a Bayesian tolerance in-
terval approach is illustrated in Section 3.3 using a prior prob-
ability density fprior prior prior( ) ( , . )l a b= = =Gamma 1 075  (the 
conjugate prior for the Poisson, and this particular prior has 

mean a bprior prior = =1 0 075 13 3. .  and standard deviation 

a b 2 1 0 075 13 3= =. . ) has fposterior prior( ) (l a= +Gamma

x ni
i

n

prior
=

∑ + = + +
1

1 50 0 075 5, ) ( , . )b Gamma ,  which has 
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Fig. 4: The prior and posterior distribution for l  for n = 5, m = 10, and x = 10 .

Fig. 3: The probability P X Tttest test=( )>l  versus k  for l = 1 , 10, and 100. The normal approximation is also plotted. Currie’s factor 

1 1 2+ =n  is ignored in (a), included in (b).
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mean 10.05 and standard deviation 1.41; see Fig. 4. Note that 
the Gamma parameters, conventionally denoted as aprior  and 
bpriorare not related to the FAP a  or the nondetection proba-
bility b.

3.3	 �Simulation for Poisson data for frequentist and 
Bayesian approaches

3.3.1	 Frequentist approach

1.	 Specify l and n.

2.	 For each of many (105 or more) simulations, generate 
X i ni ~ ( ), , ,..., Poisson  l = 12 .

3.	 Compute l l+ k n  for a grid of trial values for k using 
l = x .

4.	 Select the trial value of k that includes at least 95% of 
the population (of future X values) with probability 
γ = 0.99; that is,  P T T( ). .0 95 0 95≥ = 0.99, where 

.T k n0 95 = +l l .

With n = 5, l  =10, the Currie approximation is .T 95 =12.5 
and the exact value using simulation (to within negligible 
simulation error) is .T 95  = 21.5. The probability that the FAP 
is 0.05 or less is only 0.07 with the Currie value and is, by 
design, 0.99 with the simulation approach. Unlike with 
Gaussian data, for Poisson data, the value of k  depends 
on l , so l  must be replaced with l .

3.3.2	Bayesian approach

1.	 Specify n and the parameters of the Gamma prior 
a bprior prior and . In this example aprior  =1 and bprior  = 
0.075 (a very wide prior with mean and standard devi-
ation of 13.3.

2.	 For each of many (typically 105 or more) simulations, gen-

erate l a b~ ( , )Gamma prior prior  and Xi ~ ( ), Poisson l  
 i n= 12, ,..., .

3.	 Compute a apost i
i

n

priorx= +
=

∑
1

 and b bpost priorn= + .

4.	 Choose the quanti le of the poster ior lpost ~  

Gamma post post( , )a b s u c h  t h a t  P T T( ). .0 95 0 95≥ =
p = 0 99. . This is the count value that is greater than 
95% of the distribution of X for 99% of the l  values 
generated in the simulations.

The Bayesian result is .T0 95 = 23.4 for the same Poisson 
example. Recall that Currie’s value of .T0 95 is 13, the fre-
quentist .T0 95 given above is 21.5, and all values of .T0 95 are 
approximations. The Bayesian estimate .T0 95 is approxi-
mate because there is always mismatch between the true 
and assumed prior. The frequentist estimate .T0 95 is ap-
proximate because it depends on the true value of l so in 
practice, one uses l = l . Currie’s .T0 95 is approximate for 
the reasons given. Recall that the accuracy of these 

approximate methods can be assessed using simulation 
and/or by analysis of historical data.

3.4	 Example with two Poisson counts in each assay

Detection of g counts often requires measurement of 
both the nearby-in-energy “background” counts and the 
peak region “gross” counts (Section 5.1). The gross mean 
count rate is l l lG B N= +  [2,13,14]. The Bayesian ap-
proach is effective in this context for two main reasons: a 
conjugate prior (Gamma) can be specified for lG and lB , 

so the measured G and B  counts each lead to

f x nposterior prior i
i

n

prior( ) ( , )l a b= + +
=

∑Gamma
1

, and it is sim-

ple to enforce lN ≥ 0. Although the choice of prior pa-
rameters a  and b  for both lG  and lB  is subjective, the 
user often can bound the range for both lG  and lB  from 
prior data, so aprior  and bprior  can each be within some 
modest range. If the Bayesian approach is applied re-
peatedly, its long-run behavior can be evaluated to 
check, for example, whether the nominal FAP is close to 
the actual FAP.

To illustrate, choose aprior = 1 and b
prior

= 0.075 for lG  and 
lB  as in the previous Bayesian example for Poisson data. 
Generate G~ Poisson(lG ) and B ~ Poisson(lB ). For each 
of many (105 or more) simulations, generate lG  from its 
posterior Gamma( , . )1 0 075 1+ +G  and generate lB  from 
its posterior Gamma( , . )1 0 075 1+ +B  and for those simula-
tions for which l lG B≥  (because lN ≥ 0), compute G  – B
. Determine the threshold T for G– B  such that with prob-
ability at least p = 0 99. , P G B T( ) .− ≥ ≤ 0 05. The result 
for G  = 30 and B = 10 is T = 34 (Currie) and T = 45 
(Bayesian tolerance, using the Skellam distribution, which 
is the distribution of the difference in two Poisson ran-
dom variables). Then LD is an estimate of the smallest net 
signal count rate lN that can be detected with high prob-
ability and low FAP in the presence of nonzero back-
ground count rate lB  that has been previously estimated. 
Ignoring errors in the calibration factor n  (assuming n  = 
nTrue and for simplicity here also assuming nTrue = 1), the 
Currie-based MDA is 39 and the tolerance interval-based 
MDA is 77. Allowing for 5% RSD in the total error as in the 
p r e v i o u s  e x a m p l e  a n d  a s s u m i n g  t h a t 
n nMeas True S R= + +( )1  has a Gaussian distribution (any 
distribution is simple to accommodate here), then the 
Currie–based MDA, which corresponds to the net count 
rate assuming zero external background (see Sec-
tion 5.1), increases from 39 to 45 and the tolerance inter-
val–based MDA increases from 77 to 87.

4.	 Implications for the MDA

Recall he Poisson example in Section 3.3 for which Cur-
rie’s T kB B0 95 1. = + −m a s =12.5 (which is rounded up to 

13), and the one-sided tolerance limit is .T0 95 = 22 for 99% 
confidence that the FAP is 0.05 or smaller. Therefore, the 
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estimated MDA based on the tolerance interval limit will be 
larger than the estimated MDA based on the Currie limit. 
Specifically, if the mean count rate shifts from m = 10 to 
m = 19 5.  any future observation X ~ ( . )Poisson l = 19 5  
satisfies P X( ) .≥ ≥13 0 95 for the Currie mean shift and 
X ~ ( . )Poisson l = 34 4  satisfies P X( ) .≥ ≥22 0 95 for the 
tolerance interval mean shift. The mean shift values 
l = 19 5.  and l = 34 4.  are easily computed by numerical 
search. The MDA is then calculated by converting the 
mean shift to an activity, which requires calibration.

Recall that the MDA is defined as MDA =
LD

n
, where in this 

example LD = 19 5.  (Currie) or LD = 34 4.  (tolerance) and the 
calibration factor n  (a product of g -ray  yield, detector and 
geometric efficiency, counting time, and other factors) has 
measurement error that can introduce systematic error in 
the estimate of the MDA. References [2,13,14] account for 
systematic uncertainties in the estimate of the MDA using 
a modified version of the Currie estimator [2,3].

To allow for random and/or systematic errors in n , 
n nMeas True S R= + +( )1 , implies that the mean shift when 
the signal is present has uncertainty. To illustrate, assume 
that it is desired to have at least 99% confidence that the 
mean shift is above some limit. Assuming Gaussian cali-
bration errors, then, for example, assuming 5% relative 
standard deviation (which is assumed here to include both 
random and systematic components) in converting the 

mean shift to activity using MDA =
LD

n
 increases the esti-

mated mean shift that can be detected with high probabil-
ity from 19.5 to 22.1 (Currie approximation) and from 34.4 
to 38. (tolerance interval approximation).

5.	 Discussion

This section describes three additional topics related to 
MDA calculations.

5.1	 Definition of the background

In some g -based NDA applications, the challenge to de-
fine and measure the relevant background is important. 
For example, in attribute measurements of fresh fuel as-
semblies, one task is to assess whether a given assembly 
is a dummy (not containing 235U). In this case, the back-
ground is defined as the response of the detector to g  
emissions from neighboring assemblies if the assembly 
being measured were a dummy. That is, measurement be-
havior needs to be characterized if g  emissions could be 
measured from only the neighboring assemblies at the lo-
cation of the assembly being measured. The measure-
ment seeks to provide evidence that a signature from the 
item was detected (thereby verifying presence of 235U) and 
that the measured signature originated from the item, not 
from radiation outside the item.

The minimum detectable quantity is not usually defined for 
attribute testing; however, it is sometimes desired (beyond 
the scope of this example) to estimate the probability that 
the test alarms for large mean shifts, such as a mean shift 
associated with 50% or more nuclear material missing.

Gamma-ray detectors detect distinct g -rays energies. So-
dium Iodide (NaI) and Cadmium-Zinc-Telluride (CZT) are 
common detector types. The presence of 235U is verified in 
fresh fuel by estimating the area in the peak region of inter-
est (ROI) associated with the 185.7 keV g -ray. If the esti-
mated peak area exceeds 3 times its estimated standard 
deviation, then based on the acceptance criteria estab-
lished by the IAEA corresponding to a 99.7% confidence 
level (assuming no estimation error in the estimated stand-
ard deviation, so tolerance interval concepts are not being 
used; see the final paragraph in section 5.1) in the pres-
ence of the peak, the peak is considered to be present in 
the spectrum and the presence of 235U is verified within the 
fuel. Because g -rays  at such energies interact with materi-
als primarily through both the photoelectric effect (in which 
the g -ray transfers all its energy to the detector medium) 
and Compton scattering (in which the g -ray scatters off 
an electron in the medium or surrounding mediums caus-
ing a partial transfer of its energy to the detector medium), 
each measured peak in a g -ray spectrum lies on top of a 
background caused by higher energy g -rays that under-
went Compton scattering within the detector. An example 
of this can be seen in Fig. 5 in which a γ-ray spectrum of a 
fresh fuel assembly as measured by a CZT detector is 
shown for γ-ray energies ranging from 20 keV to 305 keV. 
Because a fresh fuel assembly contains both 235U and 
238U, and because the γ-rays that are associated with the 
decay of 238U exist at energies between 700 and 1001 keV, 
the 186 keV γ-ray photo peak from 235U will always be pre-
sent on top of a Compton background associated with the 
scattering of g -rays from 238U within the CZT detector.

In fresh fuel verification scenarios where shielding and col-
limation can be used to detect g -rays only from the select-
ed assembly, the peak area is estimated as the difference 
between the total counts in the ROI that includes the peak 
and the counts associated with the Compton background 
in that region (recall Example 3.3). To assist in determining 
whether the attribute test condition has been satisfied, 
most software programs automatically notify the inspector 
when the net area of the peak ROI above the Compton 
background is larger than 3 times its estimated standard 
deviation.

In cases where attribute measurements are performed near 
other items containing the same type of nuclear material, a 
background measurement is needed to estimate the peak’s 
count rate as detected from the surrounding environment. 
The background-only measurement corresponding to the 
item-plus-background measurement in Fig. 5 had a similar 
spectrum shape as that in Fig. 5, but the peak ROI counts 
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were approximately 60% lower. For this background-only 
measurement, the same CZT detector that was used for 
item-plus-background was put in an empty slot of a storage 
rack containing fresh fuel assemblies. The background 
spectrum was measured during the same training exercise 
and for the same count time as the spectrum in Fig. 5, 
which was from an attribute test measurement of a fresh 
fuel assembly within that same storage rack. Assuming zero 
room background, applying the attribute test to the back-
ground spectrum would yield a positive (and incorrect) verifi-
cation because the estimated peak area was approximately 
13 times its estimated standard deviation. Therefore, to en-
sure proper verification of items using the attribute test, 
careful consideration must be given regarding how the 
room background is measured in order to reject the possi-
bility that the measured spectrum was the result of room 
background and not from the item to be verified.

When the background spectrum shows evidence that the 
peak of interest is present from measuring the surrounding 
environment, the verification of an item using the attribute 
test is executed using

(Measured rate) – (background rate) > 3
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where ŝB is the estimated standard deviation in the esti-
mated peak area in the background measurement, s M  is 
the estimated standard deviation in the area of the peak in 
the measured spectrum from the item, and TB and TM  are 
the count times corresponding to the background and item 
measurement, respectively. Both the measured and back-
ground rates are corrected for the background caused by 
Compton scattering by estimating the count rate of the net 

peak, which involves a difference of two quantities as in Ex-
ample 3.3. In cases where the attribute test software is un-
able to account for room background in automatically cal-
culating whether the attribute test has been passed, the 
inspector performs the attribute test calculation for each 
item. The attribute test aims to answer the question ‘Does 
the item contain the material as declared?’, and an inspec-
tor’s time is quite limited, so inspectors sometimes apply 
more stringent statistical tests to help confirm the attribute 
test result. One example of such a stringent test is
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Background rate
T

M

M

B

B
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Inspectors typically perform the background measurement 
before performing the verification measurements, and the 
quantity on the right side of the stringent inequality is a sin-
gle calculated value, which makes the evaluation simple to 
do while performing verification measurements. Measure-
ments that do not pass the stringent test can be tested 
against the more formal method.

Recall that the Gaussian approximation to the Poisson is 
adequate for tolerance interval estimation if the Poisson 
mean l ≥ 100 (Fig. 3), so the factor of 3 used above is justi-
fied because for the data in Fig. 5, the quantiles of the 
Gaussian provide an adequate approximation to the true 
FAP, assuming l l=  (but one should be aware of the need 

for the factor 1 1 2 1 41+ = =n .  as in Fig 3a versus 
Fig 3b). A more complicated method than a sum of Poisson 
counts below and above the peak ROI is often used to esti-
mate the background under the blue line in Fig. 5; so s B  
and s M  can involve more than the Poisson distribution (be-
yond this paper’s scope).

Fig. 5: g-ray spectrum of a fresh fuel assembly from a CZT detector. The red lines indicate the ROI used to estimate 186 keV peak area 
while the blue line is an estimate of the Compton background beneath the 186 keV peak based on a linear interpolation of the back-
ground at g-ray energies that are just above and below the ROI.
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5.2	 Tolerance interval versus prediction interval

A prediction interval is another approach to the MDA that 
leads to larger MDA values than the Currie-based MDAs 
and to smaller MDAs than the tolerance interval-based 
MDAs. The prediction interval approach averages over the 
parameter(s) q  so there is no probability statement regard-
ing confidence in coverage [5].

5.3	 �Impact of analyzing predicted counts rather than 
estimated activity

Zykov [15] describes a pass-fail criterion for verification 
measurements (operator declarations compared to inspec-
tor measurements, as in Section 3.1) regarding the minimum 
detectable defect size (the minimum amount of missing ra-
dioactive material) if analysis of the inspector measurements 
is based on measurements that are predicted using mode-
ling and the operator declarations. Such an approach would 
avoid explicit inversion of measurements to activity or nucle-
ar material mass, and simulations to be presented else-
where suggest that the minimum detectable defect size 
would be smaller. The minimum detectable defect size 
would be based on a tolerance interval approach, because 
that is more conservative than the Currie approach, as this 
paper has shown. This methodology could lead to more ef-
ficient verification sampling plans. Regarding testing for pat-
terns, recall that the overall test for a pattern is based on the 

average difference statistic, D
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 [14], which 

could be defined on the basis of measured masses or on 
the basis of predicted and observed measurements. How-
ever, whenever an estimate of the D statistic (at the stratum, 
material balance component, or material balance area level) 
is needed, e.g. for the detection of diversion into D through 
material balance evaluation, it would be necessary for the 
inspector to estimate item mass, so explicit inversion of in-
spector measurements to item mass would be required.

6.	 Summary

This paper revisited Currie’s MDA with attention to the FAP 
in Poisson and Gaussian data in NDA by g -ray  detection. It 
was shown that the actual FAP can be significantly larger 
than the nominal FAP if the nominal FAP is not calculated 
based on a tolerance interval; and, if the nominal FAP is cal-
culated based on a tolerance interval, then the MDA is in-
creased compared to the Currie approximation. Implications 
for safeguards have not yet been evaluated. A simple way to 
accommodate random and/or systematic errors in convert-
ing from a mean shift to an activity shift was illustrated.
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Abstract:

In order to produce micro particle reference materials for 
nuclear safeguards particle analysis, a dedicated facility 
has been established at Forschungszentrum Jülich. This 
includes an aerosol-based particle production setup which 
is capable of producing uranium micro particles with con-
sistent isotopic compositions and uranium contents. While 
the produced particles could be used as reference materi-
als as obtained after production, further options for pack-
aging the particles are being considered to simplify han-
dling of the particles and to open new possibilities, such 
as the preparation of particle mixtures.

The transfer of the collected particles into a suspension 
has several advantages. For example, particles in suspen-
sion stored in a bottle would be amenable to extraction of 
an aliquot, which could be dried on a substrate of interest, 
such as silicon wafers, glass-like carbon disks or cotton-
swipes, to obtain test samples. Also, various suspensions 
could be mixed in different ratios followed by drying on the 
desired substrates to obtained particle mixtures of two or 
more different particle types. However, while the particles 
are dispersed in suspension, various reactions could have 
an influence on the stability of the micro particle property 
values. In order to assess the stability of uranium micro 
particles in a suspension, experiments have been con-
ducted using synthetic powders and uranium micro parti-
cles. Our results from dissolution and uranium isotope ex-
change studies show that ethanol is a suitable medium for 
the storage of particles over a period of a few months. Us-
ing particles produced with the particle production setup 
at Forschungszentrum Jülich, particle suspensions have 
been produced by transfer of collected particles into etha-
nol and distribution on silicon wafers and cotton-swipes 
produced consistent results. It was demonstrated that the 
production of particle mixtures is feasible. It was also 
shown that particles in suspension could represent a suit-
able packaging for a particle reference material which per-
mits a quick and flexible preparation of various types of 
test samples.

Keywords: Particle Analysis; Environmental Sampling; 
Reference Material; NWAL; Suspensions

1.	 Introduction

The destructive analysis of samples collected during in-
spections of nuclear facilities is one of the verification 
measures applied by the International Atomic Energy 
Agency (IAEA) to derive safeguards conclusions. One of 
the employed methods is particle analysis, which is based 
on the release of small amounts of microparticulate matter 
during all material handling processes. Such particles are 
collected via swipe samples taken during inspections of 
the nuclear facilities. The collected samples are sent to the 
IAEA Network of Analytical Laboratories (NWAL) for analy-
sis, which is typically performed using high accuracy mi-
cro-analytical tools, such as large geometry – secondary 
ion mass spectrometry (LG-SIMS). These methods are ca-
pable of measuring the isotopic composition of single mi-
croparticles. The measured isotopic composition of indi-
vidual microparticles could act as a tool to detect 
undeclared activities in the inspected facility.

Over recent years, great progress was achieved in the im-
provement of the measurement accuracy of the isotopic 
composition of fissile nuclides within micrometer sized 
particles [1]. The analysis of individual particles has pro-
gressed beyond the analysis of the major isotopes (e.g. 
235U and 238U) towards the minor isotopes (e.g. 234U and 
236U) which provide additional information, e.g. on the facil-
ity operations history.

Due to the improved measurement accuracy, quality as-
surance (QA) has become more stringent and members of 
the IAEA’s NWAL need to fulfill a set of criteria set by the 
IAEA. Generally, the QA require various quality control (QC) 
measurements to be per formed for the analytical 
method [2]:

1)	 Calibration;

2)	 Validation;

3)	 Quality control;

4)	 Proficiency testing.

Each of these measures requires a dedicated test material 
of high homogeneity and stability, which are generally de-
scribed as reference materials (RMs) [3]. For calibration 
and validation, not only the stability and homogeneity of 
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the material is of importance, the material is also charac-
terized with respect to one or more property values to 
quantify the true value; i.e. the absolute value of the prop-
erty with given uncertainty and traceability. Such materials 
are classified as certified reference materials (CRMs) and 
have strict requirements, as described in ISO 17034 [4].

Various attempts were undertaken to produce micrometer 
sized particles containing uranium and/or plutonium with 
well-defined isotopic compositions [5-10]. Over recent 
years, a setup has been established at Forschungszen-
trum Jülich [11-13] to produce micrometer sized uranium 
oxide microspheres, which are intended to be used for the 
various quality control measurements and are to be certi-
fied as CRM (in cooperation with EC-JRC) with respect to 
the uranium isotopic composition and uranium elemental 
content. The setup consists of an aerosol generator, after 
which the aerosol droplets are carried through an aerosol 
heater in which spherical particles are formed with a ho-
mogeneous size and shape. The obtained particles have 
been investigated in detail [13] and were shown to consist 
of triuranium octoxide (U3O8).

At present, the produced microparticles are collected us-
ing single-stage inertial impactors, which allow for the pro-
duction of ca. 50 samples within a single run. The usage of 
such impactors does, however, have a number of limita-
tions; the number of particles collected may differ between 
various production runs, the particles are deposited une-
venly over the substrate and the production of particles 
mixtures under controlled conditions is not easily possible. 
Also, some applications require the production of more 
than 50 samples, which would require production of parti-
cles over multiple batches/days, which could lead to an 
expanded between-sample inhomogeneity.

This paper describes a method to transfer collected par-
ticles into particle suspensions. Such particle suspen-
sions could then be mixed with similar suspensions con-
taining different types of particles, for example different 
isotopic composition, which could then be distributed 
and dried over various substrates to prepare the final test 
samples. However, while in suspension, interaction of the 
particles with the solution could alter the properties of the 
particles. Therefore, a number of investigations were per-
formed to determine whether and to what extend such 
interactions occur.

2.	 �Particle Production at Forschungszentrum 
Jülich

The production of monodisperse uranium oxide micro-
spheres with a nominal diameter around 1 μm at Forschun-
gszentrum Jülich has been described elsewhere in detail 
[13]. The production is based on the formation of an aerosol 
from a dilute uranyl nitrate solution with the desired isotopic 
composition. The usage of uranyl nitrate was found to yield 

particles with minimal preparation [13], which would mini-
mize the risk of cross-contamination. The diluted solution is 
fed using a syringe pump through a vibrating orifice aerosol 
generator, where a monodisperse aerosol is formed. The 
volume of a single droplet can be calculated by dividing the 
volume flow rate Q by the oscillating frequency f applied to 
the generator. When the uranium content w and the density 
ρ of the feed solution are known, the amount of uranium 
contained in a single droplet m can be calculated by multi-
plication of the droplet volume with the content and density.

The formed droplets are then guided with an air flow 
through an aerosol heater set to 500 °C; at 500 °C particles 
were found to be fully decomposed into uranium oxide 
whereas a further increase of the temperature causes the 
particles to deform, and a lower degree of monodispersity 
was obtained [13]. After cooling, the particles are collected 
using single-stage inertial impactors [14] onto glass-like car-
bon substrates. The collected particles were investigated by 
μ-X-ray diffraction (μ-XRD), μ-X-ray absorption near-edge 
structure (μ-XANES) and μ-Raman spectroscopy to identify 
the obtained chemical phase, all of these techniques result-
ed in an orthorhombic triuranium octoxide (U3O8) phase [13].

By using the single-stage inertial impactor, the produced 
particles can be collected on glass-like carbon substrates 
which, in turn, can be analyzed by SIMS without further 
handling, minimizing the risk of introducing any cross-con-
taminations. The usage of the inertial impactor does, how-
ever, cause a non-uniform deposition pattern of the parti-
cles on the substrate. An area with a diameter of 12 mm is 
deposited with particles where the particle loading density 
increases towards the outer rim of this deposition area and 
only few particles can be found at the center of the sub-
strate (Figure 1).

The number of particles collected can be controlled in a 
limited manner by varying the particle collection time; with 
an increasing collection time, the total number of particles 
increases. However, due to the intricacies of aerosol trans-
port, the particle concentration of the air flow through the 
impactors may vary between different production runs and 
even between collections within a single production run.

3.	 Particle Suspensions

The previously described problems with a single-stage in-
ertial impactor can be overcome by using a suspension. 
When particles are dispersed in a solution, aliquots of this 
suspension can be distributed for analysis, where each ali-
quot contains approximately the same number of parti-
cles. Such suspensions also increase the maximum num-
ber of samples which can be produced during a single 
batch. During normal operation, the number of samples 
which can be collected is limited by the liquid feed input 
reservoir, and is sufficient for approximately 50 samples. 
Once the reservoir is empty, the system needs to be 
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interrupted to refill the reservoir before continuing. The par-
ticles properties between two such runs could therefore 
be different. Although similar limitations would be present 
when using suspensions, particles collected during multi-
ple production runs could be homogenized, eliminating the 
between-sample inhomogeneity.

Particle suspensions could be produced by two methods; 
either the particles can be collected in a suspension di-
rectly or particles are collected using an inertial impactor 
and are subsequently transferred into a suspension. The 
former method has proven to be unsuccessful as the air 
flow causes evaporation of the solvent during longer oper-
ation. Therefore, particles are collected using the single-
stage impactors, typically onto silicon wafers due to the 
high degree of cleanliness and affordability. The silicon wa-
fers can then be placed into a vessel filled with the select-
ed medium and placed in an ultrasonic bath for a few min-
utes. The ultrasonic bath causes the detachment of 
particles from the surface into the medium, after which the 
silicon wafer can be removed.

The selection of the liquid medium has proven to be a crit-
ical factor in the production of particle suspensions. The 
medium should:

1.	 Be  o f  h i gh  pu r i t y  to  p reven t  s i gn i f i c an t 
cross-contaminations,

2.	 Not cause dissolution of particles within the required 
processing time,

3.	 Be suitable to detach the particles from the substrate 
and,

4.	 Not cause agglomeration of particles.

Previous investigations [15] have shown that ethanol is 
most suitable as liquid medium, as water and dimethyl for-
mamide cause dissolution of the particles, n-hexane and 
n-decane prevent the detachment of particles from the 
substrate and 2-propanol causes increased agglomeration 
of particles.

In order to demonstrate the suitability of particle suspen-
sions using ethanol as liquid medium, particles produced 
during the same run as the particles shown in Figure 1 
were transferred into ethanol and were subsequently dried 
onto a glass-like carbon substrate. The temperature at 
which the samples were dried proven to be a critical pa-
rameter, as with an increasing temperature agglomeration 
of particles was observed. The prepared samples were 
therefore placed in a glass Petri dish onto a heating plate 
set to 50 °C, the actual temperature at the surface of the 
substrate is, however, unknown. The prepared substrate 
was investigated by scanning electron microscopy (SEM), 
the obtained particle distribution is shown in Figure 2. The 
figure shows a much higher uniformity compared to Fig-
ure 1 and shows the value of homogenizing the particles 
using a suspension. Although not yet quantified, the ho-
mogeneity between samples is also expected to be much 
higher compared to the direct collection.

The prepared suspension also opens a number of new 
possibilities, such as the production of mixtures containing 
various types of particles. In order to demonstrate the pos-
sibility to produce particle mixtures, cerium particles were 
produced, which were subsequently transferred into an 
ethanol suspension. Cerium particles were generated as 
surrogate for uranium particles, due to the relative compa-
rable chemistry of both elements and the simplified 

Figure 1: Spatial particle distribution of microparticles collected on a glass-like carbon disk using a single-stage inertial impactor, obtained 
from low-magnification SEM scans.
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distinction between uranium and cerium (e.g. by SEM/
EDX) compared to the distinction of uranium particles with 
different isotopic compositions. The cerium particle sus-
pension was mixed with a uranium suspension, where the 
produced mixture was dried on a silicon wafer. The ob-
tained wafer was then investigated by SEM/energy-disper-
sive X-ray spectroscopic (EDX) analysis where EDX spot 
measurements were performed on each identified particle 
to distinguish between uranium and cerium. Figure  3 
shows collected EDX spectra of 12 randomly selected par-
ticles. The spectra show clear lines for either cerium (be-
tween 4.5 and 6 keV) or uranium (between 3.0 and 
3.5 keV), no spectra containing both uranium and cerium 

were found. Of the 533 particles, 21 were identified as ura-
nium particles and 509 were identified as cerium particles. 
A second sample prepared, to which less cerium suspen-
sion was added, showed a decrease of the relative amount 
of cerium particles in line with the first suspension, demon-
strating that specific mixtures of particles could be pro-
duced, although the particle count of the initial suspen-
sions need to be quantified before mixing.

The prepared suspensions also expand the possibilities to 
prepare different substrates. When using the inertial impactor, 
only solid, flat substrates can be used, whereas the suspen-
sions could be distributed over any type of substrate as long 

Figure 2: Spatial particle distribution of microparticles deposited on a glass-like carbon disk using an ethanol suspension, obtained from 
low-magnification SEM micrographs.

Figure 3: Measured EDX spectra of 12 randomly selected particles in a uranium/cerium mixture.
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as the medium (ethanol) does not interact with the substrate. 
One such substrate would be cotton swipes, which are nor-
mally used to collect particles during inspections. To demon-
strate the suitability of particle suspensions to prepare parti-
cle samples on such cotton swipes, an aliquot of the 
uranium/cerium mixture was dried on a small piece of cotton 
swipe. SEM/EDX analysis was complicated by the degrada-
tion of the swipe by the electron beam, though both uranium 
and cerium particles could be identified. One of the collected 
SEM micrographs is shown in Figure 4, in which uranium 
particles are marked by a yellow circle and cerium particles 
with a red circle. The SEM/EDX studies show the possibility 
to deposit microparticles onto substrates which could not be 
used with the inertial impactors, and open new possibilities 
for method optimization and quality control measurements in 
nuclear safeguards particle analysis.

4.	 Stability of Particles in Suspensions

Although the previous section has shown the suitability of 
using particle suspensions as processing step and has 
shown some new possibilities with such suspensions, the 
suspensions could also have a negative impact on particle 
property values. The produced particles are intended to 
be certified as a reference material for both uranium iso-
topic composition and uranium content. Such certification 
does, however, not only require the property values to be 
quantified, but also required the determination of the ex-
panded uncertainty, including contributions to the com-
bined uncertainty of the assigned reference value stem-
ming from the assessment of homogeneity and stability. 
During the storage of particles in a suspension, a number 
of effects could have an influence on the property values 
and/or the uncertainty of these values. For example, disso-
lution would decrease the uranium content, and exchange 
of uranium isotopes between particles and traces of natu-
ral uranium in the liquid medium would alter the composi-
tion. In order to assess these effects, various studies were 
undertaken.

The dissolution of particles was studied by storage of 
particles in an ethanol suspension for 365 days. After 
storage, an aliquot of the suspension was dried on a sil-
icon wafer which was investigated by SEM. Figure 5 
shows a collected micrograph of a particle compared 
with a micrograph collected of the sample before trans-
fer into the suspension. Although the brightness/con-
trast differs slightly due to different SEM settings, no al-
teration of the particle could be observed. In contrast, 
strong signs of dissolution were observed for particles 
stored in water for only 16 days [15].

Figure 4: SEM micrographs of uranium (red) and cerium (yellow) 
particles transferred onto a cotton swipe from an ethanol particle 
suspension.

Figure 5: Microparticles (a) before and (b) after storage in ethanol for 365 days.
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A second effect which might be of significance to the 
produced particle property values is isotope exchange. 
When a particle suspension is prepared consisting of two 
or more particle populations with different isotopic com-
positions, exchange of uranium between particles could 
alter the isotopic composition of the particles. Although 
no information on such exchange is currently available, 
Johnston et al. [16] measured the exchange of oxygen 
between water and various uranium oxides, including 
U3O8. In order to assess whether such exchange occurs 
between particles, particles consisting of depleted urani-
um (DU) and low-enriched uranium (LEU) were produced 
and subsequently transferred into suspensions. The sus-
pensions were distributed over a number of clean silicon 
wafers. One wafer containing DU particles and a wafer 
containing LEU particles were transferred into a vial to 
which ethanol was added. The sample was stored for a 
given time, after which both wafers were removed and 

the uranium oxide particles separately dissolved in HNO3 
for quadruple–inductively coupled plasma–mass spec-
trometric (Q‑ICP‑MS) analysis. The particles were not 
suspended and remained separately attached to the re-
spective silicon wafers during the extent of the studies. A 
schematic overview of the experimental setup is shown in 
Figure 6.

The experiment aims to investigate the stability of the iso-
topic composition of particle mixtures stored in ethanol. 
Two distinct effects could occur; exchange between parti-
cles and traces of natural uranium (NU) in the medium or 
exchange of uranium between particles. Figure 7 shows 
the measured isotope ratio of both the DU and LEU parti-
cles after storage for up to 202 days, neither of which 
show any significant change of the isotopic composition. 
Therefore, it can be concluded that no exchange occurs 
within the investigated timeframe.

Figure 6: Schematic procedure to investigate the exchange of uranium between particles stored in an ethanol suspension.

Figure 7: Measured change of the m(235U)/m(238U) (X) isotope ratio after storage in ethanol.
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5.	 Summary and Outlook

This paper proposes a method to transfer produced 
uranium microparticles into an ethanol suspension, 
which could then be divided into multiple samples. The 
proposed method greatly increases the uniformity of the 
particle distribution over the substrate. Also, the method 
reduces the spread of the total number of particles on 
different samples and allows the preparation of a larger 
number of samples, either from a single batch or com-
bining multiple production runs. The particle suspen-
sions also open new possibilities towards quality control 
materials for nuclear safeguards particle analysis. Mix-
tures of different particles could be prepared, as dem-
onstrated with uranium and cerium particles, and mix-
tures of par ticles with dif ferent uranium isotopic 
compositions would also be feasible. The suspensions 
also allow for a wider choice of substrates, such as cot-
ton swipes, or a multitude of substrates with a single 
batch of particles.

In order to verify the stability of particles in ethanol, par-
ticles were stored for 365 days in a suspension, during 
which no alteration of the particle morphology was ob-
served. Also, no exchange of uranium isotopes between 
dif ferent particles was measured af ter a period of 
202 days. These studies show that even over multiple 
months’ storage in suspension, the particles remain un-
altered. As the transfer of particles into suspensions, 
possible mixing of different suspensions and distribution 
over a large number of substrates can be performed 
within a few days, particle suspensions offer a wide 
range of new possibilities to enhance the quality control 
measurements without affecting the property values.
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Abstract:

Uranium hexafluoride (UF6) is the uranium compound typi-
cally involved in uranium enrichment processes. As the 
first line of defense against proliferation, accurate determi-
nations of the uranium isotopic ratio (or enrichment) in UF6 
are critical for materials verification, accounting and safe-
guards. Currently, mass spectrometry (MS) is the most 
sensitive measurement technique for analysis of stable 
and long-lived isotopes. However, current MS techniques 
require too much infrastructure and operator expertise for 
field deployment and operation. In-field isotopic analysis of 
UF6 has the potential to substantially reduce the time, lo-
gistics and expense of bulk sample handling by allowing 
for an ‘informed’ choice of samples to be sent to a central 
laboratory for further definitive analysis by standard 
techniques.

It is common that the next generation of analytical instru-
ments is driven by technologies that are either currently 
available or just now emerging. Therefore, a comprehen-
sive and in-depth review is conducted on state-of-the-art 
and emerging technologies for field enrichment analysis of 
UF6. These technologies are evaluated based on their 
competitive advantages and current limitations for in-field 
UF6 enrichment assay. The objective of the study is to 
identity the most promising technologies that can be used 
for development of the next-generation, field-deployable 
instrument for providing rapid, accurate, and precise UF6 
enrichment assay. In this paper, we provide an overview of 
instrument options, discuss their limitations, and examine 
the main gaps between needs and capabilities for their 
field use.

Keywords: uranium hexafluoride; enrichment assay; mass 
spectrometry; optical spectrometry

1.	 Introduction

Uranium hexafluoride (UF6) is arguably the most important 
uranium compound in the nuclear fuel cycle, particularly 
for uranium isotope enrichment. The enrichment of the 
235U isotope in UF6 is a necessary major step in the pro-
duction of fuel for most nuclear power plants. As nuclear 
fuel cycle technology becomes more prevalent around the 
world, international nuclear safeguards and interest in UF6 

enrichment assay has been growing. As the first line of de-
fense against proliferation, accurate analytical techniques 
to determine the uranium isotopic distribution in UF6 are 
critical for materials verification, accounting, and safe-
guards at enrichment plants.

Currently, the International Atomic Energy Agency (IAEA) 
monitors the production of enriched UF6 at declared facili-
ties by collecting between 1–10 g of gaseous UF6 into a 
sample bottle, which is then transferred and tamper-
sealed in an approved shipping container. The sample is 
shipped under chain of custody to a central laboratory 
[e.g., IAEA’s Nuclear Materials Analysis Laboratory (NMAL) 
in Seibersdorf] for high-precision isotopic assay by mass 
spectrometry (MS) [1, 2]. The logistics are cumbersome 
and the analysis is costly, and results are not available for 
some time after sample collection. In addition, new ship-
ping regulations are making it more difficult to transport 
UF6 [2]. The IAEA is challenged to develop effective safe-
guards approaches at enrichment plants while working 
within budgetary constraints [3].

There is one on-site enrichment-assay technique, termed 
COMbined Procedure for Uranium Concentration and En-
richment Assay (COMPUCEA), which offers exceptional 
analytical capabilities with typical combined (systematic 
and random) measurement uncertainty around 0.25% rel-
ative [4, 5]. COMPUCEA combines energy-dispersive X-ray 
absorption edge spectrometry and gamma-ray spectrom-
etry to measure uranium elemental content and 235U en-
richment, respectively. The method is already in use in in-
ventory verification campaigns at European LEU fuel 
fabrication plants [4]. Currently, the method is utilized only 
for solid samples and is not yet applied to UF6 enrichment 
assay. IAEA is exploring extending the COMPUCEA sys-
tem to in-field UF6 enrichment determination [6]. Major 
shortcomings of the method are its comparatively compli-
cated sample preparations, and its hours-long measure-
ment time for each sample.

For off-site U-enrichment measurements, MS is currently 
the most sensitive analytical technique; however, current 
MS techniques require too much infrastructure and opera-
tor expertise for field deployment and operation. In-field 
UF6 enrichment assay has the potential to substantially re-
duce the time, logistics and expense of bulk sample 
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handling by allowing for an ‘informed’ choice of samples to 
be sent to a central laboratory for definitive analysis by 
standard laboratory techniques.

The objective of the present study is to identify the poten-
tial, viable technologies that are likely to culminate in an ex-
pedited development of the next generation of field de-
ployable instrumentation for rapidly determining UF6 
enrichment. One common approach to project the next 
generation of chemical instrumentation is to track the cur-
rent trends and to extrapolate them [7]. This approach, al-
beit somewhat conservative, has been demonstrated with 
a fair degree of reliability in the fields of analytical science 
and chemical instrumentation [7]. Therefore, an extensive 
literature review on existing and emerging technologies for 
UF6 enrichment assay is performed, and the competitive 
advantages and current limitations of different analytical 
techniques are compared. Based on the results of the re-
view, requirements and recommendations for develop-
ment of the next-generation field-deployable instrument for 
UF6 enrichment assay are addressed.

2.	 Methodology

Current analytical techniques for UF6 enrichment assay are 
based on one of three scientific principles: radiometry, 
mass spectrometry, and optical spectrometry. In this 
study, a comprehensive list of UF6 enrichment-assay meth-
ods is reviewed and evaluated. COMPUCEA [4, 5] is a ra-
diometric technique and serves as a benchmark for on-
site U enrichment assay. Evaluated mass spectrometric 
techniques include: gas source mass spectrometry 
(GSMS) [8], thermal ionization mass spectrometry (TIMS) 
[9], inductively coupled plasma mass spectrometry (ICP-
MS) [9, 10], multi-photon ionization mass spectrometry [11, 
12], UF6 molecular mass spectrometry with portable mass 
spectrometer [13], laser ionization mass spectrometry [14], 
surface-enhanced laser desorption and ionization (SELDI) 
[2], liquid sampling-atmospheric pressure glow discharge 
mass spectrometry (LS-APGD-MS) [15-18], and atmo-
spheric-pressure solution-cathode glow-discharge mass 
spectrometry (AP-SCGD-MS) [19]. Techniques based on 
optical spectrometric principles include: optical atomic 
emission with argon afterglow discharge or ICP [20-22], 
glow discharge optogalvanic spectroscopy [23], laser-abla-
tion laser induced fluorescence [24], laser ablation absor-
bance ratio spectrometry (LAARS) [25, 26], atomic beam 
tunable diode laser absorption [27], tunable laser infrared 
(IR) absorption [28, 29] and its high performance version 
with quantum cascade laser [30], and laser induced spec-
trochemical assay for uranium enrichment (LISA-UE).

GSMS, TIMS and ICP-MS are included to enable compari-
son with laboratory techniques. Otherwise, all other tech-
niques should be directly compared with COMPUCEA for 

their potential to serve as an alternative field-based enrich-
ment assay technique. Each technique is compared 
against seven assessment criteria; estimated technological 
maturity and instrument costs are also provided. Because 
of page limit, it is not feasible to describe, even briefly, all 
the reviewed techniques in great detail. Therefore, only 
those analytical techniques, according to published litera-
ture results, that so far show the highest potentials for UF6 
enrichment assay as alternatives for TIMS or multi-collec-
tor (MC)-ICP-MS will be emphasized.

2.1	 Assessment criteria

The seven assessment criteria are: meeting predefined 
target of analytical accuracy and precision (two separate 
criteria), meeting relaxed target of accuracy and precision 
(two criteria), simultaneous 235U and 238U measurement, 
measurement time, and overall ease of operation. The 
IAEA published international target values (ITVs) [31] for a 
wide variety of measurement techniques for nuclear mate-
rial accountancy and safeguards verification. The ITVs are 
considered to be achievable values in routine measure-
ments and are uncertainties to be considered in judging 
the reliability of analytical techniques applied to the analy-
ses of nuclear materials [31]. GSMS, TIMS and MC-ICP-
MS are the only three MS systems listed under destructive 
analysis (DA) techniques [31]. Although more techniques 
(five) are listed under the category of non-destructive anal-
ysis (NDA), it is notable that measurement uncertainties 
from NDA techniques are much larger – typically more 
than an order of magnitude larger – than the three MS-
based DA techniques [31].

To evaluate the analytical accuracy and precision of a can-
didate analytical technique, reported analytical figures of 
merit are compared to the ITVs of TIMS and MC-ICP-
MS [31], which serve as comparison references. For these 
MS systems, the u(r) and u(s) (i.e., random and systematic 
uncertainties, respectively) ITVs are the same, and they are 
0.5% (relative) for depleted U (235U < 0.3% abundance), 
0.2% (relative) for uranium with 235U abundance between 
0.3% and 1%, 0.1% (relative) for LEU (1% < 235U < 20%), 
and 0.05% (relative) for HEU (235U > 20%) [31]. The IAEA 
ITVs define the strict target for analytical accuracy and 
precision for all analytical techniques under evaluation. Be-
cause the IAEA ITVs are intended for more established 
techniques, to better gauge the potential of emerging 
techniques that are still under active development, an ad-
ditional set of performance criteria is set by relaxing the 
target values by 10× (i.e., 5% relative for depleted U, 2% 
relative for samples with 235U between 0.3% and 1%, and 
so on). In case the emerging technique is so new that ex-
perimental data are not yet available specifically for urani-
um, projected or extrapolated values from very similar 
techniques sharing the same scientific principle are used.
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2.2	 �Importance of simultaneous measurement and 
signal correlation in isotope-ratio determination

Signal correlation is crucial in defining the accuracy and 
precision of isotope-ratio measurements, and thus, its im-
portance needs to be stressed. So far, none of the analyti-
cal techniques directly measure the 235U/238U ratio. In-
stead, all available techniques indirectly gauge the 235U/238U 
ratio through separate measurements of the signals from 
235U and 238U. All measurements unavoidably contain noise 
[32]. Noise can be further categorized as uncorrelated and 
correlated. Examples of uncorrelated noise include shot 
(also known as Poisson) noise and thermal (also known as 
Johnson) noise [32, 33]. Shot noise is the result of random 
arrival of particles [e.g., radioactive decay particles, pho-
tons for emission source, or ions for ionization source] 
onto the detector [33]. Thermal noise is the consequence 
of random movement of electrons in resistors in electronic 
devices [32, 33]. Correlated noise is due to flickering of the 
system, and examples include: variations in the sample in-
troduction system, fluctuations in atomization, ionization or 
excitation efficiencies for optical and mass spectrometry, 
and interference noise from power supply [32, 33].

The relative error in the ratio of two signals, x and y, could 
be larger or smaller than those in the individual signals (i.e., 
a further degradation or an improvement in measurement 
precision); the outcome is heavily dependent on the corre-
lation of noise in the two signals. To illustrate the impor-
tance of signal correlation, computer simulated signals with 
both correlated and uncorrelated noise components have 
been generated and are shown in Figure 1 below. Individu-
ally, the precisions of the two signals, x and y [relative stan-
dard deviations (RSD) ~ 20%] are rather unacceptable for 
many situations. However, because the two signals are 
highly correlated – that is signal dips and peaks occur at 
the same time for the two signals, the noise is greatly re-
duced in the ratio x/y (RSD ~ 1.5%). These highly correlated 
signals are usually achievable only when the two signals 
are acquired simultaneously, as repeatedly proven in the lit-
erature [34-36]. Signal correlation typically greatly degrades 
for sequential measurements (i.e., when signals x and y are 
measured one by one, sequentially in time).

From the foregoing discussion, not all noise sources are 
correlated in nature. The uncorrelated noise source that is 
particularly relevant to isotopic analysis is the counting sta-
tistics of shot noise. In an ideal case in which all other noise 
sources are eliminated, precision of isotopic analysis is then 
governed by counting statistics. Because radiometric tech-
niques usually do not have other noise sources, their preci-
sions are largely limited by counting statistics. For a truly si-
multaneous ICP mass spectrometer, it has been shown 
that isotopic-ratio precision close to counting-statistics limit 
is achievable [37]. Accordingly, one criterion on evaluation 
of a candidate analytical technique is on its capability to 
perform truly simultaneous measurement for 235U and 238U.

3.	 Results and Discussion

3.1	 Results of performance assessment

Table 1 summarizes the performance of the benchmark 
laboratory-based techniques (GSMS, TIMS, and MC-ICP-
MS), the benchmark field technique (COMPUCEA), and 
the four emerging techniques that show promising poten-
tial for in-field UF6 enrichment assay. There are three 
grades for each assessment metric. For metrics under the 
categories analytical performance and operation, the three 
grades are equivalent to pass (marked with a symbol “+”), 
marginal (symbol “○”) and fail (symbol “−”).

For analytical accuracy and precision, a “+” rating indicates 
meeting the stated criteria, a “○” rating represents not 
meeting the criteria but is within 3× the target (i.e., margin-
ally fail), and a “−” rating denotes not meeting the criteria 
even if the target is relaxed by a factor of 3. The metric “si-
multaneous 235U and 238U measurements” summarizes if 
the 235U and 238U measurements are performed in truly si-
multaneous (“+”), quasi-simultaneous (“○”) or sequential 
(“−”) fashions. The metric “measurement time” refers to 
typical measurement time. Techniques rated “+” typically 
require less than 10 minutes for one measurement. Tech-
niques that typically require more than 10 minutes but less 
than one hour are rated “○”, and those requiring more than 
one hour are rated “−”. The metric “overall ease of opera-
tion” reflects the overall complexity of the measurement 
procedures (including sample-preparation procedures) 
and instrument operation (e.g., turn-key versus complicat-
ed systems), as well as general robustness of the instru-
ment and the technique.

All techniques are also compared on their “technology 
maturity” and “instrument cost”. Unlike metrics on 

Figure 1: Two simulated signals, x and y, and the resultant sig-
nal ratios (x/y), demonstrating the importance of correlated noise 
and simultaneous measurement in improving the signal (isotopic) 
ratios.
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GSMS + + + + + − − + $$$

TIMS + + + + + − − + $$$

MC-ICP-MS + + + + + ○ − + $$$

COMPUCEA ○ ○ + + +Note1 − − ○ $$

LS-APGD-MS (with Orbitrap MS) ? + ? + + + ○ − $$

AP-SCGD-MS (with Orbitrap MS) ? +Est ? +Est + + ○ − $$

LAARS ○ ○ + + + + ○ ○ $

LISA-UE −Est −Est ? ○Est + + + − $

Note 1: Signal correlation for measurement-noise reduction through simultaneous 235U and 238U measurement 
does not apply in COMPUCEA because the isotopic assay is performed through radiometric counting (gamma 
ray), in which the dominated noise source is counting statistics.

Table 1: Assessment summaries of benchmark and promising techniques for UF6 enrichment assay. A superscript “Est” indicates estima-
tion from scientific principle. A question mark indicates that information either is not yet available or is insufficient for estimation.

analytical performance and operation, which can be 
readily quantified and most results are available in open 
literature, assessments and estimations on “technology 
maturity” and, in particular, “instrument cost” are difficult 
because they depend on so many other factors (e.g., 
technology breakthrough or bottleneck that have not yet 
been recognized, research support and effort) that in 
general are unforeseeable. Therefore, the assessments 
on these two metrics reflect only our best estimation. For 
technology maturity, techniques rated “+” indicate that 
they are currently in use on routine basis for UF6 enrich-
ment assay. Techniques rated “○” indicate that they are 
not yet used routinely for UF6 enrichment assay but 
should be very close to or are already available for field 
testing, whereas techniques rated “−” indicate further de-
velopment is needed before field testing can be material-
ized. “Instrument cost” is compared on a relative basis 
with three grades of descending capital equipment cost: 
“$$$”, “$$” and “$”.

It should be noted that the evaluations are based solely on 
results that can be found in the open literature, for example: 
journal articles, conference proceedings, publicly accessible 
reports, traceable presentations in scientific meetings or 
conferences, and IAEA or NNSA factsheets. Although we 
have included the latest open literature results to the best of 
our knowledge, because active research is still on-going on 
many emerging techniques, the most updated performance 
of a technique could be better than what was published in 
the open literature. Furthermore, it is appropriate to stress 
that each technique is evaluated solely for its suitability to 
provide on-site enrichment assay specifically for UF6. Ac-
cordingly, a technique evaluated but not listed in Table 1 
should not be viewed negative as a whole because it is pos-
sible that the candidate technique could be promising for 
other applications (e.g., for other types of U samples, as an 
in-laboratory analytical method, or its ability to perform 
quick screening measurement that does not require the 
stated high accuracy or precision).

3.2	 �Benchmark techniques – GSMS, TIMS, MC-ICP-
MS and COMPUCEA

The benchmark techniques will be briefly discussed in 
this section, whereas the details of each promising 
emerging technique will be individually discussed in the 
following sections. Overall, all the three benchmark, MS-
based techniques offer outstanding analytical perfor-
mance but  demand ing operat ion in  te rms of 

measurement time as well as expertise in instrument op-
eration. All MS-techniques comprise two essential com-
ponents – an ionization source and a mass analyzer. The 
mass analyzer responds only to ions (charged particles) 
but not neutrals; thus, an ionization source is required to 
convert the neutral (uncharged) sample to charged ions. 
The mass analyzer separates and measures the charged 
235U and 238U atoms/molecules according to their different 
mass-to-charge ratios.
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Gas source mass spectrometry (GSMS) accepts gaseous 
UF6 samples directly for enrichment-assay measure-
ments. Because of the homogeneity of gaseous sam-
ples, it is currently the most sensitive and precise meas-
urement technique [38]. However, its drawback for UF6 

analyses is its long measurement time. The long meas-
urement cycle is related to memory effects due to the 
corrosive and reactive nature of gaseous UF6, which can 
be compensated only by multiple measurements alter-
nating between the sample and two calibration stand-
ards. As a result, the duration for one measurement cycle 
is about 5 hours [38]. For TIMS measurements, samples 
are usually presented as a solution and deposited onto 
the TIMS filament for electrothermal vaporization as well 
as ionization. Measurement precision for TIMS is slightly 
lower than GSMS because the sample on a TIMS fila-
ment becomes isotopically inhomogeneous due to frac-
tionation during the measurement process [38]. MC-ICP-
MS employs a high temperature (>6000 K) inductively 
coupled plasma – requiring high power (~1.5 kW) – as the 
atomization and ionization source. The MC-designation 
refers to the specific type of mass analyzer, a multi-col-
lector. The MC-mass spectrometer is a double-focusing 
system consisting of an electrostatic sector and a mag-
netic sector in which ions are separated according to 
their mass-to-charge ratio and focused onto a focal 
plane. The MC-system allows the operator to position 
several detectors at different positions along the focal 
plane of the mass spectrometer [39] for simultaneous 
collection and measurement of several masses.

A joint-laboratory study [40] compared U-isotopic ratio 
measurements by GSMS, TIMS and MC-ICP-MS. For a 
UF6 sample with 235U at natural abundance, the RSDs were 
0.012%, 0.025% and 0.060%, respectively [40]. Sample 
throughput is about 1-2 samples/day for GSMS, increases 
to 5‑10 samples/day for TIMS and further increases to 
around 20 samples/day for MC-ICP-MS [40].

The COMPUCEA technique, developed at the Institute for 
Transuranium Elements (ITU), is a transportable analytical 
system for on-site uranium concentration and enrichments 
assays [5]. Its application specifically for UF6 enrichment 
assay is still under development by the IAEA [6], although 
its use on LEU-oxide samples is considered routine. In 
fact, IAEA has published an ITV for COMPUCEA – 0.4% 
u(r) and 0.2% u(s) for 235U enrichment in LEU oxides [31]. 
ITVs for other enrichment levels (i.e., DU, NU and HEU ox-
ides) are not published [31].

The COMPUCEA technique is based on energy-dispersive 
X-ray absorption edge spectrometry and gamma-ray 
spectrometry. Before presented to X-ray and gamma-ray 
measurements, the solid sample needs to undergo some 
laborious preparation steps. Briefly, the solid sample is 
quantitatively transformed into a uranyl nitrate solution, 
which involves sample digestion in 8 M nitric acid and 

subsequent dilution to 3 M acidity with a target U concen-
tration about 190 g/L [5]. The solution is first characterized 
for its density and temperature [5]. During the process, 
standard laboratory tools (e.g., portable density meter, 
glass-ware, chemicals, hot plate, weighing balance) and 
operators’ facilities (e.g., fume hood) are used [5].

The solution sample is then measured by X-ray and gam-
ma-ray spectroscopy. Typically, for an LEU sample, three 
replicates of each measurement type are performed; ac-
quisition of each X-ray and gamma-ray spectrum takes 
about 1000 s and 2000 s, respectively [5]. For a natural U 
sample, the time is increased to 5000 s for each gamma-
ray counting [41]. Data treatment is not very straightfor-
ward because the two measurements are interdependent. 
Specifically, the X-ray measurement needs the knowledge 
of the enrichment to accurately convert the measured ura-
nium concentration into mass fraction, whereas the gam-
ma measurement needs the uranium concentration as in-
put to correct for self-attenuation effect [41]. Therefore, 
data evaluation is made in an iterative manner. Further-
more, the sample parameters (including solution density, 
sample volume, and bottom thickness of sample contain-
er) need to be taken in account [4]. Software has been de-
veloped for automatic data acquisition and analysis for the 
in-field COMPUCEA measurement system [5].

The analytical performance is impressive for an on-site 
measurement. For LEU samples, the achievable combined 
uncertainty (u(r) and u(s)) is typically around 0.25% relative 
[4, 5] (published ITV for combined uncertainty is 0.45% 
[31]). According to a recent IAEA report [6], the adaptation 
of the chemical preparation steps for COMPUCEA deter-
mination of UF

6 enrichment is currently being studied by 
IAEA and with the European Commission. As chemical 
transformation of UF6 to uranyl nitrate solution is compara-
tively simple compared with its oxide counterpart, it is an-
ticipated that the COMPUCEA method will be available for 
on-site UF6 enrichment assay in the very near future. The 
drawback of the method is the relatively long counting 
time, especially for natural (3 × 5000 s) and depleted urani-
um, and its labor intensive sample preparation process.

3.3	 Emerging mass-spectrometric techniques

3.3.1	 �Liquid sampling-atmospheric pressure glow 
discharge mass spectrometry

Liquid sampling-atmospheric pressure glow discharge 
mass spectrometry (LS-APGD-MS), under joint develop-
ment from Clemson University and Pacific Northwest Na-
tional Laboratory (PNNL) [15-18], is the most well charac-
ter ized emerging mass-spectrometr ic technique, 
especially for the determination of uranium isotopic ratio. 
Figure 2 shows a schematic diagram of the LS-APGD-MS 
setup. The glow discharge is a microplasma (volume 
~ 1 mm3) formed by imposing a low direct-current poten-
tial (typically several hundred volts) between the surface of 
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an electrolyte solution (e.g., 2% nitric acid) and a metallic 
counter electrode [42, 43]. The supporting electrolyte solu-
tion f lows at atmospheric pressure out of a small 
(~ 100 µm) glass capillary housed within a slightly larger 
metal capillary, between which cooling gas is passed [43]. 
The normal operating parameters include liquid electrolyte 
flow rates of 5–100 µL/min, cooling gas (typically helium or 
argon) flow rate of < 1 L/min, and power consumption of 
< 40 W [16].

Currently, the researchers coupled this LS-APGD ioniza-
tion source to a high-resolution mass spectrometer (the 
Orbitrap). Hoegg et al. [15, 16] recently discussed various 
aspects of the LS-APGD and Orbitrap combination for 
uranium isotopic analyses, including optimization of vari-
ous operating parameters (both for the discharge and the 
Orbitrap), preliminary analytical figures of merit, and 
known limitations. U-containing sample was introduced in 
a solution form and mixed with the supporting electrolyte. 
The researchers reported that the dominant U-species in 
the mass spectra was UO2

+, and little U+ or UO+ were 
detected [15].

Based on published results [16, 18], the reported analytical 
precision is encouraging, and is, so far, the best in all the 
emerging techniques reviewed. In a recent published work 
[18], which the effort was primarily focused on factors af-
fecting the precision of isotope ratio measurements, re-
ported precisions (in terms of RSD of measured 235U/238U 
ratios from 1 µg/mL natural-U solutions, before correction 
of scaling factor) were in the range of 0.05% to 0.13% and 
met the ITV target for precision (i.e., 0.2% RSD for 235U at 
natural abundance).

At present, the researchers evaluated the analytical accura-
cy through a correction scaling factor [15, 18]. In their latest 
report [18], the researchers determined this scaling factor 
through a certified reference material of natural U, and 
measured the 235U/238U ratios of three unknown natural-U 
samples. However, it has been stated that this correction 

scaling factor depends on the 235U/238U ratio, as well as a 
change every time that the system is restarted [18]. At this 
point, it would be difficult to estimate or project the accura-
cy of the LS-APGD-MS technique in the field for a sample 
with unknown 235U abundance.

Although the LS-APGD, in its present form, would not di-
rectly accept gaseous UF6 for analysis, a two-step reaction 
to transform UF6 to a uranium solution is well established 
and regarded as a somewhat standard procedure [8]. The 
two-step reaction involves hydrolysis of UF6 to UO2F2 
(UF6 + 2 H2O → UO2F2 + 4 HF), followed by conversion to 
nitrate salt with nitr ic acid (UO2F2  +  2  HNO3 → 
UO2(NO3)2 + 2 HF).

One potential drawback of the LS-APGD-MS technique for 
UF6 enrichment assay is memory effect, which has been 
documented in several reports [2, 16, 44]. The cause(s) for 
the memory effect is not well characterized, but it was 
suggested that material deposited on the capillary coun-
ter-electrode and/or the mass spectrometer capillary inter-
face could be the source [2, 44].

3.3.2	 �Atmospheric-pressure solution-cathode glow-
discharge mass spectrometry

Atmospheric-pressure solution-cathode glow-discharge 
mass spectrometry (AP-SCGD-MS), currently under devel-
opment jointly at Rensselaer Polytechnic Institute and Indi-
ana University [19], is identical in scientific principle to the 
LS-APGD-MS reviewed in the last section but different in 
design for the generation of the microplasma discharge (cf. 
Figure 3). The AP-SCGD is a direct-current plasma sus-
tained directly on the surface of a flowing liquid electrode 
(typically at a rate of 1–2 mL/min), supported in ambient air 
without the need for a cooling gas or other gas flows [19]. 
Power of AP-SCGD is ~ 70 W (normally < 100 W) [45], and 
is generally slightly higher than that of the LS-APGD. A dis-
tinct difference between AP-SCGD and LS-APGD is that 
AP-SCGD sustains on a flowing liquid cathode, with the 
liquid in excess, whereas LS-APGD operates in a total 

Figure 2: Schematic diagram of LS-APGD-MS. Adapted with permission from reference [2], published by Pacific Northwest National 
Laboratory, US Department of Energy.
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Although not yet characterized for its performance on iso-
topic analysis, the AP-SCGD demonstrated a notably bet-
ter detection limit than the LS-APGD as an ionization 
source for atomic mass spectrometry [19]. The latest work 
on AP-SCGD [19], reported the analytical performance of 
this source coupled to an Orbitrap mass spectrometer for 
atomic and molecular mass spectrometry. Specific for ura-
nium solution samples, the reported detection limit in AP-
SCGD was 0.8 ng/mL (parts per billion, ppb) with UO2

+ as 
the measuring ion [19]. As detection limit is related directly 
to sensitivity and/or background noise, a better (lower) de-
tection limit for the AP-SCGD implies that it offers higher 
sensitivity and/or lower background noise. As both factors 
are important for isotopic ratio measurements, the AP-SC-
GD should be considered as a candidate emerging tech-
nology meriting further evaluation of its full potential for 
uranium isotopic assay.

3.3.3	 �Is Orbitrap suitable as field-deployable mass 
spectrometer?

In the two emerging mass-spectrometric techniques cov-
ered above, both research teams employed Orbitrap 
mass spectrometer. Given the impressive isotopic-ratio 
precisions and detection limits achievable by the two 
techniques, one might think that the problem of looking 
for the next generation of field-deployable instrument for 
UF6 enrichment assay is solved. Unfortunately, the cur-
rent technology of the Orbitrap mass spectrometer 
makes it inappropriate to serve as a field-deployable in-
strument [2]. A comment from the LS-APGD-MS 

research team [2] is that “Although a conveniently avail-
able instrument for this work (the LS-APGD-MS), it (the 
Orbitrap) is not one that would be appropriate for the 
type of in-field work envisioned by the potential user.” To 
elaborate, although the Orbitrap is a benchtop instru-
ment, it is rather large and heavy (490 pounds [47]). Also, 
the requirement for environmental conditions for the Orbi-
trap mass spectrometer is quite demanding. For in-
stance, according to the pre-installation manual of the 
Orbitrap [47], the optimum operation temperature is be-
tween 18°C to 21°C and temperature fluctuations of 1°C 
or more over a 10 minute period can affect performance. 
There are also rather strict requirements for humidity and 
vibration controls [47].

It should also be noted that the high resolution offered by 
the Orbitrap likely contributes to the impressive analytical 
figures of merit reported for the LS-APGD-MS, as it is doc-
umented that several low-intensity, non-uranium ions re-
main after collision-induced dissociation (CID, a process to 
dissociate and reduce background ions in the mass spec-
trometer) and require the high-resolution capability of the 
Orbitrap to resolve them [17]. If the Orbitrap is replaced by 
a more fieldable (and very likely lower resolution) mass 
spectrometer, it is currently unknown how such replace-
ment would affect the analytical accuracy and precision. 
Clearly, there is a need to couple, characterize and evalu-
ate the LS-APGD and AP-SCGD (and possibly other simi-
lar glow-discharge variants) to a mass spectrometer that is 
more field-deployable and preferably capable of perform-
ing truly simultaneous measurements.

consumption mode in which all the electrolyte solution is 
consumed [15]. An advantage of the total consumption in 
LS-APGD is that no chemical waste solution is generated. 
Although the excessive flow of electrolyte generates 
chemical waste for AP-SCGD, the continuously 

self-renewing liquid surface of the flowing solution cathode 
potentially minimizes memory effects. In terms of instru-
ment setup, footprint and operation requirements, AP-SC-
GD shares many similarities with LS-APGD.

Figure 3: Schematic diagram of AP-SCGD cell utilized for mass spectrometry. Adapted with permission from reference [46], published by 
The Royal Society of Chemistry. Original figure is published under a Creative Commons Attribution-NonCommercial 3.0 Unported Licence.
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The Niemax research group in 2002 [48] is probably the 
first to report measurements of uranium isotope ratios in 
solid samples through combination of laser-ablation sam-
pling and diode-laser atomic absorption (before the tech-
nique was coined as LAARS). With a two-diode-lasers ap-
proach, which allows simultaneous measurements of the 
two U isotopes, Liu et al. [48] reported a measurement 
precision of 1.1% RSD for a pure uranium-oxide sample 
with 235U at natural abundance [48]. Reported accuracy for 
the 235U/238U ratio was within 5% (relative) for a uranium 
mineral sample (i.e., an impure sample) at natural isotopic 
abundance. In this predecessor to LAARS, the two diode 
lasers need to be tightly aligned with each other so that 
the two laser beams are probing identical volumes of the 
laser plume generated by the ablation laser. The absorp-
tion of the two beams is directly related to the number 
density of 235U and 238U atoms along their optical path, 

which directly translates to 235U/238U ratio of the sample if 
an identical plasma volume is probed. Because the num-
ber densities of atoms inside laser induced plasma are 
spatially dependent, a slight misalignment of the two 
measurement beams (which then probe different volumes 
of the plasma) could lead to analytical bias on the meas-
ured 235U/238U ratios.

The initial LAARS setup [25, 26] was somewhat similar to 
that reported by Liu et al. [48]. The LAARS system was 
evolved in the last few years and several sophisticated ad-
vancements are in place in the current version [49]. For in-
stance, the two probe laser beams are directed into a sin-
gle-mode optical fiber, in which the two beams overlap 
and are directed to the laser plume with a single achro-
matic focusing lens. This single optical fiber approach 
largely reduces the difficulty of optical alignment and war-
rants that identical laser-plume volumes are probed by the 

3.4	 Emerging optical-spectrometric techniques

3.4.1	 Laser ablation absorbance ratio spectrometry

Laser ablation absorbance ratio spectrometry (LAARS), 
developed at PNNL, is an all-optical technique for urani-
um isotopic assay. Its working principle is based on the 
isotopic shifts in atomic transitions between 235U and 238U 
atoms, and employs atomic absorption as the measure-
ment means. The technique employs three lasers at a 

minimum – one for ablation sampling and two for simulta-
neous measurements of the relative abundances of 235U 
and 238U [25], as depicted in Figure 4. Laser ablation cre-
ates free uranium atoms from a solid sample, and these 
atoms are then probed by diode laser through atomic ab-
sorption. Measurements are conducted in a reduced-
pressure environment to reduce spectral-line broadening. 
The current LAARS setup employs four lasers for better 
wavelength stability.

Figure 4: Schematic diagram of LAARS. Adapted with permission from reference [25], published by Los Alamos National Laboratory, 
US Department of Energy.
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two lasers. Wavelength stability of the 235U probe beam 
was also improved through Zeeman splitting method and 
offset locking [49], although at the expenses of an addi-
tional diode laser.

Specific for UF6 enrichment assay, LAARS employs a tai-
lored solid thin-film sorbent to convert gaseous UF6 to ura-
nyl fluoride through a hydrolysis reaction [49]. Data from a 
presentation dated October 2014 [49] showed that accura-
cy and precision can achieve 0.1% in 235U enrichment lev-
els for natural U and LEU. Specifically, for three UF6 sam-
ples with 235U abundances at 0.725%, 3.982% and 5.119%, 
the reported relative bias with frequency-locked probe la-
sers were 10%, 0.8% and 0.3%, respectively [49]. Report-
ed relative precisions for these three UF6 samples were 
8.3%, 1.5% and 1.5%, respectively [49]. The latest result 
[50, 51] demonstrated significant improvements in both ac-
curacy and precision, especially for natural-U samples. For 
a sample with 235U abundance at 5.119%, the relative bias 
and precision were about 0.1% and 0.6%, respectively. For 
a natural-U sample, the relative bias and precision were 
about 0.3% and 0.5%, respectively. Because the ITVs for 
relative random and systematic uncertainties [i.e., u(r) and 
u(s)] are both 0.1% for LEU and 0.2% for natural-U samples 
[31], the precision of LAARS is currently within 3× to 6× 
from the target as a replacement for laboratory-based 
mass spectrometry. Accuracies are close (within a factor 
of 2) to the target.

Measurement time for LAARS is fast and is typically 
around 10 minutes [25]. The overhead for sample prepara-
tion is also minimal; the reaction time for the conversion of 
gaseous UF6 onto the solid thin-film sorbent is several min-
utes [25]. Because wavelength selectivity for the two iso-
topes comes from the narrow-bandwidth diode laser, a 
small optical spectrometer/grating is sufficient to separate 

the two signals [in this case, different atomic transitions 
(i.e., wavelengths) can be used for 235U and 238U], which 
further reduces the footprint of the instrument.

3.4.2	 �Laser induced spectrochemical assay for uranium 
enrichment

Laser induced spectrochemical assay for uranium enrich-
ment (LISA-UE) is in a very early stage of development 
(starting October 2016), and is a joint effort between Law-
rence Berkeley National Laboratory (LBNL) and Oak Ridge 
National Laboratory (ORNL). It is an all-optical technique 
for uranium isotopic assay and, in fact, is an extension of 
the well-known laser induced breakdown spectroscopy 
(LIBS) technique to low-pressure gaseous UF6 samples. 
Like LAARS, its principle is based on the isotopic shifts in 
235U and 238U atomic transitions. Instead of utilizing atomic 
absorption, LISA-UE employs atomic emission as the 
measurement means. It is known that isotopic shifts for 
some uranium atomic emission lines can reach tens of pi-
cometers and are large enough to be readily measured 
with an optical spectrometer even under ambient pressure 
and comparatively high temperature (e.g., 5000 K) [52]. In 
fact, atomic emission spectrometry has a long history of 
being utilized for uranium isotopic analysis [53, 54]. Re-
cently, Krachler et al. [20, 21] validated isotopic analysis of 
235U and 238U in depleted, natural and enriched uranium 
with ICP-atomic emission spectrometry, and further ex-
tended the analysis to other U-isotopes like 233U.

The LISA-UE system is targeted for direct analysis of gas-
eous UF6 samples, although a solid sample (e.g., UF6 ab-
sorbed on a solid substrate) also can be used. Specifically 
for gaseous UF6 samples, a small gas chamber with opti-
cal access couples directly to a UF6 cylinder/pipeline valve 
for sampling (cf. Figure 5). Through the optical port, a 

Figure 5: Schematic diagram of LISA-UE.
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pulsed laser beam is focused into the UF6 gas sample and 
the laser–gas interaction then creates a transient high tem-
perature plasma excitation source. This high-temperature 
plasma is capable of breaking down the chemical bonds in 
the sample, converts it into its constituent atoms, and pro-
motes a portion of these atoms into their excited states. 
These excited states, through radiative decay, emit pho-
tons that are characteristic of its elemental and isotopic 
identities. When this transient plasma starts to cool (typi-
cally after several microseconds), molecules form through 
recombination. It has recently been reported that resulting 
molecular emissions also carry isotopic information [55]. 
The technique is potentially applicable to both off-line and 
on-line measurements.

There are some marked contrasts between LAARS and 
LISA-UE. Only one ablation laser is required in LISA-UE 
whereas LAARS needs three/four lasers [25]. Similar to the 
LAARS ablation laser, there are no constraints on the LI-
SA-UE laser wavelength, and a laser with nanosecond (or 
shorter) pulse width is required in both cases. Plasma 
emissions in LISA-UE are collected by single set of light-
collection optics for simultaneous 235U and 238U measure-
ment, which also inherently guarantee that an identical 
plasma emission volume is probed. Furthermore, one po-
tential advantage of employing emission over laser absorp-
tion is that a large collection of spectral lines (atomic) and 
bands (molecular) are emitted from the laser induced plas-
ma, which can be simultaneously measured with a multi-
channel optical spectrometer. As many of these spectral 
features carry the isotopic information of the sample, multi-
ple emission-line/band measurement has been shown 
through simulations to improve analytical precision [55].

As LISA-UE is in a very early stage of development, its an-
alytical capabilities are not yet known. However, it is antici-
pated that emission measurements on a collection of 
spectral features likely offers advantage over single line-
pairs commonly employed in absorption measurements. 
For example, it has been shown through computer simula-
tion that the use of a chemometric algorithm from a collec-
tion of spectral features provides several times improve-
ment in the precision of 235U abundance compared to 
those measurements utilizing only a single pair of emission 
lines [56]. In simulation, the ultimate precision was about 
0.11% in absolute 235U abundance for multiple line analysis 
[56], with signals accumulated from 10 laser pulses. Clear-
ly, further improvement in precision can be achieved 
through more signal accumulation (i.e., accumulating sig-
nal from more than 10 laser pulses), although it is also an-
ticipated that computer simulation probably offers the 
best-case scenario. The anticipated measurement time is 
a few minutes for each UF6 sample. Commercial, field-de-
ployable LIBS instruments for direct solid-sample analysis 
are readily available. Although these commercial systems 
are not specifically designed for gaseous samples, modifi-
cation for handling gaseous samples is feasible. The size, 

as well as power requirements, of the components can be 
readily fit into a field-deployable instrument. While it is ex-
tremely early in the development cycle, the LISA-UE instru-
mentation set up – with a single laser excitation source 
and a single set of light-collection optics – is likely to be the 
simplest among all the techniques discussed above, which 
is advantageous as an in-field instrument.

4.	 Outlook

To summarize, a comprehensive and in-depth review was 
conducted on state-of-the-art and emerging technologies 
for field enrichment analysis of UF6. All techniques were as-
sessed for their potential to serve as an alternative for labo-
ratory-based mass spectrometry. The evaluation was com-
prised of seven criteria, broadly defined: measurement 
characteristics and analytical capability, measurement time, 
and overall ease of operation and system complexity.

In terms of both analytical performance and sample 
throughput, the LS-APGD-MS is currently the best in all 
the emerging techniques reviewed, and is already shown 
to offer analytical precisions meeting the ITVs of TIMS and 
MC-ICP-MS. The AP-SCGD-MS, although currently uti-
lized only for elemental analysis and not yet for isotopic 
measurements, already exhibits its pronounced sensitivity 
advantage for uranium detection. Unlike the ICP, these 
glow-discharge ion sources use microplasmas which allow 
operation under low power and low gas flow (if a plasma 
gas is ever needed) — and, thus, are highly field deploy-
able. The technical challenge to transform them into the 
next generation field-deployable UF6 enrichment-assay in-
strument, perhaps, relates to identifying and coupling to a 
multi-channel field-deployable mass spectrometer that, 
through simultaneous measurement, can maintain the cur-
rent achievable analytical figures of merit.

Some emerging techniques based on optical spectromet-
ric techniques are also promising. LAARS shows its prom-
ise with demonstrated precisions within 3× to 6× and ac-
curacies within a factor of 2 [50, 51] from the target as a 
replacement for laboratory-based mass spectrometry for 
natural-U and LEU samples. LISA-UE is a new develop-
ment and is based on well-established atomic emissions 
(LIBS). All of these emerging technologies show potential 
to be the next generation of rapid, field deployable instru-
mentation for UF6 enrichment assay.
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Abstract:

Lightly encapsulated 252Cf sources are commonly used to 
characterize and calibrate neutron detectors for safe-
guards applications without much attention being paid to 
what it means for the encapsulation to be neutronically 
“light”. In this work we quantify the impact of encapsulation 
on both the neutron spectrum and neutron intensity. We 
find that a 1.3 mm shell of copper reduces the mean ener-
gy by about 1 %. Thus encapsulation can be used to de-
liberately adjust the mean energy to match, for example, 
that of the spontaneously fissile Pu nuclides. The spectrum 
cannot be matched perfectly however and so the influence 
of encapsulation on a particular system calibration is case 
specific. We demonstrate using encapsulation to match 
the Pu neutron detection efficiency for a common safe-
guards detector, the Active Well Coincidence Counter.

Keywords: NDA; Monte Carlo; Prompt Fission Neutron 
Spectrum, 252Cf, encapsulation

1.	 Introduction

Monte Carlo modeling is a well established way to make 
performance estimates of neutron assay systems for safe-
guards [1]. The models may be benchmarked against ex-
perimental results obtained using sealed sources contain-
ing 252Cf, which is a convenient source of spontaneous 
fission neutrons, as a surrogate for the materials of inter-
est. Often a correction is needed to allow for the difference 
between the energy spectrum of the 252Cf neutrons and 
the neutron emission spectrum of interest [2]. For a bare 
252Cf source the prompt fission neutron spectrum from 
252Cf may be approximated reasonably well by simple ana-
lytical shapes. For instance in ISO 8529 [3] a Maxwellian 
distribution with a temperature parameter of 1.42 MeV cor-
responding to a mean energy of 2.13 MeV is recommend-
ed. Fröhner [4] makes the case for the next simplest mac-
roscopic representation, namely the Watt spectrum, with a 
temperature parameter equal to 1.175 MeV and the frag-
ment kinetic energy per nucleon parameter of 0.359 MeV 
corresponding to a mean energy of approximately 2.122 
MeV. These approximations are val id for l ightly 

encapsulated 252Cf sources, but the meaning of light en-
capsulation is not quantified in the literature. Presumably 
the Amersham X1 capsule [5] would qualify. This is a cylin-
drical assembly about 10 mm long and 7.8 mm in diameter 
with a combined wall thickness of roughly 1.6 mm of stain-
less steel. But it is well established that even such a mod-
est capsule perturbs the angular distribution from what 
would otherwise be a near perfect isotropic pattern. The 
neutrons emitted isotropically by a small amount of 252Cf 
source material exit the capsule in an anisotropic distribu-
tion with near cylindrical symmetry about the axis of the 
capsule [5,6]. When calibrating a fluence measuring device 
correction factors for the anisotropic emission of the 
source must be made [5-8]. Less well known is the impact 
on the neutron spectrum caused by neutron interactions in 
the source encapsulation. Whether the difference between 
a 1 mm and a 3 mm stainless steel container, or some 
other jacketing material, matters or not clearly depends on 
the detailed response function of the system. However, the 
lack of general guidance on what constitutes a lightly en-
capsulated source and the general neglect of the effect of 
encapsulation on the neutron spectrum in the scientific lit-
erature means it is difficult to make an informed judgment. 
In this work we take a step to resolving this dilemma by 
analyzing the effect of encapsulation on a specific system.
In Section 2 we present a simple analysis justifying why 
encapsulation needs to be considered in neutron metrolo-
gy and establishing that for common source types spec-
tral indices might be expected to exhibit a linear behavior 
with wall thickness. In Section 3 we draw on published re-
sults taken from a report [9] in which the authors were de-
liberately trying to moderate the spectrum of 252Cf and 
241Am/Be(α,n) sources as an alternative to using accelera-
tor facilities to obtain a variety of spectra for calibration of 
neutron dosimetry instruments. In particular we show how 
the mean energy from 252Cf surrounded by spherical shells 
scales roughly linearly with shell thickness. In real situa-
tions we are concerned with the full energy distribution, as 
modified by all reaction channels, and also with potential 
losses and gains to the number of neutrons emerging per 
initial source neutron. This was studied in Section 4 
through a series of Monte Carlo simulations using the Los 
Alamos MCNP6 code [9, 10]. The effects of spheres of 
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common materials were simulated, along with some com-
mon commercial encapsulations. Finally the spectrum 
modification was coupled to the Active Well Multiplicity 
Counter (AWCC) [12 detection efficiency, and the source 
encapsulation was modified to match the detection effi-
ciency of 240Pu. Manufactured cylindrical encapsulation 
was measured for verification.

2.	 A simple analysis

We might intuitively expect that simple spectral indices of the 
emergent neutron spectrum will vary linearly with the thick-
ness of the encapsulation when the thickness is small. Con-
sider as an example how the mean energy for a point emitter 
located at the centre of a thin spherical shell of encapsulating 
material will shift as a function of shell thickness under the 
approximation that the only reaction of significance taking 
place is elastic scattering. Because of the assumption that 
the source is lightly encapsulated the probability, ps, that a 
neutron will scatter on its way out is given, to first order, by

p ts s= Σ 1

where Σs  is the macroscopic scattering cross section of 
the shell material and t  is its thickness.
Thus, a fraction 1−( )ps  of neutrons emerge without scat-
tering and without suffering any energy loss. The neutrons 
that do scatter will lose on average an energy of half the 
amount of the maximum energy that can be transferred to 
the target nucleus as recoil kinetic energy under the addi-
tional assumption that the scattering is isotropic in the 
center of mass reference frame. Thus, we can write the 
mean fractional neutron energy loss, f , as

f
A

A
=

+( )
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1
2

where A  is the ratio of the mass of the target nucleus to 
that of the rest mass of the neutron. For an element we 
may take, to a good approximation, A  to be numerically 
equal to the molar mass in g.mol–1.
The mean energy of the scattered neutrons, E s , is conse-
quently lower than the mean energy, E s, of the emitting 
source and can be expressed as
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The mean energy of the emerging spectrum of neutrons, 
E ext , is formed from the contributions of both the unscat-
tered and scattered neutrons and becomes
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which upon rearrangement and substitution yields
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This formula predicts that for an idealized scattering capsule 
the mean emergent energy will fall linearly with wall thick-
ness. Real capsules can drop energies more effectively 

through inelastic processes and other channels such as 
(n,2n) interactions. The latter is also an example of a neutron 
gain process, in contrast (n,α) interactions are an example of 
a neutron loss process. Although we did not consider these 
kinds of interaction in the simple view presented, for a thin 
wall, the basic idea remains sound. Thus, we anticipate the 
ratio between the emergent mean energy and that of the 
ideal unencapsulated source to trend roughly as follows

R
E
E

btext= = −1

where b  is a coefficient specific to the composition and 
density of the wall material.

3.	 Illustration using literature data

Hsu and Chen [9] performed a series of calculations in 
which 252Cf was placed at the center of spheres of various 
radii and of various materials to see if they could create ref-
erence spectra that would be useful for calibrating health 
physics instruments. Spheres of radius 25.4, 50.8, 76.2, 
101.6, 153.2 and 203.2 mm were selected. Twelve materi-
als were studied Be, graphite, Al, Fe, Cu, Pb, LiD, H2O, 
D2O, polyethylene (CH2)n, glass and concrete. Neutron 
spectra at 500 mm from the center were computed. The 
results are presented graphically and are difficult to inter-
pret. Gains and losses are not quantified. The mean ener-
gy as a function of wall thickness is given numerically only 
in the case of copper. With zero wall thickness the mean 
energy is given as 2.54 MeV. This is far higher than the 
generally accepted value of about 2.12 to 2.13 MeV [2,3]. 
However, by forming the ratio of the emergent spectrum to 
the initiating spectrum we expect that this apparent bias 
will be largely suppressed. The data was fit to the form

R e bt= −

which reduces to the linear form (R bt≈ −1 ) expected for 
thin shell walls when bt 1.
In the present case the exponential fit produces an excellent 
fit across the whole range of spheres modeled with 
b mm= −0 0079 1.  and an R2 value of 0.99992, as evident in 
Figure 1. The uncertainty in the b value is unknown because 
uncertainties were not reported in the original work. It is also 
apparent from Figure 1 that a copper sphere with a radius 
greater than about 10 or 20 mm cannot be considered thin 
in the context of our earlier simple theoretical development. 
A radius (wall thickness) of a few mm falls in the linear range 
and we see that to get a 1% shift in mean energy requires a 
wall thickness of about 0 01 0 0079 1 27. / . .=  mm of Cu; this 
equates to a shift of about 21 keV in the mean energy. For 
the HLNCC-II [13], a common thermal well counter with a 
single ring of 3He filled proportional counters, the fractional 
change in detection efficiency in the vicinity of 2 MeV is 
about 17% per MeV [14]. Thus a 21 keV reduction in mean 
energy translates into a projected relative increase in effi-
ciency of about 0.36% (from about 0.1750 counts per neu-
tron to about 0.1756 counts per neutron. This is a change 
which is readily measureable.
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4.	 Detailed modeling

Although instructive the results of Hsu and Chen do not 
cover the range of interest relevant to our present discus-
sion – which is the use of lightly encapsulated sources typ-
ical of those obtained from a variety of vendors and used 
routinely in safeguards laboratories. For this reason we 
performed a series of focused Monte Carlo simulations. 
These calculations give not only the mean energy shift but 
the shape of the spectrum and also allow losses and gains 
to be tallied.
The model used the MCNP6.1.1b default energy spec-
trum of spontaneous fission of 252Cf with a mean energy 
of 2.13 Mev, corresponding to Watt spectrum parameters 
of a=1.180 MeV and b=1.03419 MeV–1 . Coincidence 
counting was not simulated, so default physics options 
including non-analog transport were used. The neutrons 
were started at a point source at the origin. The energy 
was tallied over a sphere centered at the origin with a ra-
dius of 300 mm. Figure 2 shows the average energy of 

neutrons crossing this sphere as a function of thickness 
of copper. The results of Hsu are also included in the fig-
ure, and both show the same general trend. The mean 
energy of prompt fission neutrons from 240Pu spontane-
ous fission, again using the default MCNP6.1.1b sponta-
neous fission energy spectrum is 1.93 MeV. Using the ex-
ponential relationship shown in Figure 2, we would 
require a sphere of 13.9mm copper thickness to produce 
an average energy equal to that of a notional bare 240Pu 
source.
Table 1 shows the gains, losses, net neutrons, and aver-
age energy, for spheres of the materials calculated in 
MCNP for thicknesses between 1 and 20 cm. The gains, 
losses, and net values are per source neutron. Lead has 
the least effect on the average energy while polyethylene 
has the most. Beryllium’s (n.2n) reaction causes a 6.5% in-
crease in emitted neutrons at a thickness of 15 cm. Stain-
less steel has a negligible net intensity effect but a poten-
tially significant energy effect at the thicknesses of 
common encapsulations.

Figure 1: Plot of mean energy ratio, R, as a function of moderator 
radius, t, taken from [9] for the case of 252Cf at the center of Cu 
spheres along with the fitted result.

Figure 2: Comparison of our MCNP calculations and the results 
of Hsu et al [9] interpreted as a relative energy to remove the obvi-
ous mean energy discrepancy in that work.

Aluminum

Spherical Radius (cm) Gains Losses Net Average energy (MeV)
1 6.28*10–7 3.82*10–4 1.00*100 2.07*100

2 1.22*10–6 7.50*10–4 9.99*10–1 2.02*100

3 1.73*10–6 1.11*10–3 9.99*10–1 1.96*100

4 2.22*10–6 1.45*10–3 9.99*10–1 1.91*100

5 2.64*10–6 1.79*10–3 9.98*10–1 1.85*100

10 4.25*10–6 3.33*10–3 9.97*10–1 1.58*100

15 5.71*10–6 4.70*10–3 9.95*10–1 1.32*100

20 6.66*10–6 6.00*10–3 9.94*10–1 1.08*100
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Beryllium

Spherical Radius (cm) Gains Losses Net Average energy (MeV)
1 3.07*10–2 2.00*10–2 1.01*100 2.00*100

2 5.87*10–2 3.83*10–2 1.02*100 1.87*100

3 8.41*10–2 5.50*10–2 1.03*100 1.74*100

4 1.07*10–1 7.05*10–2 1.04*100 1.60*100

5 1.28*10–1 8.50*10–2 1.04*100 1.47*100

10 2.02*10–1 1.37*10–1 1.06*100 8.78*10–1

15 2.43*10–1 1.78*10–1 1.07*100 4.79*10–1

20 2.65*10–1 2.28*10–1 1.04*100 2.48*10–1

Concrete

Spherical Radius (cm) Gains Losses Net Average energy (MeV)
1 8.84*10–7 9.42*10–4 9.99*10–1 2.05*100

2 1.47*10–6 1.85*10–3 9.98*10–1 1.97*100

3 2.06*10–6 2.74*10–3 9.97*10–1 1.88*100

4 2.72*10–6 3.61*10–3 9.96*10–1 1.80*100

5 3.21*10–6 4.48*10–3 9.96*10–1 1.71*100

10 1.04*10–5 1.27*10–2 9.87*10–1 1.29*100

15 6.38*10–4 4.96*10–2 9.50*10–1 9.21*10–1

20 5.81*10–3 1.38*10–1 8.62*10–1 6.41*10–1

Copper

Spherical Radius (cm) Gains Losses Net Average energy (MeV)
1 5.19*10–5 2.22*10–3 9.98*10–1 1.98*100

2 9.91*10–5 4.61*10–3 9.95*10–1 1.84*100

3 1.42*10–4 7.22*10–3 9.93*10–1 1.70*100

4 1.82*10–4 1.01*10–2 9.90*10–1 1.58*100

5 2.14*10–4 1.32*10–2 9.87*10–1 1.46*100

10 3.25*10–4 3.48*10–2 9.65*10–1 9.75*10–1

15 3.82*10–4 7.05*10–2 9.30*10–1 6.47*10–1

20 4.07*10–4 1.25*10–1 8.75*10–1 4.26*10–1

Heavy water

Spherical Radius (cm) Gains Losses Net Average energy (MeV)
1 8.53*10–4 7.43*10–4 1.00*100 1.98*100

2 1.64*10–3 1.44*10–3 1.00*100 1.83*100

3 2.38*10–3 2.16*10–3 1.00*100 1.68*100

4 3.06*10–3 2.69*10–3 1.00*100 1.54*100

5 3.69*10–3 3.24*10–3 1.00*100 1.40*100

10 6.20*10–3 5.46*10–3 1.00*100 8.54*10–1

15 7.85*10–3 7.03*10–3 1.00*100 5.02*10–1

20 8.92*10–3 8.39*10–3 1.00*100 2.91*10–1

Iron

Spherical Radius (cm) Gains Losses Net Average energy (MeV)
1 3.25*10–5 8.69*10–4 9.99*10–1 2.02*100

2 6.05*10–5 1.70*10–3 9.98*10–1 1.91*100

3 8.59*10–5 2.56*10–3 9.97*10–1 1.80*100

4 1.10*10–4 3.41*10–3 9.97*10–1 1.70*100

5 1.31*10–4 4.28*10–3 9.96*10–1 1.60*100

10 2.03*10–4 8.90*10–3 9.91*10–1 1.18*100

15 2.43*10–4 1.40*10–2 9.86*10–1 8.79*10–1

20 2.61*10–4 2.05*10–2 9.80*10–1 6.77*10–1
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Glass

Spherical Radius (cm) Gains Losses Net Average energy (MeV)
1 7.80*10–7 1.23*10–3 9.99*10–1 2.09*100

2 1.34*10–6 2.43*10–3 9.98*10–1 2.04*100

3 2.14*10–6 3.62*10–3 9.96*10–1 1.99*100

4 2.84*10–6 4.78*10–3 9.95*10–1 1.95*100

5 3.53*10–6 5.92*10–3 9.94*10–1 1.90*100

10 6.15*10–6 1.12*10–2 9.89*10–1 1.65*100

15 8.30*10–6 1.59*10–2 9.84*10–1 1.39*100

20 9.46*10–6 2.00*10–2 9.80*10–1 1.14*100

Graphite

Spherical Radius (cm) Gains Losses Net Average energy (MeV)
1 0.00*100 1.37*10–4 1.00*100 2.08*100

2 0.00*100 2.66*10–4 1.00*100 2.02*100

3 0.00*100 3.87*10–4 1.00*100 1.96*100

4 0.00*100 5.01*10–4 9.99*10–1 1.90*100

5 0.00*100 6.09*10–4 9.99*10–1 1.84*100

10 0.00*100 1.06*10–3 9.99*10–1 1.50*100

15 0.00*100 1.42*10–3 9.99*10–1 1.17*100

20 0.00*100 1.92*10–3 9.98*10–1 8.67*10–1

Water

Spherical Radius (cm) Gains Losses Net Average energy (MeV)
1 0.00*100 3.28*10–4 1.00*100 1.94*100

2 0.00*100 8.30*10–4 9.99*10–1 1.75*100

3 0.00*100 3.11*10–3 9.97*10–1 1.57*100

4 0.00*100 1.14*10–2 9.89*10–1 1.41*100

5 0.00*100 3.06*10–2 9.69*10–1 1.25*100

10 6.62*10–8 3.06*10–1 6.94*10–1 6.93*10–1

15 1.99*10–8 6.25*10–1 3.75*10–1 3.79*10–1

20 1.99*10–8 8.17*10–1 1.83*10–1 2.08*10–1

Lead

Spherical Radius (cm) Gains Losses Net Average energy (MeV)
1 5.24*10–4 2.62*10–4 1.00*100 2.07*100

2 1.01*10–3 6.06*10–4 1.00*100 2.00*100

3 1.46*10–3 9.46*10–4 1.00*100 1.94*100

4 1.88*10–3 1.25*10–3 1.00*100 1.88*100

5 2.27*10–3 1.13*10–3 1.00*100 1.83*100

10 3.80*10–3 2.98*10–2 1.00*100 1.56*100

15 4.81*10–3 4.51*10–3 1.00*100 1.33*100

20 5.45*10–3 6.31*10–2 9.99*10–1 1.14*100

Lithium deuteride

Spherical Radius (cm) Gains Losses Net Average energy (MeV)
1 7.71*10–4 1.89*10–3 9.98*10–1 1.95*100

2 1.45*10–3 4.65*10–3 9.96*10–1 1.77*100

3 2.07*10–3 9.46*10–3 9.93*10–1 1.61*100

4 2.62*10–3 1.35*10–2 9.88*10–1 1.44*100

5 3.11*10–3 2.03*10–2 9.81*10–1 1.29*100

10 4.84*10–3 1.00*10–1 9.02*10–1 7.06*10–1

15 5.82*10–3 2.71*10–1 7.32*10–1 3.62*10–1

20 6.35*10–3 4.78*10–1 5.25*10–1 1.79*10–1
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Polyethylene

Spherical Radius (cm) Gains Losses Net Average energy (MeV)
1 0.00*100 8.30*10–5 1.00*100 1.89*100

2 0.00*100 9.10*10–4 9.99*10–1 1.66*100

3 0.00*100 7.62*10–3 9.92*10–1 1.44*100

4 0.00*100 2.98*10–2 9.70*10–1 1.25*100

5 0.00*100 7.39*10–2 9.26*10–1 1.08*100

10 0.00*100 4.81*10–1 5.19*10–1 5.02*10–1

15 0.00*100 7.83*10–1 2.17*10–1 2.34*10–1

20 0.00*100 9.14*10–1 8.59*10–2 1.12*10–1

Stainless Steel

Spherical Radius (cm) Gains Losses Net Average energy (MeV)
1 3.28*10–5 1.47*10–3 9.99*10–1 2.01*100

2 6.29*10–5 2.91*10–3 9.97*10–1 1.89*100

3 8.88*10–5 4.34*10–3 9.96*10–1 1.78*100

4 1.12*10–4 5.77*10–3 9.94*10–1 1.67*100

5 1.32*10–4 7.18*10–3 9.93*10–1 1.57*100

10 2.06*10–4 1.45*10–2 9.86*10–1 1.13*100

15 2.43*10–4 2.39*10–2 9.76*10–1 8.23*10–1

20 2.64*10–4 3.87*10–2 9.61*10–1 6.10*10–1

Table 1: Effects of spherical encapsulation of various materials on a Cf-252 source.

4.1	 Commercial encapsulation

While the previous information is interesting academically, 
most source encapsulation encountered is standard man-
ufactured capsules from source vendors. Variations in the 
capsules are introduced through spacers in the source 
cavity void, inner and outer capsules of different materials, 
and the inclusion of threaded studs or other modifications. 
304L Stainless steel is the most common capsule material 
in our experience, but Zircalloy-2 is also used.

Physical information about the capsules as simulated is de-
scribed in Table 2. The A3026 capsule is provided by Eck-
ert & Ziegler [15]. The FTC capsules are provided by 

Frontier Technology Corporation [16], where s denotes a 
shorter version of the capsule. The FTC 10 capsules are 
single encapsulation. The FTC 100 capsule is the second 
encapsulation that surrounds a FTC 10 capsule and both 
were included in the simulations. FTC 10 and FTC 100 are 
the equivalent of Savannah River National Laboratory’s SR-
Cf-1X and SR-CF-100 capsules respectively. X1 capsules 
are provided by Amersham, now known as QSA [17]. Ta-
ble 2 shows the physical characteristics and Table 3 shows 
the gains, losses, net, and average energy of the spectrum. 
Simulations demonstrated a negligible difference between 
304 and 304L SS, which is to be expected as only the con-
centration of carbon atoms (less than 1% overall) change.

Capsule Material Mass (g) Outer diameter (cm) Outer length (cm)
A3026 304 SS 18.4 0.942 3.6

FTC 10s 304L SS 1.7 0.551 1.19
FTC 10 304L SS 2.9 0.551 2.46

FTC 100 304L SS 15.9 0.942 3.76
Amersham X1 SS 3.1 0.782 0.98

Table 2: Common encapsulation’s physical characteristics.

Capsule Gains Losses Net Average energy (MeV)
A3026 1.816*10–5 7.563*10–4 9.993*10–1 2.067

FTC 10s 5.643*10–6 2.221*10–4 9.998*10–1 2.112
FTC 10 5.111*10–6 2.072*10–4 9.998*10–1 2.113

FTC 100 1.411*10–5 5.760*10–4 9.994*10–1 2.083
Amersham X1 1.012*10–5 4.476*10–4 9.996*10–1 2.100

Table 3: Common encapsulation’s effects on the emergent neutrons.
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Figure 3 shows the emission spectra of bare 240Pu and 
bare 252Cf together with the calculated spectrum from a 
point 252Cf source inside a 13.9 mm radius sphere of cop-
per. Although the mean energy can be easily matched, the 
spectra show that the shape of the tailored spectrum is 
non-the-less significantly different from that of 240Pu. 
Whether this is important depends on the nature of the 
measurement configuration and the objectives of the ex-
periment. For detectors with non-linear response functions 
matching the average energy is insufficient to match the 
measurement efficiency. For example a detector with a 
peak detection efficiency at 1 MeV will have a different effi-
ciency for neutrons at only 1 MeV compared to neutrons 
half at 0.5 MeV and half at 1.5 MeV.

4.2	 Effects in the AWCC

A complete analysis of the effects of encapsulation is de-
tector specific. The Active Well Coincidence Counter 
(AWCC) was simulated to find the encapsulation of 252Cf 
necessary to match the 240Pu efficiency and measure-
ments were made to verify the simulations. A plot of the 
simulation with one polyethylene shell is shown in Figure 4. 
A series of measurements were taken with cylindrical en-
capsulation of varying wall thicknesses of stainless steel, 
copper, and polyethylene. The encapsulations are shown 
in Figure 5. The 252Cf source was Isotope Product Labora-
tories’ A7-869 in the A3026 capsule. First, the exit spectra 
of the capsules were simulated. Then the measured and 
simulated ring ratios of the total neutron counts in the 
AWCC were compared. The AWCC non-linear detection 
efficiency as a function of neutron energy was simulated. 
Finally the AWCC measured and simulated efficiencies are 
compared, and an estimation of the encapsulation to 
match 240Pu efficiency is given.

The AWCC can operate in thermal mode without thermal 
neutron absorbers or in fast mode with cadmium liners 
and a nickel reflection ring. In fast mode the sample cavity 
cadmium liner reduces the count rate in high mass sam-
ples and the cadmium liners of the interrogation source 
ensure a high energy interrogation flux for better penetra-
tion of large samples. In this study the fast mode was 
used. The cadmium liners of 1.6 mm thickness absorb 
neutrons below about 0.7 eV.

The exit 252Cf spectra from the capsules are shown in Fig-
ure 6. The results show that increasing encapsulation am-
plifies the change in spectrum. The strong thermalization 
efficiency of polyethylene is demonstrated by the increas-
ing flux at lower energies, indicating a relatively bimodal 
distribution compared to the other materials. The absorp-
tion resonances in copper at 0.002 MeV and other ener-
gies can be seen.

The AWCC has two rings of 3He detectors at different 
depths of polyethylene as shown in Figure 7, so as neu-
trons in a specific energy range are moderated their 

detection efficiency by one ring goes up while the other 
goes down, dampening the change in overall detector effi-
ciency. This effect is more pronounced in neutron detec-
tors with more rings, while single ringed neutron detectors 
such as the HLNCC-II [13] are more susceptible to chang-
es in the source energy spectrum.

Figure 3: Normalized Spectra from bare 240Pu, bare 252Cf and 252Cf 
within a 13.9 mm copper sphere

Figure 4: MCNP6 simulation of the AWCC in fast mode with one 
polyethylene shell.

Figure 5: Encapsulations with wall thicknesses of 0.5 cm.
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The measurements and simulations of the ring ratio were 
compared to verify the accuracy of the simulations. Gener-
ally, the ratio of the neutron counts of the two AWCC rings 
indicates the detected neutron energy. Higher energy neu-
trons are more likely to reach the outer ring before being 
absorbed in the inner ring, and so the ratio of counts de-
tected depends on the energy spectrum emitted by the 

source. The ratio is independent of the source strength, 
which is a major source of uncertainty in comparing meas-
urements to MCNP simulations. The values were normal-
ized to the ratio of only the standard A3026 source encap-
sulation to remove bias in the simulation of the detector. 
The results are shown in Figure 8. The relative statistical 
uncertainty was too small to clearly plot and was less than 

Figure 6: Exit spectra of encapsulation. Note the log-log scale in the first figure. Individual materials are shown in a range of 0-3 MeV on 
a linear scale.

Figure 7: Top down view of the AWCC design. Figure 8: Measured and simulated AWCC ring ratios relative to 
the bare A7-869 source for various encapsulations.
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0.02% for measurements and 0.09% for simulations. The 
measurements and simulations agree within 2 standard 
deviations for all cases except the 2 cm shell thickness of 
copper. The strong agreement demonstrates that the sim-
ulation accurately simulates the measurement.

The AWCC response function, the efficiency as a function 
of neutron energy emitted by the source, was simulated 
and is shown in Figure 9. The AWCC response function 
demonstrates how a neutron spectrum’s mean energy 
does not directly correspond to the efficiency. A spectrum 
of neutrons half at 0.5 MeV and half at 2.5 MeV will have a 
lower efficiency than neutrons at their average of 1.5 MeV. 
The simulation shows that the peak efficiency is around 
1.2 MeV. The inner ring has a higher efficiency due to 
moderation and geometric considerations and its peak ef-
ficiency occurs at a neutron energy of about 0.6 MeV while 
the outer ring peak efficiency occurs at about 2.1 MeV.

Finally, measurements and simulations of the AWCC de-
tection efficiency can be compared to demonstrate the en-
capsulation’s effect on the detector response. Agreement 
of measurements and simulations indicates the accuracy 
of the simulations. The simulations can then be used to 
model measurements that were unavailable to perform 
physically, like a bare 252Cf source with no encapsulation. It 
is important to compare encapsulation’s effects on detec-
tion efficiency, not on average energy. The result of the 
comparison is shown in Figure 10 and is normalized to the 
efficiency of the A7-869 source in the A3026 capsule. The 
relative uncertainties were 0.07% for the simulations and 
0.02% for the measurements, which are too small to ap-
pear in the figure.

The 252Cf encapsulation required to match the detection ef-
ficiency of 240Pu was calculated. The simulations of a bare 
240Pu source and a bare 252Cf source give relative efficien-
cies of 0.992 and 0.980, compared to 252Cf in an A3026 
capsule. The difference between the absolute detection 

efficiency of 252Cf and 240Pu is 0.23%, but the values of ab-
solute detection efficiency are not reported because of un-
certainties in the source strength and bias in the simula-
tions. Adding the A3026 capsule increases the relative 
efficiency to 1, and an additional 0.5cm of polyethylene 
around the A3026 capsule reduces the relative efficiency to 
0.986, which differs from the 240Pu relative efficiency by 
-0.006 and differs by a 240Pu absolute efficiency of -0.13%. 
A polyethylene shell thickness of 0.35cm gives a relative ef-
ficiency of 0.992 compared to A3026 encapsulation. The 
absolute efficiency differs from that of 240Pu by 0.004% 
which is within one sigma uncertainty. In other words, 
0.35cm of polyethylene around a 252Cf source in an A3026 
capsule will match the AWCC detection efficiency of 240Pu.

5.	 Conclusion

A few mm of metallic encapsulation influences the energy 
spectrum emerging from 252Cf to a degree that is measur-
able in safeguards systems. This also means that the aver-
age energy of a point 252Cf spontaneous fission neutron 
source can be tailored to match any lower value. This is a 
useful feature to exploit when using 252Cf to measure the 
neutron detector efficiency as a surrogate for Pu sources 
in cases where the detector response is a simple function 
of energy. The modified spectrum however shows signifi-
cant differences from a Pu spectrum with the same aver-
age energy and thus is unlikely to be adequate for detec-
tors with strongly non-linear energy efficiency profiles. In 
non-linear response detectors such as the Active Well Co-
incidence Counter, Monte Carlo simulations can be used 
to calculate the encapsulation needed. In the AWCC a cy-
lindrical encapsulation of polyethylene around an A7-series 
source with a wall thickness of 0.35cm will match the effi-
ciency of a bare 240Pu pure fission source. Conversely, this 
information shows the effects of unwanted encapsulation 
and guides the user towards a decision about an encap-
sulation being ‘neutronically light’.

Figure 10: Simulated and measured efficiencies normalized to the 
A7-869 source in A3026 encapsulation.

Figure 9: AWCC response function.
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Abstract

The verification of spent fuel assemblies is among the ac-
tivities conducted during a safeguards inspection, and 
several non-destructive assay techniques are being devel-
oped to improve the accuracy of existing methods. Among 
other techniques, the self-indication neutron resonance 
densitometry (SINRD) relies on the passive neutron emis-
sion from the spent fuel assemblies. Previous research 
conducted at SCK•CEN found that the optimal configura-
tion was obtained with the fuel kept in air and surrounded 
by a polyethylene slab.

The SINRD technique was proposed mainly for the direct 
quantification of the 239Pu mass in spent fuel, whereas this 
contribution is focused on the potential to detect the diver-
sion of fuel pins from a spent fuel assembly. First, the de-
tector responses of several fission chambers placed in the 
guide tubes of a PWR 17x17 fuel assembly were calculated 
with the Monte Carlo code MCNPX. Different fissile materi-
al coatings (e.g. 239Pu, 238U) were taken into account to 
consider detectors mostly sensitive to thermal and fast 
neutrons. In addition, the response to ionization chambers 
was modelled for the detection of gamma-rays. Fuel as-
semblies with material compositions corresponding to dif-
ferent initial enrichment, burnup, and cooling time were 
modelled to evaluate the sensitivity of the detector re-
sponses to the fuel irradiation history.

The detector responses were calculated also for several di-
version scenarios where fuel pins from a complete fuel as-
sembly were replaced with dummies made of stainless 
steel. The diversions ranged from 15% to 50% of the total 
pins. The detector responses obtained from the diversion 
cases were compared to the values for the complete fuel 
assemblies to determine the capability of SINRD to detect 
the diversion of fuel pins. Promising results were obtained 
by combining the responses of the different detector types.

Keywords: SINRD, spent fuel, NDA, partial defect, Monte 
Carlo

1.	 Introduction

A technical objective of nuclear safeguards is to ensure 
the detection of the diversion of nuclear material from 
peaceful applications to the manufacture of nuclear weap-
ons (IAEA, 1972).

Safeguards inspections are carried out by the International 
Atomic Energy Agency (IAEA) in the countries signatories 
of the Non-Proliferation Treaty (NPT) (IAEA, 1970). Since 
most of nuclear material placed under safeguards is in the 
form of spent fuel, the verification of this material is of ma-
jor interest for the IAEA (IAEA, 2013).

However, the measurement of spent fuel presents many 
challenges due to its very high radiation emission and de-
cay heat. Currently the spent fuel verification is performed 
with non-destructive assay (NDA) techniques such as the 
digital Cherenkov viewing device (DCVD) (Chen et al., 
2003), (Chen et al., 2009), (Branger et al., 2014), the spent 
fuel attribute tester (SFAT) (Arit et al., 1995), (Honkamaa et 
al., 2003), and the Fork detector (Rinard et al., 1988), 
(Borella et al., 2011). In addition, many other NDA tech-
niques are under development to improve the accuracy of 
the verification (Tobin et al., 2011).

This contribution is focused on the capabilities of the self-
indication neutron resonance densitometry (SINRD) (Men-
love et al., 1969) for the detection of diversion from a spent 
fuel assembly. The basic principle of SINRD is described 
with the Monte Carlo models used in the study. Then the 
overview of the simulations is given, considering both 
complete fuel assemblies and diversion scenarios, and the 
capabilities of SINRD for this application are discussed. Fi-
nally the conclusions are presented with an outlook on fu-
ture research.

2.	 Description of the SINRD technique

The self-indication neutron resonance densitometry is a non-
destructive assay technique that relies on the spontaneous 
neutron emission of spent nuclear fuel (LaFleur, 2011), (LaF-
leur et al., 2015), (Rossa et al., 2015), (Rossa, 2016).

The basic principle of SINRD is described in Figure 1. The to-
tal cross-section for neutron-induced reaction of 239Pu is plot-
ted with the transmission of a neutron flux through samples 
containing different percentages of 239Pu. The transmission 
values were calculated with Monte Carlo simulations consid-
ering a sample of 239Pu with density and dimensions equal to 
a PWR fuel pin. It is evident from the figure that the attenua-
tion of the neutron flux is related to the amount of 239Pu in the 
sample. The SINRD technique aims at measuring the attenu-
ation of the neutron flux around the 0.3 eV region due to the 
presence of 239Pu in the fuel assembly. The neutron detection 
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in the 0.3 eV region is enhanced by using a fission chamber 
with 239Pu as fissile material, according to the self-indication 
principle (Fröhner et al., 1966).

The neutron flux in the 0.3 eV energy region is estimated 
with SINRD by taking the difference between the neutron 
counts of two 239Pu fission chambers. One detector is cov-
ered by a thin Gd filter, whereas the other detector is cov-
ered by a Cd filter. These materials were chosen because 
they have a cutoff in the neutron absorption below and 
above 0.3 eV, respectively.

In addition, the thermal neutron flux and fast neutron flux 
were estimated in this work by calculating the response of a 
bare 239Pu fission chamber and 238U fission chamber, 
respectively.

The approach for the study of the SINRD technique was 
extended in this paper by calculating the response of ioni-
zation chambers for the detection of gamma-rays. The 
multiple insertion of neutron and gamma-ray detectors in a 
fuel assembly was proposed for the PDET detector (Ham 
et al., 2009), (Ham et al., 2015), and can be beneficial also 
for the SINRD technique.

3.	 Model developed for the study

3.1	 Monte Carlo model

The capability of SINRD for the detection of partial defects 
was investigated in this article with Monte Carlo simulations. 
The Monte Carlo code MCNPX v.2.7.0 (Pelowitz, 2011) was 
used to simulate a PWR 17x17 fuel assembly stored in air 
and surrounded by a 12-cm slab of polyethylene to ensure 
neutron moderation. The model of the fuel assembly is 
shown in Figure 1. The fuel geometry chosen for the simula-
tion contains 264 fuel pins and 25 guide tubes. These are 
used for the insertion of control rods during the reactor op-
eration and provide enough room for neutron or gamma-ray 
detectors once the fuel is discharged.

The measurement setup chosen for this study can be rep-
resentative of an encapsulation plant where spent fuel with 
long cooling time is verified before the final disposal (Park 
et al., 2014).

3.2	 Calculation of the neutron detectors counts

The total counts of the neutron detectors (Nbare) were calcu-
lated with Formula (1) as the product between the coeffi-
cient CN, the incoming neutron flux (ϕN) and the microscopic 
cross-section (σDET) of the active material in the detector it-
self. The coefficient CN was calculated with Formula (2) as 
the product between the amount of fissile material in the de-
tector (nfiss), the total neutron emission from the spent fuel 
assembly (NE), and the measurement time (t). The Photonis 
CFUE43 fission chamber (Photonis, 2017) was taken as ref-
erence design, but the active length was increased to 2 m 
to obtain a fissile material mass of 263.89 mg (Rossa, 2016). 
This choice was made to maximize the count rate, whereas 
the technical feasibility of such detector will be included in 
future work. The total neutron emission was taken from the 
reference spent fuel library (Rossa et al., 2013), whereas the 
measurement time was set to one hour.

The neutron flux (ϕN) and the microscopic cross-section 
(σDET) included in Formula (1) are a function of the incoming 
neutron energy EN. The neutron flux was obtained from the 
MCNPX simulations and accounts also for the multiplica-
tion effect. The cross-section values were taken from the 
ENDF/B-VII.0 nuclear data library (Chadwick, 2006) and 
averaged over 600 logarithmically-interpolated energy bins 
between 10−9 and 20 MeV. The fission cross-sections of 
239Pu and 238U were used to model detectors sensitive 
mainly to thermal and fast neutrons, respectively.

	 N C E E dEbare N

E

N N DET N N

N

= ( ) ( )∫j s � (1)

	 C n N tN fiss E= � (2)

Figure 1: Total cross-section of 239Pu and transmission of a neu-
tron flux through samples containing 239Pu. The cross-section val-
ues were obtained from the ENDF/B-VII.0 data library, whereas 
the transmission was calculated with Monte Carlo simulations.

Figure 2: MCNPX model of the fuel assembly used for the study. 
The fuel pins are depicted in black, the peripheral guide tubes in 
yellow, and the central guide tubes in red.
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The presence of a thin Gd or Cd filter around the 239Pu fis-
sion chamber was accounted for with Formula (3), where nfil 
and σfil are the atom density and cross-section of the filter.

	 N C E E e dEfil N

E

N N DET N
n E

N

N

fil fil N= ( ) ( )∫ −j s s ( ) � (3)

The neutron counts in the energy region close to 0.3 eV 
were calculated as the difference between the counts of 
two fission chambers, one covered by a Gd filter and one 
covered by a Cd filter.

The uncertainty of the neutron counts for the different de-
tectors was estimated as the square root of the corre-
sponding neutron count.

3.3	 �Calculation of the gamma-ray detectors 
response

The gamma-ray detector response (P) was calculated with 
Formula (4) as the product between the coefficient CP, the 
gamma-ray flux (ϕP) and the response function of the de-
tector (fDET). The coefficient CP is the product between the 
total photon emission from the spent fuel assembly and 
the measurement time. The total photon emission was tak-
en from (Rossa et al., 2013) and the measurement time 
was set to one hour as for the neutron measurements.

The photon flux (ϕP) and response function (fDET) were ob-
tained from MCNPX simulations and are function of the in-
coming gamma-ray energy Eγ. The photon flux was calcu-
lated in the guide tubes with the model of the spent fuel 
described in Section 3.1, whereas the response function 
was obtained by modelling the detector alone as an alu-
minum cylinder filled with nitrogen. The transport of both 
photons and electrons was simulated to obtain the re-
sponse function (fDET), which was calculated as the energy 
deposition tally (F6 type) in the gas-filled cavity. The energy 
range of the source term was divided into 23 bins from 
50 keV to 5 MeV, and separate simulations were per-
formed defining the source with a uniform histogram distri-
bution over a single energy bin.

	 P C E f E dEP

E

P DET= ( ) ( )∫
g

j g g g � (4)

The statistical uncertainty of the gamma-ray detector re-
sponse was neglected since ionization chambers are nor-
mally operated in current mode and reach a stable signal 
well within the considered measurement time.

4.	 Overview of the performed simulations

4.1	 Complete fuel assemblies

The simulations performed for this study considered both 
complete fuel assemblies and assemblies with diverted 
pins. In the case of a complete fuel assembly the fuel pins 
are identical in material composition and source strength, 

and these characteristics were taken from the reference 
spent fuel library (Rossa et al., 2013), (Borella et al., 2015). 
The sensitivity of the detector responses to the fuel irradia-
tion history was evaluated by considering fuel assemblies 
with material composition and source strength corre-
sponding to:

•	initial enrichments: 2.0, 2.5, 3.0, 3.5, 4.0, 4.5, and 5.0%;

•	burnup: 5, 10, 15, 20, 30, 40, and 60 GWd/tHM.

The range of initial enrichment and burnup was chosen to 
represent the majority of operating conditions of current 
PWR reactors and it is in line with previous research (Trel-
lue et al., 2010), (Borella et al., 2015).

4.2	 Diversion scenarios

In the diversion cases the fuel pins were replaced by dum-
mies made of stainless steel with the same dimensions of 
a fuel pin. The diversion scenarios are shown in Figure 3 
and the replaced pins were between 50% and 15% of the 
fuel pins in a fuel assembly. The diversion scenarios were 
symmetrical since it resulted from previous work as the 
most challenging pattern to detect (Sitaraman et al., 2009), 
(Rossa, 2016). Nevertheless, it is worth noting that dummy 
pins placed in the outer section of the assembly may be 
easy to detect by visual inspection due to the optical alter-
ation of the spent fuel pins through irradiation.

For the simulations with the diversion scenarios the fuel 
pins had a material composition and source strength cor-
responding to fuel with the following:

•	2% initial enrichment and 30 GWd/tHM burnup;

•	3.5% initial enrichment and 10, 30, or 60 GWd/tHM 
burnup;

•	5% initial enrichment and 30 GWd/tHM burnup.

In all simulations included in this contribution the fuel pins 
had a cooling time of 5 years.

5.	 Results

5.1	 Complete fuel assemblies

For each simulation in this study the detectors responses 
calculated according to the approach described in Sec-
tions 3.2 and 3.3 were normalized to the value obtained in 
the central guide tube. In addition, the guide tubes were 
divided for this study into 16 peripheral and 9 central guide 
tubes depending on the geometrical location in the fuel 
assembly. The two groups are identified in Figure 1 by dif-
ferent colors. The average detector responses were calcu-
lated in the two guide tubes groups.

The average detector responses obtained in the cases 
with complete fuel assemblies were used to establish a 
reference band associated to each type of detector re-
sponse (i.e. thermal neutrons, resonance region neutrons, 
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Central guide tubes Peripheral guide tubes
Low boundary High boundary Low boundary High boundary

Thermal neutrons 1.153 1.263 1.695 2.298

Resonance region neutrons 1.122 1.271 1.576 2.290

Fast neutrons 0.862 1.090 0.802 0.977

Gamma-rays 0.985 0.987 0.904 0.912

Table 1: Normalized detector responses calculated for the complete fuel assemblies for thermal neutrons, neutrons around the 0.3 eV region, 
fast neutrons, and gamma-rays. The low and high boundaries are given for the nine central guide tubes and the sixteen peripheral guide tubes.

fast neutrons, gamma-rays). The low and high boundaries 
are reported in Table 1 for the nine central guide tubes and 
for the sixteen peripheral guide tubes. In order to obtain 
the low boundaries for the neutron detectors in Table 1, 
the minimum detector responses obtained in the whole set 
of complete fuel assemblies were further decreased by the 
1-σ value to account for uncertainty. Similarly the high 
boundaries were obtained by increasing by 1-σ the maxi-
mum values obtained for each detector type. The bounda-
ries for the gamma-ray detector were taken as the 

minimum and maximum detector responses obtained in 
the whole set of complete fuel assemblies.

Both boundaries for thermal and resonance region neu-
trons are lower for the central guide tubes compared to 
the peripheral guide tubes, whereas the opposite occurs 
for fast neutrons and gamma-rays. In general the width of 
the reference band is larger for peripheral guide tubes 
compared to central guide tubes, and it is significantly 
larger for neutron than for gamma-ray detectors.

Figure 3: Overview of the diversion scenarios. The fuel pins are depicted in white, the dummy pins in grey, and the guide tubes with crosses.
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5.2	 Diversion scenarios

The average detector responses obtained for the diversion 
scenarios were compared to the reference bands shown 
in Table 1, and the values that fell outside these bands sig-
naled possible diversion cases. Figures 4-7 show the nor-
malized detector responses calculated for the diversion 
scenarios for the different detector types. The results are 
the average values for the nine central guide tubes and for 
the sixteen peripheral guide tubes.

The results for the thermal neutron detectors show that 
most of the diversion cases fall within the reference band 
of the complete fuel assemblies. Only for diversion with 
fuel with 5% initial enrichment the detector responses are 
above the high boundaries both for central and peripheral 
guide tubes.

Considering the detectors measuring neutrons around the 
0.3 eV resonance region (Figure 5), most of the diversions 
with fuel assemblies with initial enrichment of 5% fall out-
side the reference band. In addition, also some scenarios 
with 50% of replaced pins from fuel with 3.5% initial en-
richment and burnup larger than 30 GWd/t have values 
above the reference band.

The results for the fast neutron detectors show that for all 
diversion scenarios the average values for the central 
guide tubes are within the reference band. The average 
detector responses for the peripheral guide tubes are low-
er than the reference band for some scenarios with 50% 
and 30% of replaced pins. In all cases there is not a signif-
icant difference due to the fuel irradiation history.

Figure 7 shows that for all diversion scenarios the average 
responses of the gamma-ray detectors are outside the ref-
erence band of the complete fuel assemblies. The periph-
eral guide tubes are the most affected by the replacement 
of fuel pins. As in the case of fast neutron detectors, the ir-
radiation history of the fuel assembly does not influence 
significantly the results. By comparing the different detec-
tor types, the gamma-ray detectors show a larger variation 
due to the fuel pins diversion compared to the neutron 
detectors.

The reference bands reported in the figures in this section 
were calculated for fuel assemblies with uniform composi-
tion. Variation of burnup among pins due to core loading 
strategies might have a noticeable impact on the bands 
and needs to be investigated.

Figure 4: Normalized detector responses for thermal neutrons in the different diversion scenarios. The average value for central guide 
tubes (left), and peripheral guide tubes (right) are shown. The lower and upper boundaries for the cases with complete fuel assemblies are 
also reported.



59

ESARDA BULLETIN, No. 54, June 2017

Figure 5: Normalized detector responses for neutrons around the 0.3 eV resonance region in the different diversion scenarios. The aver-
age value for central guide tubes (left), and peripheral guide tubes (right) are shown. The lower and upper boundaries for the cases with 
complete fuel assemblies are also reported.

Figure 6: Normalized detector responses for fast neutrons in the different diversion scenarios. The average value for central guide tubes 
(left), and peripheral guide tubes (right) are shown. The lower and upper boundaries for the cases with complete fuel assemblies are also 
reported.
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6.	 Conclusions

The capabilities of SINRD to detect the substitution of met-
al pins for fuel pins from a complete assembly were inves-
tigated in this paper. The neutron and gamma-ray fluxes 
were estimated in the guide tubes of a PWR fuel assembly 
to mimic the use of multiple detectors during the measure-
ments. The response of detectors sensitive mainly to ther-
mal neutrons, neutrons with energy around 0.3 eV, fast 
neutrons, and gamma-rays were considered.

A first series of simulations concerned complete fuel as-
semblies with different irradiation histories to estimate the 
influence of initial enrichment, burnup, and cooling time on 
the detector responses. The results from the complete fuel 
assemblies were used to identify a reference band of val-
ues obtained for complete fuel assemblies. The values cal-
culated for the diversion scenarios were then compared 
with the reference bands of each detector type, and the 
values that fell outside the reference bands were an indica-
tion of diversion.

The peripheral guide tubes in almost all scenarios were 
the most affected by the fuel pins diversion and were 
outside the reference bands for multiple detector types. 
For all diversion scenarios the average gamma-ray de-
tector response for the guide tubes was outside the ref-
erence band, whereas for some diversion cases with 
50% and 30% of replaced pins also the values for neu-
tron detectors were outside the reference bands. Over-
all the gamma-ray detectors showed a larger change 
due to the diversion of pins compared to the neutron 
detectors.

Future work will continue the assessment of the SINRD 
technique for the detection of fuel pins diversion by con-
sidering additional diversion scenarios and other ap-
proaches to the data analysis. The comparison among dif-
ferent NDA techniques for the same diversion scenarios is 
also foreseen.

7.	 Legal matters

7.1	 �Privacy regulations and protection of personal 
data

“I agree that ESARDA may print my name/contact data/
photograph/article in the ESARDA Bulletin/Symposium 
proceedings or any other ESARDA publications and when 
necessary for any other purposes connected with ESAR-
DA activities.”

7.2	 Copyright

The authors agree that submission of an article automati-
cally authorises ESARDA to publish the work/article in 
whole or in part in all ESARDA publications – the bulletin, 
meeting proceedings, and on the website. The authors de-
clare that their work/article is original and not a violation or 
infringement of any existing copyright.
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Abstract:

Today’s international nuclear safeguards inspectors have ac-
cess to an increasing volume of supplemental information 
about the facilities under their purview, including commercial 
satellite imagery, nuclear trade data, open source informa-
tion, and results from previous safeguards activities. In addi-
tion to completing traditional in-field safeguards activities, in-
spectors are now responsible for being able to act upon this 
growing corpus of supplemental safeguards-relevant data 
and for maintaining situational awareness of unusual activi-
ties taking place in their environment. However, cognitive sci-
ence research suggests that maintaining too much informa-
tion can be detrimental to a user’s understanding, and 
externalizing information (for example, to a mobile device) to 
reduce cognitive burden can decrease cognitive function re-
lated to memory, navigation, and attention.

Given this dichotomy, how can international nuclear safe-
guards inspectors better synthesize information to en-
hance situational awareness, decision making, and perfor-
mance in the field? This paper examines literature from the 
fields of cognitive science and human factors in the areas 
of wayfinding, situational awareness, equipment and tech-
nical assistance, and knowledge transfer, and describes 
the implications for the provision of, and interaction with, 
safeguards-relevant information for international nuclear 
safeguards inspectors working in the field.

Keywords: safeguards; inspection; cognition; information

1.	 Introduction

In today’s information age, more safeguards-relevant data 
is available for International Atomic Energy Agency (IAEA) 
nuclear safeguards inspectors than ever before. Inspectors 
are not only responsible for an increasing number of nu-
clear facilities as the number of safeguarded facilities con-
tinues to grow around the world, but more information 
about those facilities is available. This increased informa-
tion availability is in part due to enhanced reporting re-
quirements under the Additional Protocol, but also due to 
the unprecedented growth in availability and diversity of 
open source information. Providing this information alone 
is unlikely to support more effective safeguards inspec-
tions. More important, for both the traditional and 

emerging sources of information that can be used to sup-
port IAEA safeguards inspections, is the actionable provi-
sion of that information – providing the right information, in 
the right format, at the right time.

Since at least the 1990s, proposals have been brought 
forward to provide advanced information technology plat-
forms for IAEA safeguards inspectors. Some of these pro-
posals, such as deploying Agency laptops with inspectors, 
have become a reality and now a norm. Other proposals 
such as the integration of mobile touch screen devices like 
tablet computers or smart phones into inspection informa-
tion collection or documentation, or the use of 3D holo-
graphic displays, have been more futuristic and less likely 
to be deployed near-term [for example, references 1, 2, 3]. 
Meanwhile, new software products have been developed 
or commercially procured by the Department of Safe-
guards to support information collection, analysis, and 
processing both at Headquarters and in the field [4, 5, 6, 7, 
8]. While these tools appear to have preliminary positive 
results, there has been little evidence of formal assess-
ments of how these tools impact a safeguards inspector’s 
or analyst’s cognition of the safeguards information being 
presented.

In this paper, we will explore unique insights from the 
cognitive science and human factors communities as 
they apply to international safeguards inspector use of, 
and interaction with, information during in-field activities. 
We focus on traditional in-field safeguards activities relat-
ed to nuclear material accounting and design information 
verification with the understanding that findings might 
also be highly applicable to safeguards activities con-
ducted under complementary access. To identify the 
cognitive science and human factors principles most rel-
evant for international nuclear safeguards activities, we 
first catalogued the most common safeguards activities 
conducted in the field. We then documented procedures 
for commonly used equipment or activities, and the infor-
mation available to inspectors while conducting those ac-
tivities. General categories of safeguards activities includ-
ed, for example, destructive sampling, visual observation, 
and the use of safeguards equipment for non-destructive 
measurements of radioactive materials. From the cata-
logue of in-field safeguards activities and their relevant in-
formation environments, a list of relevant cognitive 
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science and human factors concepts was assembled 
which included the following areas of study:

•	Wayfinding;

•	Inattentional blindness;

•	Situational awareness;

•	Equipment troubleshooting; and

•	Knowledge transfer.

In addition to these cognitive science and human fac-
tors concepts relevant for safeguards tasks, a few com-
mon themes were identif ied that span across safe-
guards activities, including operation in one’s non-native 
language, exhaustion, stress due to time constraints, 
and operation in industrial environments. While these 
factors were also considered relevant to effective execu-
tion of international safeguards activities in the field, 
their pervasiveness and the difficulty to ameliorate them 
within international safeguards inspection scenarios led 
to removal from consideration in this aspect of our 
research.

In this paper, we will describe each of the selected cogni-
tive science and human factors areas of study in turn, in-
cluding a discussion of their relevance to safeguards activ-
ities and the current understanding of best principles or 
practices that may influence how to interpret their findings 
for international nuclear safeguards.

2.	 �Application of Cognitive Science and 
Human Factors Literature to International 
Nuclear Safeguards

Cognitive science and human factors are scientific fields 
that study human behavior, activity, and learning from 
two distinct perspectives. For the purposes of this re-
search, cognitive science studies human thought, learn-
ing, and mental organization related to how individuals 
interact with and understand information related to in-
ternational nuclear safeguards inspection activities. Hu-
man factors, on the other hand, studies human interac-
tions with a system (such as a safeguards procedure or 
piece of equipment) and can impact how individuals act 
in their physical environment based upon information 
they are provided. Thus, both disciplines can provide 
unique insight into effective and efficient means to pro-
vide information to international nuclear safeguards in-
spectors working in the field.

2.1	 Wayfinding

Wayfinding is a form of spatial cognition in which people 
determine where they are in an environment and how to 
navigate to where they want to go [9]. Wayfinding can in-
clude navigation by map, landmarks, or verbal/written di-
rections outdoors or indoors.

2.1.1	 Wayfinding for International Safeguards

When safeguards inspectors move from one part of a fa-
cility to another, they must rely on their wayfinding skills to 
effectively navigate a nuclear site or facility. This includes 
both indoor and outdoor navigation. For outdoor naviga-
tion, inspectors can have access to the global positioning 
system (GPS), maps with landmarks, or other aids. In-
doors, inspectors rely on a facility map or their own men-
tal map of the facility based on previous experience. Even 
if they are being escorted by an operator, inspectors 
should be aware of where they are so that they can effi-
ciently go from one area to another within a facility and 
ensure that they are being taken to the correct location. 
They should also be able to note if routes taken at a site 
or facility appear circuitous or seem to avoid areas that 
were previously on the regular route (which may be cause 
for follow-up questions).

2.1.2	 Theoretical Background of Wayfinding Research

Some prior studies have potential relevance for internation-
al nuclear safeguards inspections. Several studies [10, 11, 
12] have attempted to compare wayfinding using paper 
maps to wayfinding using mobile maps or GPS devices. 
These studies have had mixed results, with some finding 
that users took longer to reach their destinations when us-
ing a paper map [11] and others finding that participants 
took longer when using GPS [12]. The generalizability of 
the results of these studies is limited by factors such as 
small sample sizes [10], small screen sizes on the electron-
ic devices [12], and inexperience with mobile maps on the 
part of the participants [12]. In the years since these stud-
ies took place, increasing familiarity with mobile maps and 
GPS among the general population could lead to very dif-
ferent results. However, one finding that is likely to hold 
true is that mobile map users tend to have a poorer under-
standing of the overall layout of the area in which they are 
navigating [10]. A paper map provides participants with an 
overview of the area, an aspect of navigation that is often 
absent when people navigate using point-to-point direc-
tions provided by a navigation app. This finding indicates 
that safeguards inspectors may have very different mental 
models of a facility if they learn its layout by walking 
through it as opposed to studying blueprints or diagrams. 
This in turn may influence how they navigate through a site 
or facility and how they notice changes or discrepancies.

Another area of wayfinding research that applies directly to 
the safeguards domain addresses indoor navigation. This 
is an area of interest for researchers who are trying to un-
derstand how to help people navigate through complex 
buildings, such as hospitals, transportation hubs, or large 
shopping centers. While navigation apps and mobile maps 
have been widely adopted for outdoor use, these tools 
typically fail for indoor environments, where GPS does not 
work (due to signal weakness) and navigation landmarks 
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such as street names and numbers are absent. Research-
ers have attempted to address these problems by devel-
oping indoor navigation systems that use waypoints rather 
than continuous information about a person’s location. For 
example, Mulloni, Seichter and Schmalstieg [13] demon-
strated a system that provides turn-by-turn directions from 
one waypoint to another. In another study, Mulloni et al [14] 
used a similar system in which localization markers were 
used to help attendees navigate during a conference. Tri-
lateralization from Wi-Fi transmitters is also a possible so-
lution [see 15].

These navigation techniques might be applicable within 
the safeguards domain to help inspectors navigate a com-
plex facility. However, in any application of navigation aids, 
it is important to note that there are substantial individual 
differences in terms of how people navigate [16]. Indoor 
navigation systems must be designed so that they are ro-
bust to individual differences in the users’ spatial abilities 
and navigation preferences. Furthermore, indoor naviga-
tional aid deployment would require approval and cooper-
ation from the facility operator regarding placement of 
such markers, maintenance of their integrity, and the use 
of mobile technologies to engage or interpret them.

2.2	 Inattentional Blindness

Inattentional blindness, also known as “change blindness” 
or “perceptual blindness”, is the concept that the changing 
of certain stimuli, considered to be in plain sight, is missed 
by an observer. Studied to a relatively large extent within 
the academic psychological research community, it has 
sometimes been relegated to a status of marginal impor-
tance due to the historical difficultly of drawing practical in-
ferences from the research results [17]. However, human 
observers’ tendency to miss changes that occur right in 
front of them has been demonstrated repeatedly [18, 19].

2.2.1	 �Inattentional Blindness and International Safeguards

The discovery of Iraq’s nuclear weapons program the early 
1990’s led to a shift in international nuclear safeguards 
from the verification of solely the correctness of a state’s 
declaration, to verification of both the correctness and 
completeness (i.e., no undeclared nuclear activities) of the 
declaration. This led to a change in expectation that safe-
guards inspectors would become more investigative, and 
the incorporation of multiple visual observation and detec-
tion of anomaly tasks required as part of safeguards in-
spection activities. However, inattentional blindness re-
search indicates that even highly focused safeguards 
inspectors may miss key information from their environ-
ment. For example, one of the most well-known examples 
of inattentional blindness is from an experiment conducted 
by Daniel Simons and Christopher Chabris [20], in which 
the researchers documented a sustained period in which 
test subjects asked to count the number of ball passes be-
tween a select group of individuals failed to notice the 

presence of someone dancing in a gorilla suit in the scene. 
The experiment calls into question whether international 
safeguards inspectors focused on one type of data collec-
tion in the field might inadvertently miss critical information 
that could indicate anomalous or undeclared activities.

2.2.2	 �Theoretical Background of Inattentional Blindness 
Research

Recent research in the field of inattentional blindness has 
focused on humans in real-world contexts rather than lab-
oratory studies. This research is showing that change 
blindness occurs often and in many circumstances. One 
such study demonstrated that many observers failed to 
notice when a conversation partner was replaced in the 
middle of a real-life interaction [21, 22]. These research ef-
forts have established that attention is needed to see 
change, and that we possess a finite ability to focus our 
attention on our environment. Therefore, changes to se-
mantically central items in a scene are detected faster than 
changes elsewhere [18] which suggests that we assign 
preferential attention to certain objects based on context 
[23]. While attention is required for conscious change per-
ception, the focus of our attention can change frequently 
while viewing a scene. If a change occurs in the scene, we 
may miss it despite actively viewing the scene [24, 25].

Various studies in change detection have shown that only 
about four items can be monitored at a time. This sup-
ports other research which implies we possess only one 
mechanism for the formation and maintenance of coherent 
visual attention, primarily concerned with the perception of 
objects [26]. This research may have implications on how 
safeguards inspectors divide tasking within an area of a 
nuclear facility in order to limit over-burdening the brain’s 
visual observation capacity.

Additionally, scene representation plays a large part in our 
ability to visually attend to objects, and we only attend to 
what we need from the scene for the task at hand [25], re-
inforced by our experience with the stimuli being viewed. 
We usually do not need to mentally represent all the ob-
jects around us at any given time in order to make sense 
of our environment. Rather, we need only to represent the 
objects, and properties of those objects, involved in a task 
at hand. Thus it is possible that we operate with a dynamic 
representation of a scene that is highly sensitive to the de-
mands of the current task and the expectations of the ob-
server [27]. For safeguards inspectors working in the field, 
therefore, their mental models will appropriately shift be-
tween broad site-level understanding and smaller, more 
detailed visual representations needed to complete specif-
ic safeguards verification tasks.

Other studies in inattentional blindness indicate that the 
amount of knowledge or familiarity an individual possess-
es about the objects in any given scene influences their 
ability to detect changes to that object [28]. For example, 
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social drug users are more likely to detect changes to 
drug paraphernalia in photographs than are non-drug us-
ers [29] and American football experts are better able to 
spot changes to football scenes than are novices [30]. 
This has also been demonstrated regarding change de-
tection with people [21], for objects described to individu-
als about scenes they view afterwards [18], and objects of 
interest to the observer [31]. This means we detect chang-
es much more easily for objects we are familiar with or are 
told are of importance in a particular scene. In this con-
text, international nuclear safeguards inspectors would be 
expected to have higher than average change detection 
capabilities in nuclear facilities they are familiar with, but 
may still suffer from inattentional blindness to changes in 
a facility when focusing on a specific task or area not as-
sociated with the change.

2.3	 Situational Awareness

Situational awareness is the term used to describe a per-
son’s understanding of “what is going on” [32, 33]. This 
topic has received considerable research attention over 
the past three decades because it is a crucial component 
of human performance in any dynamic situation. Accord-
ing to the most widely-used model of situational aware-
ness, to perform efficiently humans must be able to 1) per-
ceive the important things in their environment, 2) 
understand them, and 3) be able to predict what will hap-
pen next [32].

2.3.1	 Situational Awareness for International Safeguards

The highly investigative and observational nature of inter-
national nuclear safeguards activities, combined with a po-
tentially hazardous working environment, makes inspector 
situational awareness crucial for their ability to safely and 
effectively observe anomalous or unusual activities during 
the course of their on-site activities. Inspectors must be 
aware not only of their current task at hand, but the opera-
tion of a nuclear facility or site that provides broader con-
text to their safeguards verification activities.

2.3.2	Situational Awareness Theory

A variety of methods have been employed for improving 
situational awareness. Experience is a key component of 
situational awareness, with more experienced individuals 
generally exhibiting higher levels of situational awareness 
[34]. Thus, training and knowledge transfer can directly in-
fluence situational awareness. The way in which informa-
tion is presented to an individual also has significant im-
pact on situational awareness, which has led to a great 
deal of research on how to visualize information for rapid 
consumption by the user [35, 36, 37, 38].

In general, the design of a system has a substantial impact 
on situational awareness. A well-designed system or tool 
should present the user with the right information at the 

right time and in the right format to support the compo-
nents of situational awareness: perception, comprehen-
sion, and projection. The details of these tasks are often 
domain-specific, so many researchers have focused on 
developing methodologies for understanding situational 
awareness within a specific operational context such as 
cyber defense [35], emergency medicine [39] and law en-
forcement [40].

Though situational awareness has not been explicitly stud-
ied in relation to international safeguards inspections, the 
techniques outlined above could be applied to under-
standing the components of situational awareness for dif-
ferent types of inspection activities. Once these compo-
nents have been identified, new technologies such as data 
visualizations or enhanced training techniques could be 
developed to improve inspectors’ situational awareness.

2.4	 Equipment Troubleshooting

Humans interact with systems such as technical equipment 
on a regular basis, most commonly via intuitive action/reac-
tion modes. This is especially true for people who are fre-
quent users of the equipment. However, when equipment 
malfunctions or breaks, use of that equipment can quickly 
become frustrating. User guides are not always straightfor-
ward or available, and often require the user to know the 
specific problem with the equipment in order to trouble-
shoot it effectively. Troubleshooting is a form of problem 
solving in which users “diagnose faulty systems and take 
direct, corrective action to eliminate any faults in order to 
return the systems to their normal states” [41].

2.4.1	 �Equipment Troubleshooting for International 
Safeguards Equipment

IAEA safeguards inspectors use a large variety of safe-
guards equipment depending on the activity they will be 
carrying out in the field and facility-specific requirements. 
Some equipment is brought with the inspector or shipped 
from IAEA headquarters, while other safeguards equip-
ment is stored on-site. While an inspector might only use a 
limited number of pieces of equipment for a specific safe-
guards inspection, there are many types of equipment that 
they might use over the course of their safeguards activi-
ties at different facilities or for different inspection types. In 
cases where maintenance is scheduled or an especially 
challenging piece of equipment will be used, a technician 
may accompany the inspector. However, inspectors often 
encounter equipment failure or malfunction during the 
course of routine use of equipment that they are required 
to resolve in the field.

2.4.2	 �Theoretical Foundations of Equipment 
Troubleshooting

Research in novice troubleshooting strategies tends to 
focus on structured representations of the system in 
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which large parts of the problem space can be discount-
ed early on [42]. This “pruning of the search tree” is much 
like the selective search carried out by expert chess play-
ers. The representation of the system as a functional hier-
archy can be used to facilitate their troubleshooting in 
some cases [43, 44, 45].

Kurland and Tenney posit that documentation provided for 
troubleshooting can be too difficult for a novice to extract, 
leading to information overload. In other cases, documen-
tation might not be available. According to research con-
ducted by Schaafstal [42] and Kurland and Tenney [46], 
challenges facing novice troubleshooters can come from 
one of two areas: 1) their limited experience with and un-
derstanding of the system, or 2) lack of a systematic ap-
proach in which robust and flexible troubleshooting strate-
gies are applied for goal-oriented problem solving. Both 
Shaafstal et al [42] and Jonassen and Hung [41] stress the 
importance of a training regimen for troubleshooting that 
includes both a systematic understanding of the equip-
ment at hand as well as a system-independent strategy for 
troubleshooting that prevents information overload and en-
sures a consistent troubleshooting approach across sys-
tems. For international safeguards inspectors, this will re-
quire training both on the safeguards equipment the 
inspectors will use in the field and equipment trouble-
shooting strategies that are equipment-agnostic.

2.5	 Knowledge Transfer

Knowledge transfer refers to sharing information and ex-
perience across different teams or parts of an organization 
[47]. This includes knowledge that individuals or teams 
have gained through experience, as well as routines and 
procedures that have been developed over time [48]. Insti-
tutional knowledge resides in many places, including indi-
viduals, organizational structures, operating procedures, 
institutional culture, tools and technologies, and in the in-
terrelationships created by combining individuals, tasks, 
and tools [47]. When one team hands off work to another, 
or when people move in or out of an organization, transfer-
ring knowledge is crucially important for maintaining conti-
nuity. Similarly, as new forms of institutional knowledge are 
acquired, they must be disseminated through the organi-
zation in order to improve the performance of the organi-
zation as a whole.

2.5.1	 �Knowledge Transfer for International Safeguards

Knowledge transfer is a critical component of international 
safeguards inspection activities, to ensure that facility sub-
ject matter expertise is passed from experienced to newer 
inspectors, as well as the transfer of information learned 
from in-field inspection activities from one inspector (or in-
spection team) to another. While most of the research re-
garding knowledge transfer has related to shift workers 
who have brief periods of overlap, IAEA safeguards in-
spector knowledge transfer poses a new challenge due to 

the amount of time between inspector visits to a facility. In 
this case, knowledge is being transferred mostly through 
paper or electronic documentation (though some may oc-
cur via in-person briefs before an inspection). Due to travel 
time and the potential for multiple inspections at different 
facilities or countries to occur in a single trip, an in-person 
brief may take place days or weeks before visiting the facil-
ity. Further, some information may be left at IAEA head-
quarters with only notes taken into the field to avoid poten-
tial loss or exposure of sensitive information (significantly 
increasing reliance on memory).

2.5.2	Theoretical Background of Knowledge Transfer

Knowledge transfer has been studied in shift work envi-
ronments, such as manufacturing environments [48], hos-
pitals [49], and nuclear power plants [50]. Handoffs be-
tween shifts are crucial for maintaining continuity and 
preventing duplication of effort in which different teams are 
independently trying to solve the same problems [48]. Fail-
ures of knowledge transfer between shifts have been iden-
tified as key components in industrial accidents [51, 52] 
and medical errors [53]. Research on knowledge transfer 
in these domains has identified key strategies that are 
used to facilitate the handoff of information (Patterson et 
al., 2004) and handoff checklists that could be applied to a 
variety of domains [52].

Face-to-face meetings are often used to transfer knowl-
edge from one shift to the next, but this transfer can also 
occur via boundary objects. Boundary objects are artifacts 
that support the translation of information from one group 
to another, allowing disparate groups to communicate and 
work toward common goals [54, 55]. Bosua and Venki-
tachalam [48] explored the use of boundary objects in shift 
handovers. Of the three shift environments studied, only 
one had a system for codifying knowledge and making it 
easily available to all shifts. The culture of codifying and 
transferring knowledge facilitated handoffs from one team 
to the next.

The safeguards domain shares some features with shift 
work environments, such as the need to transfer knowl-
edge from one inspection team to the next. However, it 
also differs from shift work environments in several key 
ways. For example, shifts in a hospital setting occur back-
to-back, allowing different teams to overlap and share in-
formation during the transition between shifts. In contrast, 
there may be weeks or months between facility inspec-
tions and different teams of inspectors may not meet face-
to-face. This introduces additional challenges, such as the 
need for robust boundary objects that can adequately 
transmit knowledge from one team to the next, as well as 
the need to account for changes that may occur between 
inspections. While international safeguards inspectors do 
complete extensive documentation regarding their in-field 
inspection activities, the format of this information may or 
may not support effective knowledge transfer between 
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teams. The question remains as to how safeguards-rele-
vant knowledge from inspections at a specific site is best 
transferred from one team to the next.

3.	 Conclusions

Some of the cognitive science and human factors disci-
plines related to mechanisms by which international safe-
guards inspectors interact with information in the field are 
well studied, such as interior and outdoor wayfinding using 
various navigational aids. Others, such as knowledge 
transfer, are well studied in specific situations but do not 
currently capture significant nuances for international safe-
guards application space. Over the next three years, re-
searchers at Sandia National Laboratories will develop and 
execute human performance experiments on mechanisms 
for the effective provision of information for safeguards in-
spection-like scenarios. We will seek to measure accuracy, 
timeliness, and situational awareness of test subjects per-
forming safeguards-relevant activities and suitable proxies 
dependent upon the type, quantity, and provision mecha-
nism of information to which test subjects have access. In 
this way, the project team seeks to have both an impact on 
the state of understanding in the cognitive science and hu-
man factors fields, as well as provide meaningful and ac-
tionable results that can be implemented to support inter-
national safeguards inspectors working in the field.
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Abstract:

Physical verification by NDA in nuclear safeguards implies 
typically the adoption of an inverse-problem approach. This 
is, indeed, the definition of a problem, in which we use 
physical observables to deduct other physical quantities, 
which in our case are contained in the operator’s declara-
tion. A typical example is the Plutonium mass, measured 
using Pu isotopics and neutron coincidence doubles 
counts, linked to the Pu 240 effective mass by a calibration.

An alternative approach has been recently proposed and is 
now close to the in-field deployment by the Euratom Safe-
guards Directorate of European Commission’s DG ENER. In 
fact, the detailed knowledge of the physical processes that 
are taking place in the sample and within the detector al-
lows computing the amount of the measured observable, 
by modelling the physical system as it results from the oper-
ator’s declaration, in a forward-problem approach.

The present paper describes the first two examples of the 
forward-problem approach’s application to actual real-life 
safeguards verification. The first example deals with a Mon-
te-Carlo-based modelling tool that has been developed to 
enable the inspectors to perform an improved verification of 
fresh fuel assemblies by neutron coincidence collar (NCC), 
taking into account the growing complexity of the fuel’s de-
sign. The second example shows how the verification of 
spent fuel is improved regarding the false alarm rate and the 
partial defect detection capability, by the integration of the 
automated review package iRAP and the modelling by the 
Oak Ridge transmutation code (ORIGEN).

The potential applications of the new approach are not limit-
ed to the two described in this article, which, however, rep-
resent relevant proofs of concept of the potential that a 
change of perspective in verification by NDA may generate.

Keywords: NDA, Forward problem, Spent Fuel, Fresh 
Fuel, ORIGEN, Neutron Coincidence Collar

1.	 Introduction

In 2017, Euratom Safeguards celebrates its 60th anniver-
sary – the legal being the Euratom Treaty, signed in Rome 
on March 25, 1957. During this long history, a number of 
field practices, approaches and methods have been 

developed, consolidating Euratom inspectorate position as 
one of the reference institutions in the international Safe-
guards community.
An essential component of the conformity controls, which 
allow the inspectors to draw independent conclusions, is 
the Credibility Control, linking the declarations by the nu-
clear operators to the physical reality, as observed by the 
inspectors. The physical verifications, that the inspectors 
carry out in order to perform a credibility control, often 
consist in the measurement of physical quantities, related 
to the declared nuclear material properties, by Non-De-
structive Assay (NDA).
The advantage of NDA measurements is the possibility to 
perform the necessary verification, without excessive inter-
ference with the operator’s industrial process and without 
alteration of the nuclear material under assay, its physical 
form or its container. However, one drawback of NDA 
methods is the not always obvious interpretation of dis-
crepancies, because of an imperfect estimate of measure-
ment uncertainty, especially caused by the difficult quanti-
fication of uncertainty in the instrument calibration. 
Moreover, for the measurement methods used in NDA ver-
ification, an appropriate metrological traceability is made 
impossible by the non-existence of reference materials of 
the same type, quantity range and physical form of the 
samples to be measured.
The growing availability of technologies allowing high per-
formance calculations, since the late 1990s, has allowed 
tackling these limitations of the NDA methods, by using 
physical-model-based simulation to define the instruments’ 
calibration, starting from a detailed knowledge of the physi-
cal system defined by the instrument, the sample and by 
their mutual interactions. In this perspective, although mod-
eling was used to overcome some of its limitations, simula-
tion did not change the traditional calibration approach, re-
lating an observable physical quantity (for instance, a 
neutron or gamma count rate) to the values of the quantity 
of interest (for instance, the quantity of nuclear material).
More recently, a further step has been taken, by using re-
al-time simulation to predict directly the observable physi-
cal quantities (corresponding to declarations from the op-
erator), which are then compared with the measurement 
results [1][2]. This different forward-problem approach, has 
allowed overcoming some limitations of the traditional cali-
bration approach in particularly complex cases. The 
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following paragraphs will describe its consequent practical 
and conceptual implications.

2.	 �Inverse and Direct problems: definition and 
application to Nuclear Safeguards 
Measurements

During verification, as in every measurement operation, we 
establish a relation between two different abstract spaces. 
One, which we define as Model Space (M), contains all 
the knowledge we have from the physical system, defined 
by a set of parameters including the information contained 
in the operator declaration. The other abstract space, 
which we define as Data Space (D), consists of the data 
from the observable quantities.

The general measurement problem is defined by the fol-
lowing relationship:

d m= ( )G

where d ∈ D, m ∈ M and G is a generic operator linking 
explicitly the observed data and the model parameter.

In other terms, the general measurement problem is about 
establishing a relationship linking the causes (the physical 
theory leading to the model parameters) and the effect (the 
observed data). As shown in Figure 1, the direction we 
choose interpreting this link determines whether we are 
dealing with a direct (forward) or with an inverse problem.

The inverse problem approach will be, then, the one start-
ing from the measured data (e.g. correlated neutron flux) to 
determine one or more unknown parameters (e.g. fissile 
material mass and/or isotopic composition) defining the 
physical system under observation. Those parameters 
subject to verification are thus not measured directly, but 
they are rather the result of inversion algorithms solving 
complex equations, deriving the unknowns from the meas-
ured observables.

Figure 2 schematically represents the inverse problem in 
the specific case of nuclear safeguards verification: the 
measured data go through a model, in order to deduct the 
unknowns, which are eventually compared to the declared 
values in the verification phase. One of the implications of 

this process is that measurement uncertainties on the ini-
tial observables need to be propagated throughout the in-
version model, which is not trivial from the mathematical 
point of view.

Sometimes, to simplify the model, assumptions like “infinite 
thickness” of the samples need to be taken or the model is 
replaced by empirical calibration curves. These latter suffer 
from a critical drawback: the Certified Reference Materials of 
the same type (i.e. in size, weight, matrix, fissile mass, pack-
age form) do not exist; therefore, selected samples from the 
operator’s facility are used for calibration. In this way, a 
measurement’s metrological traceability not directly possible; 
sometimes, indirect traceability can be established, e.g. by 
help of destructive assay of samples. Interpreting discrepan-
cies in the verification results is then only possible with the 
intervention of experts in the specific measurement tech-
nique, who are able to assess uncertainties including knowl-
edge from additional information sources.

Moreover, the inverse problem can represent a case of ill-
posed problem in the sense of Hadamard [3], where the 
well-posedness conditions are that

a.	 A solution exists;

b.	 The solution is unique;

c.	 The solution’s behavior changes continuously with 
the initial conditions.

In particular, we can immediately understand why the con-
dition b. is not met in a simple practical case: two fuel as-
semblies with different 235U masses, but different location 
of burnable poison rods, may give the same (i.e. statistical-
ly comparable) double neutrons count rate, if measured in 
a thermal-mode neutron collar. In this case, thus, the solu-
tion of the observed data inversion is not unique.

Figure 1: Schematic representation of direct and inverse problems
Figure 2: Schematic representation of the inverse problem as ap-
plied to nuclear safeguards verification.
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On the other hand, the choice of a forward problem ap-
proach would start from the modeling of the physical sys-
tem involved in the measurement, where the quantities of 
interest (e.g. fissile material mass/isotopic composition) be-
come parameters of the model. As shown in Figure 3, the 
operator’s declaration will then identify specific values of 
the mentioned parameters, while the model will predict the 
observable’s quantities under these specific conditions. 
The verification phase will then consist in the direct com-
parison of the measured versus the predicted observables. 
The whole verification task becomes, in this way, a typical 
hypothesis testing exercise, in which a predicted quantity 
undergoes a direct comparison with its experimental value, 
under the hypothesis defined by the operator declaration.

We can then observe that a forward problem approach 
avoids the most difficult aspects of the mathematical inver-
sion (deconvolution algorithms, non-unique solution, exper-
imental error propagation), which are no longer needed in 
the verification task. At the same time, using the same set 
of information available and the same set of data, the cred-
ibility of the verification conclusion is not affected. Even in a 
forward-problem approach, though, one can still postulate 
other operator declarations that could result in the same or 
similar predicted quantities (within measurements and 
model uncertainties). However, we have to keep in mind 
that the primary task of the inspectorate is to verify the dec-
larations provided by operator and not necessarily to devel-
op the declared parameters independently.

It is also worth pointing out that measurement uncertain-
ties are not eliminated by modelling: rather, a clear distinc-
tion is made between the uncertainty components arising 
from the calculation and those originating from the meas-
urement itself (e.g. sample positioning, homogeneity, 
counting statistics).

3.	 �Euratom field-ready inspection tools using a 
forward-problem approach

Euratom Safeguards directorate makes use of Monte Carlo 
modeling in several deployed instruments, thus overcom-
ing the issues with lack of reference materials and metro-
logically traceable calibration standards [4][5]. The im-
proved computing capabil ities and some specif ic 
verification issues have recently suggested that a forward 
problem approach with real-time simulation can improve 
the current verification practices. Clearly, every model 
needs to be appropriately benchmarked against well-char-
acterised reference materials.

3.1	 XFuelBuilder tool for Fresh LWR Fuel verification

Fresh fuel verification by Neutron Coincidence Collar (NCC) 
poses difficulties, in particular due to the increasing optimi-
zation of fuel performance, resulting in greater complexity 
of fuel design. In particular, fuel producers optimize the fuel 
assemblies by the use of strategically located burnable poi-
son-enriched rods and by pins that have a variation in 235U 
enrichment both axially and radially in the assembly.

In order to allow the inspectors to cope with this complexity, 
European Commission’s Joint Research Centre and iSci-
ence have developed for Euratom Safeguards inspectorate 
XFuelbuilder, a tool based on the Monte Carlo simulation of 
NCC measurements. XFuelbuilder is in fact a software pack-
age, with a user friendly graphical interface, that allows the 
inspector to prepare a MCNP input file in a simple visual way 
and then run the simulation of the fuel + collar physical sys-
tem. The modelling has been done using the MCNP-PTA 
code, developed at the Joint Research Centre of the Euro-
pean Commission in Ispra, in order to simulate the electron-
ics pulse train analysis (PTA), including a shift register logic 
for coincidence counting. A benchmark of the modelling has 
been done at the PERLA laboratory at the Joint Research 
Centre in Ispra and is reported in past articles [4][5][6].

XFuelbuilder includes already the built-in models of the 
NCCs used by Safeguards inspectorates, both in thermal 
and fast mode configuration. The inspector can retrieve a 
stored assembly model or add a new pin or assembly de-
sign. Once chosen the collar type, the fuel design and the 
collar position along the fuel’s active length, the inspector 
can run the simulation, thus obtaining the Reals, the Acci-
dentals and the Totals as he or she would do in any neu-
tron measurement. These values are then easily compared 
with the measured data, acquired by NCC assay of the as-
sembly. Figure 4 describes the data flow of the whole veri-
fication task.

XFuelbuilder, choosing a forward-problem approach, is not 
affected by the already mentioned ill-posedness of the 
NCC verification problem, being at the same time a user 
friendly tool for the inspector. Moreover, it is capable to in-
tegrate many of the declared fuel details in the verification Figure 3: Schematic representation of the forward problem as ap-

plied to nuclear safeguards verification.
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itself. This approach is also going to improve practical as-
pects of NCC verification, usually needing a passive meas-
urement before the active one, in order to take into ac-
count for the correlated neutrons from 238U spontaneous 
fission. While this two-phase process obliges the inspector 
to deploy and remove the source and is a practical limit to 
the possibility to make such measurements as unattend-
ed, in XFuelbuilder both induced and spontaneous fission 
are taken into account. Then, in principle, only the active 
measurement needs to be done, thus giving the inspector-
ate the possibility of unattended measurements. After a re-
finement phase, aimed at maching the inspectors’ needs, 
Euratom Safeguards is starting to deploy XFuelbuilder as 
of 2018, starting from facilities where unattended NCC ver-
ification is needed.

3.2	 �iRAP-ORIGEN method for improved Fork 
detector measurement results evaluation

Spent-fuel is one of the big challenges for NDA. In fact the 
high neutron and gamma activity from irradiated assem-
blies make it extremely difficult to measure and quantify 
fissile material in a simple and direct way. Although some 
promising methods may address this issue in the future 
[8], the Fork detector is at present the workhorse for the 
verification of fuel in preparation of intermediate/long term 
or final, geological storage, where recovery (and re-meas-
urement) is practically not possible. In Fork detector verifi-
cations, safeguards inspectors measure the neutron and 
total gamma fluxes from an irradiated fuel assembly to 
check its consistency with the declared burn up, initial en-
richment and cooling time of the assembly itself.

Euratom Safeguards is presently field testing a data evalua-
tion tool [9][10], based on the integration of the review code 
iRAP (joint development of Euratom and IAEA) and the 
ORIGEN code (Oak Ridge Isotope GENeration), which is part 
of the package SCALE developed by Oak Ridge National 
Laboratory [11]. The iRAP-ORIGEN integration has been de-
veloped and improved under various Action Sheets on the 
EC-US DOE agreement in the field of nuclear material safe-
guards R&D. This cooperation has submitted a paper (now 
under review) summarising the work performed and including 
a more detailed uncertainty analysis of the calculations that 
are the basis of the method and of the assumptions made in 
the modelling of the fuel assemblies that are calculated [12].

The iRAP-ORIGEN tool allows, on the one hand, to process 
unattended Fork measurements, and extract the assembly 
neutron and gamma signature. On the other hand, a simula-
tion combining an ORIGEN irradiation and depletion calcu-
lation, using the operator’s declarations as input data, and a 
Monte Carlo computed detector response function com-
pute the expected values of the same signature. The data 
flow of the complete process is explained in Figure 5.

Figure 5: Data flow of an iRAP-ORIGEN VerificationFigure 4: Screenshot and data flow of XFuel Builder



74

ESARDA BULLETIN, No. 54, June 2017

This tool has already proven to be accurate in in taking into 
account the factors, which may influence the neutron and 
gamma signatures of spent fuel (e.g. cooling between irra-
diation cycles, within-assembly neutron multiplication). 
iRAP-ORIGEN is also ready for unattended measurements 
evaluation and is proving particularly inspector-friendly in 
installations where remote data transmission is available. 
The tool assists both the Inspectors and the Facility Oper-
ators: by providing a convenient mechanism for rapidly 
comparing operator declarations with measurement re-
sults. Alarms that are due to simple clerical or transcription 
errors may be resolved quickly, without need for further re-
verification activities at a later date.

Finally, still remaining a rather simple and limited technique, 
this improved version of Fork measurements is comple-
mentary to other techniques, aimed at the assembly integ-
rity verification, like tomography [13], or aimed at other 
types of fuel characterization, like Passive Neutron Albedo 
Reactivity (PNAR) [8].

4.	 Conclusions

A forward-problem approach, consisting in real-time simu-
lations using declaration data as parameters in a model 
that predicts directly measured observables, may be help-
ful in nuclear safeguards NDA verification, especially in 
cases where calibration can hardly take into account the 
complexities of the specific sample.

Euratom Safeguards Directorate, in partnership with re-
search institutions such as the European Commission’s 
Joint Research Centre and the Oak Ridge National Labora-
tory, has already developed tools, which are ready to bring 
this hypothesis testing approach into every day’s inspection 
activities. The first two application fields are the verification 
of fresh LWR fuel by Neutron Coincidence Collar and the 
verification of irradiated fuel assemblies by Fork detector.

The forward-problem approach is also an opportunity for 
resource optimization, as it can be very well integrated in a 
remote data infrastructure, which allows performing the 
computational part of the verification at the headquarters.

Finally, it is worth mentioning that the use of a forward-prob-
lem approach is going to require a corresponding reflection 
of such physical verifications in the safeguards approaches, 
especially regarding the meaning of anomalies in terms of 
diversion scenarios and Material Balance Evaluation.
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Abstract:

The Swedish system for taking care of the spent nuclear fuel 
includes long term geological disposal of the fuel encapsu-
lated into copper canisters. For such Safeguards applica-
tions, it is of utmost importance to be able to trace canisters 
once closed in order to keep the Continuity of Knowledge 
from the Encapsulation Plant to the Geological Repository. 
One possibility is to use a tagging of the canister. This work 
introduces an innovative system for tagging copper canisters 
based on the ultrasonic reading of cavities machined on 
copper lids. The realization of a new identification method for 
copper canisters is the aim of the research. For corrosion 
reasons it is better to not engrave any code on the external 
parts of copper canisters. According to the copper lid ge-
ometry, the proposed solution envisages the machining from 
the inside of several inclined Flat Bottom Holes or chamfers 
around the circumference of the lid, while still keeping the re-
quired thickness of the copper for safety reasons. They rep-
resent a unique identification code for each canister, easily 
readable by an ultrasonic immersion probe on a 360° scan. 
A laboratory prototype for the identification system has been 
manufactured and successfully tested.

The copper lid is reproduced on a scaled version and a 
series of chamfers 50° inclined are drilled around the bot-
tom of the lid. The reading system hosted a probe placed 
14° inclined according to the Snell’s law. The received 

ultrasonic signal represents the binary code realized by the 
chamfers [1].

The paper will describe the optimization studies made on 
the transducers, the angle and width of chamfers, the bi-
nary identification codes, preliminary design and testing of 
a reading system.

Keywords: ultrasound; identification; copper canister, ge-
ological repository.

1.	  Introduction

The spent fuel coming from operations of Swedish nuclear 
power plants will be inserted into copper canisters and 
then stored in deep geological repositories. The Swedish 
Nuclear Fuel and Waste Management Company’s (SKB) 
developed the method for final disposal of fuel in copper 
canisters surrounded by bentonite clay about 500 metres 
underground in Swedish bedrock. This solution will keep 
the fuel isolated from human beings and the environment 
for many years.

The new SKB’s method for final disposal of fuel comprises 
a number of facilities that together provide a safe chain 
(Figure 1). The fuel coming from Swedish reactors is stored 
for one year minimum in the spent fuel ponds at the reac-
tors before it is shipped to the interim storage facility. There 

Figure 1: The SKB project for the management of spent nuclear fuel in Sweden.
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the fuel is placed in storage baskets which are stored in 
ponds. Later storage canisters with spent fuel will be lifted 
from the pools and moved to the encapsulation plant 
where the fuel is inserted in copper canisters with iron in-
serts. After encapsulation, the canisters are transported to 
the final repository and then located in the deposition hole. 
About 6000 copper canisters will be deposited, with an 
average of one canister per day.

Repositories present several new challenges for interna-
tional Safeguards. One of them is maintaining the Continu-
ity of Knowledge (CoK) from the encapsulation plant to the 
final repository.

The International Atomic Energy Agency and EURATOM 
safeguards approaches propose to use canisters identi-
fication during transport and deposition from the encap-
sulation plant to the final repository [2]. Convectional 
tagging techniques are various but SKB has to date not 
presented any method for labelling the copper canisters 
[3], [4], [5], [6]. An engraving or marking of the canister 
may impede the long term safety and integrity of the 
canister since it may reduce the corrosion barrier [2]. 
Therefore alternative solutions should be developed. 
Next paragraphs illustrate a possible identification meth-
od based on ultrasounds developed by the SILab, Seals 
and Identification Laboratory, of the Joint Research 
Centre of the European Commission in Ispra (VA). The 
first part of the research deals with studies oriented to 
identify the best positioning of holes or chamfers to be 
read by a specific transducer. Afterwards a series of 
simulations and experimental tests have been imple-
mented on copper samples and slices of the copper 
canister (copper flanges) with the aim to demonstrate 
the possibility of identification of canisters by ultra-
sounds. In the end, the identi f ication method is 
validated on a small-scaled copper lid with chamfers in-
vestigated by an ultrasonic reading system prototype.

2.	 The identification method

Since many years, SILab develops ultrasonic identifica-
tion techniques on bolt seals with artificial cavities made 
on stainless steel washers, giving a fingerprint from the 
reflection of unique patterns. In the case of copper canis-
ters, the geometry (Figure 2.) and dimension of the lid are 
much bigger than seals, therefore an adaption of the ul-
trasonic method is required. In particular, the solution 
proposed in this paper deals with the identification of 
copper canisters by the ultrasonic investigation of a se-
ries of Flat Bottom Holes (FBHs) or chamfers milled on 
the inner surface of the lid where the copper thickness is 
higher than 50 mm, as shown in Figure 3. Because of 
corrosion reasons, in fact, the minimum copper thickness 
must not be less than 50 mm and the machining of holes 
or chamfers must not affect the integrity and the stability 
of canisters.

Figure 2: Copper canister geometry.

Figure 3: Area (circled in yellow) where the thickness of the lid is higher than 50 mm.
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The study of the best dimension and position of holes is 
realized by 3D simulations and experimental measure-
ments carried out on copper flanges that are part of a lid 
already been welded to the canister. The first idea was to 
drill configurations of FBHs with different positions and di-
mensions on the bottom surface of copper lids as shown 
in Figure 4, on the left. The ultrasonic reading of these cav-
ities was designed to be accomplished by a single probe 
located on the top of the lid, rotating 360˚ along with the lid 
circumference. Before machining FBHs in copper flanges, 
ultrasonic tests were carried out on cylindrical copper 
samples with different FBHs. The analysis of results re-
vealed the possibility to acquire echoes, however, depend-
ing on the inspection frequency, the attenuation of ultra-
sound in copper could affect measurements negatively 

and then a different configuration of holes was studied [7]. 
In order to decrease the distance between cavities and 
probe, FBHs are replaced by inclined flat holes or cham-
fers arranged as i l lustrated in Figure 4, on the 
right. Cavities

This new disposition of holes involves the repositioning of 
the transducer as shown in Figure 5. The probe must be 
inclined according to the Snell’s Law in order to guarantee 
the perpendicularity between the ultrasonic beam and re-
flectors. Considering the velocities of sound in water 
(V1=1500 m/s) and in copper (V2=4651 m/s), the probe 
angle should be around 14° assuming that the inclination 
of the chamfer is 50°.

sin(α1)/V1=sin(α2)/V2 → α1=sin-1(1500/4651)·sin(50)=14.3°� (1)

Figure 4: Two possible types of identification cavities: FBHs on the left, inclined flat holes on the right.

Figure 5: Position of the transducer according to the Snell’s law.
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Depending on the configuration of chamfers around the lid 
circumference, the transducer will receive different ultrasonic 
amplitude responses. Therefore, each canister can be identi-
fied by a unique code of chamfers readable by ultrasounds.

3.	 Simulations and experimental tests

Several experimental tests were carried out on copper 
flanges with the aim to verify the possibility of detection of 
flat bottom holes 50˚ inclined [8]. The inclination of holes 
has been chosen at 50˚ by authors for tests but it could be 
changed in case of necessity. The following Figure 6 
shows the set-up of measurement for the investigation of 
an inclined hole (on the left) and the corresponding A-scan 
signal (on the right).

Considering that the Time of Flight (TOF) of the echo re-
ceived is 31.3 μs, the corresponding measured distance is 
65.88 mm, value in accordance with the geometrical dis-
tance dh.

The analysis of measurements pointed out that ultrasonic 
echoes reflected by inclined holes can be detected with a 
good signal to noise ratio.

Before validating the method on a laboratory prototype, 
simulations on the CIVA software [9] were implemented to 
study the best dimensions and positions of chamfers to be 
machined on the copper lid circumference. The CIVA Ul-
trasonic Testing (UT) module is specific for ultrasonic NDT 
and offers two different types of evaluations: the beam 
computation and the inspection simulation, both useful for 
our purpose. The set-up simulated (Figure 7) is a 2D profile 
of the copper lid with a 50° inclined chamfer.

The setting of transducer parameters and position is made 
in accordance with the testing piece geometry. Before sim-
ulating the ultrasonic response of the chamfer, the beam 
computation is realized to appreciate how ultrasounds 
propagate in the test piece. As illustrated in Figure 8 the 
probe is not exactly focused in correspondence of the 
chamfer but the focal spot is located at a depth of about 
25 mm from the impact point. However the beam diver-
gence angle is approximately 7° and the focal spot diameter 
at the chamfer depth is 13.2 mm. As a result, if the chamfer 
width is too small compared to the focal spot diameter, the 
echo reflected back will be not revealed by the probe.

Figure 6: Set-up of the ultrasonic investigation and corresponding A-scan acquisition.

Figure 7: Simulated set-up.
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The simulation of the interactions between ultrasonic field 
and chamfers is implemented by the inspection simulation 
module. The aim of this study is identifying the best cham-
fers dimensions in order to do not engrave too much cop-
per. Figure 9 illustrates four chamfers with different widths: 
5, 10, 15 and 20 mm respectively. The yellow arc repre-
sents the minimum copper thickness of 50 mm to be al-
ways kept. As shown, the dimensions of all the chamfers 
agree with the thickness requirements but smaller they are 
better it is from the canister integrity point of view.

The results of simulations pointed out the chance to re-
ceive good ultrasonic echoes from each one of the cham-
fers. However the larger the chamfer is, the better signal 
quality is received. By consequence, a good compromise 
could be a chamfer around 10 mm wide.

4.	 Validation on a laboratory prototype

Following the ultrasonic tests on copper samples and 
CIVA simulations, an identification reading system proto-
type has been developed. In particular, the validation of 
the identification method is carried out on a scaled version 
(¼) of the copper lid where a barcode of cavities and 
chamfers is realized (Figure 10). The scale is reduced but 
the geometry of the ultrasonic reading zone is scale 1 
compared to the real one meter diameter copper lid.

The chamfers, 50˚ inclined and 12 mm wide, are arranged 
around the small lid circumference 22.5˚ angle spaced 
(Figure 11). The binary code is created by an alternation of 
chamfers and cavities, which reflect the ultrasonic beam in 
different ways. The presence of cavities made easier the 
production of chamfers in the prototype. However, in the 
real case, only chamfers will be realized on the lid and ul-
trasounds will be deflected by unmodified areas. The 
transducer, rotating around the circumference of the lid, 
will receive an echo in correspondence of chamfers only.

Figure 9: Study of best chamfer dimensions.

Figure 8: Beam computations for the first simulation set-up. On the left the default beam with 0dB of dynamic, on the right the post pro-
cessed beam with 15dB of dynamic. Sky blue stands for the highest intensity, yellow for the lowest.

Figure 10: Picture of the small scaled copper lid (¼).
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The reading system prototype that hosts the probe is real-
ized by a modified version of reading head used for seals 
verification (Figure 12). The transducer is installed 14° in-
clined in order to receive the signal reflected by chamfers 
according to the Snell’s law. The ultrasonic reading of 
chamfers is realized by an immersion testing in that a bit of 
water is poured inside the lid. The signal acquired by a 
360˚ rotation of the transducer represents the code real-
ized by chamfers and cavities.

5.	 Conclusions

Afterwards the result of the experimental testing is com-
pared to a CIVA simulation, reproducing the same set-up 
of measurement (Figure 13). The simulated echo is evident 
in both A-scan and B-scan modes and the simulated am-
plitude ultrasonic response agrees with the experiments. 
As a result, we can state that the identification method is 
validated on this small-scaled copper lid, which means 
that each future copper canister could have a different bi-
nary code made of chamfers.

As a result, from simulations and measurements on scaled 
copper lid, we can state that the identification method pro-
posed is validated and then each future copper canister 
could have a different binary code made of chamfers. This 
positive result paves the way for a future identification of all 
copper canisters, which will be easy, cheap and reliable. 
When manufacturing the lid, it will be enough to mill or turn 
a few additional chamfers to deliver on each lid a different 
binary code, This code will be read at the Encapsulation 
Plant when the canisters is welded and then on arrival in 
the Geological Repository.

The implementation of this identification method will con-
tribute to support the CoK of copper canisters with nucle-
ar spent fuel. However identification might not be sufficient 
to prevent attempts of falsification or duplication of canis-
ters then another approach is necessary to ensure the 
originality of each container. For this purpose, an authenti-
cation method is developed by authors [10].

Figure 11: Chamfers arranged around the circumference of the prototype lid 22.5° angle spaced.

Figure 12: Reading system prototype and binary code acquired by a 360˚ rotation of the transducer around the small scaled copper lid.
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 Figure 13: CIVA software simulation of the ultrasonic investigation of the copper lid prototype.
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Abstract:

A series of exercises and targeted meetings held by the Eu-
ropean Safeguards Research and Development Association 
(ESARDA) Verification Technologies and Methodologies 
Working Group and the Institute of Nuclear Materials Man-
agement (INMM) Nonproliferation and Arms Control Techni-
cal Division provided valuable insight into how a systems 
approach could help identify nonproliferation and arms con-
trol verification requirements. International experts from nu-
clear weapons states and non-nuclear weapons states, with 
a wide-range of expertise in nuclear safeguards, arms con-
trol verification, radiation detection, political science, and 
defense studies, participated in the discussions. It was 
demonstrated that with a systems approach, it is possible to 
design a transparent state-level systems framework to de-
fine arms control verification objectives, processes, and 
timescales for an effective verification regime based on the 
strategic goals of a treaty, while taking into account restric-
tions from different security environments. This approach 
was also shown to be an effective mechanisms for interna-
tional and technical engagement on such complicated is-
sues. Possible future research activities could include: (1) in-
creased efforts to link the material and weapons sectors of 
the nuclear weapons complex; (2) further attention on how 
to satisfy the competing needs for effective verification and 
protection of national security; (3) greater consideration on 
how to define the treaty-controlled items so that declara-
tions can be verified effectively; (4) continued testing of a 
systems approach to analyze the pros and cons of possible 
verification regimes, to conduct a form of sensitivity analysis 
and provide feedback and a better understanding of confi-
dence levels that could be achieved; and (5) possible ideas 
of how to engage in substantive dialogue in a broad interna-
tional environment, such as the on-going International Part-
nership for Nuclear Disarmament Verification (IPNDV), while 
taking into account the range of weapons and verification 
experience and the need to uphold NPT Article VI.

Keywords: verification, arms control, systems approach

1.	 Introduction

Establishing a method to systematically identify verification 
options for nuclear weapons control agreements could 
significantly contribute to future development of an 

effectively verifiable treaty [1]. A transparent presentation of 
a nation’s nuclear defense complex would allow for the 
definition of potential cheating pathways and aid in the de-
velopment the verification requirements for declarations/
data exchanges and an inspection regime. The increased 
transparency could foster confidence and improve com-
munication between potential stakeholders.

The application of a systems approach, such as the Inter-
national Atomic Energy Agency’s (IAEA) State Level Con-
cept (SLC) used for safeguards implementation [2,3], to 
arms control agreements could help build a framework for 
a verification architecture that would be useful for structur-
ing the analysis of options. A series of technical meetings, 
over the course of 2014 and 2015, were held to determine 
whether it was possible to design such a framework to 
achieve high-confidence arms control verification. The key 
challenges were to:

•	leverage the more than 50 years of IAEA verification les-
sons-learned to build a high-confidence, coherent and 
comprehensive picture of a State’s compliance;

•	develop a systems framework that integrated the materi-
al and weapons enterprise – utilizing a broad range of in-
formation from cooperative technical monitoring data 
(declared), national technical means (undeclared), open 
source, and state & international trade controls; and

•	facilitate cooperation between nuclear weapons states 
and non-nuclear weapons states.

International experts from nuclear weapons states (NWS) 
and non-nuclear weapons states (NNWS), with a wide-
range of expertise in, inter alia, nuclear safeguards, arms 
control verification, radiation detection, political science, 
and defence studies, participated in exercises and discus-
sions to test the feasibility for using a systems approach 
and identify knowledge gaps. In order to make the effort 
less abstract, two fictitious countries and a hypothetical 
treaty were devised and used during two exercises. An ef-
fort was made to represent some real-world complexity 
without making it too difficult, so relatively simple physical 
models of national nuclear weapons enterprises could be 
created. By formulating a scenario that incorporated more 
than the technical aspects of verification, it was possible to 
look at the state-as-a-whole and consider the additional 
factors that influence national security decision-making.
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Two constraints that were NOT applied during the exercis-
es: (1) the declaration of security-sensitive information was 
not restricted because a country could make a future deci-
sion that it was in its interest to declassify information or 
share it under conditions deemed advantageous; and (2) 
the verification requirements focused only on the country 
to be monitored/verified without consideration of the ac-
ceptability of the same requirements being imposed on the 
verifier. These conditions would not likely to be true in real-
ity but significantly simplified the conditions for the pur-
pose of an exercise.

2.	 Workshops and Exercises

The initial exercise objective was to determine whether ac-
quisition pathway analysis (APA) could be used to help de-
fine the objectives for a future regime by analyzing poten-
tial diversion (cheating) pathways and potential treaty 
verification measures to be applied in a nuclear weapons 
state. This exercise was hosted by the European Safe-
guards Research and Development Association (ESARDA) 
at the Verification Technologies and Methodologies Work-
ing Group Meeting, held at the Joint Research Centre, Is-
pra, Italy, in autumn of 2014 [4]. The model bilateral treaty 
between the two fictitious nuclear weapons states in the 
exercise limited the total number of warheads deployed 
and stockpiled. It was determined that any undeclared 
warheads above the initially declared total of 1,970 (in the 

fictitious state that maintained six types of nuclear war-
heads, deployed across three types of delivery platforms) 
and any warheads deployed above the maximum of 500 
would constitute cheating.

The participants worked to identify cheating pathways 
and potential verification mechanisms for only one of the 
states, with a nuclear weapons enterprise including all 
stages of a nuclear fuel cycle and weaponization facilities 
(including a stockpile of military fissile material; warhead 
components production facilities; warhead production, 
maintenance, and dismantlement facilities; different types 
of storage depots; military bases; and delivery vehicles).

The exercise allowed the group to explore the parallels be-
tween using an acquisition pathway analysis (APA) ap-
proach for arms control verification, as compared to IAEA 
safeguards applications. The general impressions from ap-
plying the APA methodology in this new context are out-
lined in Table 1.

During this first exercise, the group quickly discovered that 
national security concerns and a country’s defence pos-
ture greatly influenced the identification of the likely cheat-
ing pathways and the type of cheating deemed the most 
important. To take this additional perspective into account, 
a second short exercise was held by the Institute of Nucle-
ar Materials Management (INMM) at Lawrence Livermore 
National Laboratory, during the summer of 2015 [5]. At this 

Acquisition Pathway Analysis 
(Components

IAEA Safeguards Arms Control Verification

(Physical) Model Many different facility types and potential 
pathways

More complex due to consideration of 
both civilian fuel cycle and military domain 
(material, production, warhead storage, 
deployed warheads), larger number of 
path families

Accountable items Nuclear Material

R&D (Additional Protocol)

Well-defined (one Significant Quantity)

Multiple, depending on treaty limits

–  Overall number of warheads

–  Overall number of delivery systems

–  Dismantlement

Path attractiveness/path 
prioritization

Formalized (time, cost, difficulty)

Different for each country

Path Relevance is clearer

Formalized (time, cost, difficulty, military 
significance)

Non-technical factors (strategic/ military 
considerations)

Verification measures Defined in treaty/agreement Undefined unless treaty under 
consideration

No of proliferators Many but state-by-state evaluation Bi- or multi-lateral – treaty dependent

Application Establish and prioritize technical objectives Help define verification measures need for 
a specific treaty or identify priorities to 
achieve confidence

Applicability Formalized, mathematical modelling 
approach, State level

Basis for systematic, structured analysis, 
dialogue, State-level or sub-set

Table 1: Comparison of the use of Acquisition Pathway Analysis (APA) in the context of IAEA safeguards and arms control verification.
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meeting, a simpler scenario was developed for the two fic-
titious neighbouring countries and an exercise was struc-
tured to take national security objectives into account, 
while developing a verification regime for each country. 
Representatives from political science and defence stud-
ies, as well as safeguards, arms control experts from nu-
clear and non-nuclear weapons states were invited to con-
sider a scenario that encompassed the whole nuclear 
enterprise (e.g. materials, weapons and delivery vehicles). 
A formal exercise framework (Figure 1) was imposed to fo-
cus the participants on national objectives and priorities.

During this second exercise, the model treaty limited the 
total nuclear forces to the existing levels for 10 years, in-
cluding strategic and tactical nuclear weapons. All types of 
delivery systems and the total number of warheads (in-
cluding deployed and non-deployed) were capped. The 
development, testing, and deployment of new types of 
warheads and delivery systems was prohibited.

The same fictitious neighboring countries used in the first 
exercise were reconfigured to represent different levels of 
development, capabilities, and populations. The larger 
state, with a population of 200 million, was a moderately 
advanced industrialized state with regional military and 
economic dominance, and ambitions for broader global in-
fluence. It had a sophisticated nuclear weapons enterprise 
consisting of civilian and military nuclear fuel cycles and a 
total of 322 nuclear warheads. The smaller ascending 
power, with a population of 100 million, was newly industri-
alized with a modest conventional force. It recently devel-
oped its nuclear capability as a primitive nuclear deterrent. 
Its nuclear enterprise consisted of both civilian and military 
nuclear fuel cycle and had possession of a total of 
110 warheads.

Detailed nuclear enterprise models were provided to the 
exercise participants, so that they would spend their time 
considering verification for key pathways rather than at-
tempting an APA exercise in a short period of time. Fig-
ure 2 is the examples for the larger fictitious state (named 
“Trenzalia”).

The final discussion session was held at the 8th INMM–ES-
ARDA Joint Workshop at Jackson Hole, Wyoming, in Oc-
tober 2015 [6], was not directed towards any specific sce-
nario, but instead focused more on application of systems 
engineering approaches and the complications that pro-
tection of sensitive national security information introduces 
into the process.

3.	 Key insights

The group of experts participating in the workshops dem-
onstrated that It is possible (although complicated) to cre-
ate a state-level systems framework to define objectives, 
processes, and timescales for an effective verification re-
gime based on the strategic goals of an arms control trea-
ty, while still considering restrictions from different security 
environments. The use of exercises, with fictitious states 
and model treaties, effectively focused the discussion on 
the application of a systems approach beyond IAEA safe-
guards, and provided the specific security and verification 
objectives needed to carry out such an assessment. This 
context directly influenced the assessment of pathway at-
tractiveness, timeliness, detection goals, and level of effec-
tive verification. Finding the balance between intrusiveness 
and transparency was a recurrent theme and the need for 
flexibility was stressed. The verification technology re-
quired to find solutions will have to be treaty-specific, but 
advance work can be done so that various technical op-
tions can be ready for consideration in the context of actu-
al negotiations.

The range of viewpoints brought by nuclear weapons state 
and non-nuclear weapons state experts illustrated how a 
diversity can spur new research directions. By mixing safe-
guards, arms control, international relations and political 
science experts it was possible to challenge the group to 
adjust their usual focus and methods to a dif ferent 
domain.

During the first exercise, most the participants brought ex-
tensive international safeguards experience, which drove 

Figure 1: Framework used to explore the usefulness of a systems approach to development of a treaty verification regime.
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the group into detailed of APA analysis with efforts to de-
fine attractive pathways and timeliness goals, as is current-
ly done by the IAEA. As the effort bogged down, it was 
clear that the state-level approach would need to be mod-
ified to fit into this different arms control context. In apply-
ing safeguards in NNWSs, the goal is to prevent and de-
tect the diversion of clearly defined materials for the whole 
state, however, in NWSs with a Voluntary Offer, safeguards 
are applied only in volunteered facilities in the complex, so 
the whole enterprise has not been considered. In the arms 
control context, depending on the definition of the treaty 
accountable items (TAI), the cheating pathways across the 
whole military and civilian complex must be taken into ac-
count, so, it will be necessary to link the materials and 
weapons sectors of that nation’s nuclear weapons com-
plex. So, when planning for the verification of items such 
as weapons or weapons components, the State’s security 
and defense objectives will have a significant influence.

Defining clear metrics to evaluate pathway “attractiveness” 
and “timeliness of detection” for possible cheating must 
also be modified in this context. The metrics used by the 
IAEA provide a good basis for further work, but new or re-
vised metrics would be dependent on the objectives of the 

treaty and the security situation of the countries involved. 
For example, the technical difficulty of cheating might not 
be the issue if a functioning facility exists but “stealth” or 
“denial and deception” to hide prohibited activities could 
be a credible cheating scenario. Maintenance and opera-
tional costs could be considered as obstacles to cheating 
for a particular pathway, however, if those costs were al-
ready included in the national budget, it might not have an 
influence on the attractiveness of exploiting the pathway.

The participants found that the detection goals for diver-
sion or production of significant quantities of TAIs are 
greatly influenced by the perceived stability in a region. In-
creased transparency with lower-confidence verification of 
the exact numbers of TAIs might be acceptable between 
countries with a trusted stable relationship. However, if 
each state has only a low number of weapons, accurate 
verification of numbers and locations of TAIs is likely to be 
a very strong requirement for treaty ratification.

An effort was made during the second exercise to simulate 
an environment where national security was highlighted as 
part of the scenario. The two fictitious states were better 
defined (so there was no need to create this) and the 

Figure 2: Nuclear enterprise model for the larger power with a moderately advanced industrialized state, with regional military and eco-
nomic dominance.
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participants were split into two groups. Each side went 
through the process outlined in Figure 1 and determined 
its own national security and verification objectives. With 
this additional information, the analysis of the different 
cheating pathways would be considered in the context of 
strategic and/or defense advantage. For example, if deter-
rence were the objective, having an undeclared (and unde-
tected) cache of weapons would not provide much benefit. 
However, if the objective was to gain a strategic advantage 
for a certain area of a disputed border, it would be impor-
tant to detect cheating with respect to the number and lo-
cations of weapons.

The imbalance between the two-hypothetical nuclear ca-
pable states during the exercise illustrated how the securi-
ty objectives would drive the focus of a verification regime. 
The more capable state was interested in maintaining its 
advantage and therefore required verification that no new 
capability could be achieved without detection in the 
smaller state. So, the pathway analysis focused on the ma-
terial and weapons production sectors of the complex. 
The less capable state was less concerned about im-
provements in the neighbor’s already powerful nuclear 
weapons capability than it was about the numbers and lo-
cation of weapons near its borders, so its focus was on 
the verification of numbers and locations of the TAIs.

Ultimately, finding the balance between the degree of in-
trusiveness and allowable transparency must be achieved 
to provide confidence in treaty compliance. A nation’s se-
curity requirements and the protection of sensitive infor-
mation and facilities will constrain the final verification re-
gime. Protection of nuclear weapons knowledge (including 
materials, facilities and processes) are crucial to national 
security and are governed by the Nuclear Non-proliferation 
Treaty (NPT) Article I (if nuclear and non-nuclear weapons 
states are involved). Using an iterative process, verification 
measures could be developed to provide sufficient confi-
dence in compliance in a way that would couple existing 
technical capabilities with operational and security require-
ments. It could also help point the way for future technolo-
gy R&D programs.

Greater details on the scenarios and results of the techni-
cal discussions can be found in an upcoming book [7].

4.	 Future Research

Further development is needed but the authors believe 
that a clear and transparent framework provides an effec-
tive mechanism for international and technical engage-
ment on these complicated issues. In particular, continued 
research can be done to advance implementation of an 
acquisition pathway analysis methodology in nuclear 
weapons states. Increased efforts to link the material and 

weapons sectors of the nuclear weapons complex are es-
sential. More consideration should be given on definition of 
treaty-controlled items and the “significant quantity” of 
these items. Further work to refine metrics for pathway at-
tractiveness, detection probabilities, and detection goals 
will depend on the items to be verified, related pathways 
and the security objectives of a state.

Continued testing of a systems approach and validating 
the framework would help to analyze the pros and cons of 
possible verification regimes by allowing for sensitivity 
analysis, to better understand high priority pathways and 
the confidence levels that non-compliance would be de-
tected. Further work would also help bound the potential 
for using modeling and simulation to evaluate effective ver-
ification options and the potential impacts on the design of 
future declarations.

A clear benefit from the series of ESARDA/INMM expert 
meetings was the development of a cadre of international 
technical experts gaining familiarity and experience with 
these issues. The majority of the activity was carried out 
during professional society meetings rather than directly-
funded research programs. Based on the positive experi-
ence of working across a diverse community in an interna-
tional environment, continuing substantive dialogue, in 
venues such as the on-going International Partnership for 
Nuclear Disarmament Verification (IPNDV), should be en-
couraged. The inclusion of broader international technical 
expertise (outside of the NWS) creates opportunities for in-
novation. The framework described in this paper, could 
provide a structure to guide complicated and sensitive dis-
cussions that facilitates engagement across a broad range 
of weapons and verification expertise in support Article VI 
of the NPT. It also has the potential for structuring regional 
dialogue on sensitive issues.
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Abstract:

The Enhanced Data Authentication System (EDAS) is a 
means to securely branch information from an existing 
measurement system or data stream to a secondary ob-
server. In an international nuclear safeguards context, the 
EDAS connects to operator instrumentation, and provides 
a cryptographically secure copy of the information for a 
safeguards inspectorate. This novel capability could be a 
complement to inspector-owned safeguards instrumenta-
tion, offering context that is valuable for anomaly resolution 
and contingency.

Sandia National Laboratories gathered operator and in-
spector requirements, and designed, developed, and fab-
ricated prototype EDAS software and hardware. In part-
nership with Euratom, we performed an extended EDAS 
field trial at the Westinghouse Springfields nuclear fuel 
manufacturing facility in the United Kingdom. We inserted 
EDAS prototypes in operator instrumentation lines for a 
barcode scanner and weight scale at a portal where UF

6 
cylinders enter and exit the facility. The goal of the field trial 
was to demonstrate the utility of secure branching of oper-
ator instrumentation for nuclear safeguards, identify any 
unforeseen implementation and application issues, and 
confirm whether the approach is compatible with operator 
concerns and constraints.

During the field trial, the data streams were collected for 
nine months, and the EDASs branched 698 barcode and 
663 weight scale events. Our analysis found that both 
EDAS units accurately branched 100% of the data that 
flowed through the instrumentation lines when we com-
pared them to the recorded operator data. With multiple 
deployed EDASs we found that it is possible to correlate 
the branched data and create a more holistic narrative of 
facility activities. Euratom reported the field trial as a full 
success due to the continuous, correct, and secure 
branching of safeguards relevant data. At the same time, 
the operator is satisfied that EDAS did not interfere with 
plant operations in any way. The success of this field trial is 

an important step toward illustrating the potential and utili-
ty of EDAS as a safeguards tool.

Keywords: secure branching; data collection, field trial; 
operator instrumentation; unattended monitoring; minimal-
ly intrusive

1.	 Introduction

EDAS is a means to securely branch information from an 
existing measurement system or data stream to a second-
ary observer, as illustrated in Figure 1. An EDAS junction 
box creates a “branch” of the main communication path 
data and transmits the replicated data to the secondary 
observer from a tap-off point close to the measurement 
system sensor. In an international nuclear safeguards de-
ployment, the primary observer represents the facility op-
erator system while the secondary observer is the safe-
guards inspectorate system. The EDAS junction box 
connects to the output of existing operator instrumentation 
and sends a copy of the information to the safeguards in-
spectorate EDAS computer. The junction box cryptograph-
ically secures the branched data using encryption for con-
fidentiality and authentication to provide data integrity. This 
branching capability could be a complement to inspector-
owned safeguards instrumentation, offering context that is 
valuable for anomaly resolution and contingency.

The EDAS development project is a collaborative effort be-
tween the U.S. DOE Sandia National Laboratories in the 
United States, the European Commission Directorate Gen-
eral for Energy (DG-ENER) in Luxembourg, and the Europe-
an Commission Joint Research Centre (JRC) in Italy. The 
original project began in May 2008 under the auspices of a 
DOE-Euratom agreement1 as Action Sheet (AS)  32, 

1	 “Agreement between the European Atomic Energy Community represented by 
the Commission of the European Communities and the United States Depart-
ment of Energy in the field of Nuclear Material Safeguards Research and Devel-
opment,” 6 Jan 1995. That agreement was superseded in November 2010 with 
one of expanded scope, “Agreement between the European Atomic Energy 
Community represented by the European Commission and the United States 
Department of Energy in the field of Nuclear Material Safeguards and Security 
Research and Development.”

mailto:mthomas@sandia.gov
mailto:gtbaldw@sandia.gov
mailto:rwhymel@sandia.gov
mailto:andreas.smejkal@ec.europa.eu
mailto:ralf.linnebach@ec.europa.eu
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“Enhanced Data Authenticity via an Electronics Platform for 
the Secure Transmission and Recording of Sensors.” That 
work focused on the inspector requirements for secure 
branching. The project team designed, built and demon-
strated an initial prototype of EDAS to key stakeholders [1]. 
The project continued under AS 41, “Application of the En-
hanced Data Authentication System to Operator Instrumen-
tation.” In this second phase, we adapted the concept to 
meet operator requirements as well; that is, to ensure that 
EDAS is non-interfering to facility operations, fail-safe, and 
conforms to instrumentation interface standards [2, 3]. San-
dia incorporated the combined inspector and operator re-
quirements into redesigned hardware and software for 
EDAS [4]. The new prototypes have been tested extensively, 
culminating in an extended field trial at an operational nucle-
ar facility subject to Euratom safeguards [5].

The goal of the EDAS field trial was to demonstrate the util-
ity of secure branching of operator instrumentation for nu-
clear safeguards, identify any unforeseen implementation 
and application issues, and confirm whether the approach 
is compatible with operator concerns and constraints. Eur-
atom arranged to conduct the field trial at the Westing-
house Springfields nuclear fuel manufacturing facility in 
Lancashire, United Kingdom. We inserted EDAS junction 
boxes in two operator instrumentation lines, a barcode 
scanner and a weight scale, at a portal where Model 30B 
UF6 cylinders enter (full) and exit (empty) the facility. Data 
collection occurred for approximately nine months, from 
March through November 2015. The branched data trans-
mitted continuously to an inspector computer and was 
collected by the Euratom Remote Acquisition of Data and 
Review (RADAR) [6] data acquisition software for subse-
quent analysis by inspectors.

2.	 EDAS Prototypes

Sandia designed, developed, and manufactured prototype 
EDAS software and hardware to meet both operator and 
inspector requirements, incorporating commercial off-the-
shelf (COTS) and custom hardware, as well as open 
source and custom software. The EDAS junction box fea-
tures a modular design, which separates its general 

branching functionality from that which is specific to a par-
ticular instrumentation interface. The junction box proto-
types interface to the operator main communication path 
via standard 9-pin RS232 serial, which matches the field 
trial barcode scanner and weight scale interfaces. The 
branched data is sent from the junction box to the inspec-
tor (EDAS computer) via a RJ45 Ethernet interface and, 
when employing network extenders, there is no practical 
distance limit, allowing for a variety of installation configu-
rations. Figure 2 is a picture of the EDAS junction box, 
which is approximately 9.5 x 6.3 x 4.0 cm. Power is sup-
plied either via a barrel adapter or USB.

The EDAS junction box employs a low-cost commercial 
BeagleBoneTM Black embedded processor and a custom 
accessory board, called a “cape,” that is mounted on top 
of the BeagleBoneTM Black board. The Sandia-developed 
cape is interface-specific; it performs the branching func-
tion for both the “transmit” and “receive” signals in the 
RS‑232 serial specification. Figure 3 is a picture of the 
EDAS cape inside the case. It links the primary instrumen-
tation signal path between the in and out serial connec-
tors, and includes sensing electronics to generate an iso-
lated copy of the signal. The isolation acts as a diode and 

Figure 1: EDAS Branching Diagram

Figure 2: The EDAS Junction Box

Power: not used  
for field trial

Ethernet: EDAS 
branch to inspector

USB: power

RS-232: operator main  
communication path

RS-232: operator main 
communication path
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prevents any information from the inspector being intro-
duced onto the operator main communication path. DB-9 
serial connectors on the cape use different genders, so 
that the primary instrumentation cables could be discon-
nected from the EDAS junction box and mated directly to 
each other, should the operator have a reason to bypass 
the EDAS entirely.

The EDAS uses a streamlined version of Linux, created for 
embedded systems, called Yocto. We eliminated any func-
tionality from the operating system not needed by EDAS 
by removing software functions that may consume pro-
cessor and memory resources. We also made the EDAS 
junction box more secure by disabling access to ports not 
used for normal operation (e.g., FTP).

The custom firmware directs the embedded processor to 
collect and buffer all branched data from the main instru-
mentation signal path. The data are then compiled into 
discrete packets; digitally signed using a public key crypto-
graphic algorithm; encrypted; and finally pushed over an 
Ethernet connection to the inspector computer. The firm-
ware also periodically creates and sends state of health 
“heartbeat” messages to confirm that EDAS is operating 
normally. The inspector computer runs custom software 
that receives and decrypts the EDAS packets, verifies their 
authenticity, and writes the data to an output file for post-
processing and analysis.

3.	 RADAR Integration

The EDAS junction box has no a priori understanding of, or 
expectation for, the meaning of the data it branches. Rath-
er, it forms data into packets based on preset configura-
tion settings and sends each via TCP/IP over Ethernet to 
the inspector computer. The EDAS inspector computer 
software receives all EDAS packets from the EDAS branch 
and writes these to a log file. In order for these EDAS 
packets to be interpreted equivalently for the facility opera-
tor and inspector, we used the Remote Acquisition of Data 
and Review (RADAR) software package.

RADAR, developed by Euratom, is a modular and stand-
ardized software platform for data acquisition from different 

sensors. Typical sensors (e.g., shift registers or multi-chan-
nel analyzers) are configured and operated by RADAR Data 
Acquisition Modules (DAM). In order to use EDAS field trail 
data in the RADAR framework, EDAS DAMs were devel-
oped for both the field trial barcode scanner and weight 
scale. The EDAS DAMs are fully integrated into the RADAR 
system like other, already existing, DAMs.

Euratom configured and activated the EDAS modules to 
derive meaning from the barcode and weight scale 
branched bytes so that they are identically interpretable for 
the inspector and the facility operator. During the field trial, 
the inspector computer continually ran the EDAS RADAR 
software modules, which scanned the EDAS log files for 
new records. The modules converted the branched sig-
nals into event records containing a time stamp, the 
scanned barcode ID or weight measurement, and crypto-
graphic authentication status.

The development of the RADAR EDAS modules repre-
sents an important phase of the collaboration between 
Euratom and Sandia. Sandia shipped several EDAS junc-
tion boxes and software to Euratom headquarters in Lux-
embourg where EDAS RADAR software modules were de-
veloped and tested in a test bed using representative field 
trial equipment and simulators. EDAS integration with RA-
DAR greatly facilitated our ability to analyze data from the 
field trial because much of the analysis involved the com-
parison of operator records to the interpreted barcode and 
weight scale records in the RADAR files. With develop-
ment of the field trial RADAR EDAS modules complete, it 
would be simple to develop new EDAS modules for RA-
DAR to support branching signals from other types of 
instrumentation.

A further benefit is that RADAR converts EDAS data to a 
standard format that can be analyzed by an automated re-
view and analysis tool, such as the integrated Review & 
Analysis Platform (iRAP). iRAP, originally developed by Eur-
atom, has been made available to the International Atomic 
Energy Agency (IAEA), and is now the subject of a software 
collaboration between both organizations. Under a license 
agreement between the IAEA and EURATOM, iRAP will be 
developed jointly towards an “all-in-one review platform.” [7]

4.	 Field Trial Setup

The field trial took place at a UF6 cylinder portal at the 
Springfields nuclear fuel manufacturing facility. During oper-
ations, full Model 30B cylinders enter the portal staging area 
one at a time and are placed on a scale. Per the facility pro-
cedure, an operator must scan the cylinder identification 
number with a barcode scanner and measure its weight. 
These two operations can happen in either order. To meas-
ure a weight, an operator must enter a command into the 
operator system, which triggers three consecutive weight 
commands. The operator weight scale control unit 

Figure 3: EDAS Cape (the white-colored board with mounted 
electronics)
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subsequently sends three successive weight measure-
ments, in kilograms, to the operator system. The operator 
system then averages these three weights, which becomes 
the final weight measurement record. Both the barcode 
scan and weight scale measurements are recorded in an 
operator log file. The cylinder then enters the facility for pro-
cessing. After processing, the cylinder reenters the portal 
and its identification number and weight measurement are 
recorded. The empty cylinder then leaves the facility. For the 
field trial, EDAS junction boxes formed branch points in the 
barcode scanner and weight scale communication lines.

In early March 2015, the Sandia EDAS developers, Eurat-
om inspectors, and operator representatives met at the 
Springfields facility to install the EDAS system and com-
mence the field trial. The Sandia team installed, config-
ured, and initialized the EDAS prototypes. Euratom provid-
ed the inspector computer to acquire the field trial data, 
and configured and activated the EDAS inspector comput-
er software and RADAR EDAS DAMs. The Springfields op-
erator installed a lockable custom cabinet, pictured in Fig-
ure 4, to house both the EDAS junction boxes and the 
inspector computer. The cabinet was f it ted with 
feedthrough connectors for both signal and power lines.

The EDAS was configured for a standard 9-pin RS-232 in-
terface for the barcode scanner, but we discovered during 
the installation visit that the installed barcode scanner 
used a pen interface. The operator promptly replaced that 
barcode scanner with a new one that uses a 25-pin inter-
face. To obtain the correct signal on the EDAS, the opera-
tor installed a Datalogic CBX800 adapter, shown in Fig-
ure 5, in the signal line between the barcode scanner and 
operator system. It is important to note that the Datalogic 
adapter split the barcode signal, with one portion going to 
the operator system and the other to the barcode EDAS. In 
other words, the EDAS received data that was already 
branched by the CBX800 adapter.

The operator classified the continuous and direct output 
from the scale as part of the facility safety system; branch-
ing here would have required a prohibitively long and un-
certain approval process. Therefore, the EDAS branch 
point for the weight scale was installed at the output of the 
control unit for the scale, not at the scale itself. The control 
unit was a Mettler Toledo model IND690 weighing termi-
nal. EDAS, therefore, did not sense weight continuously. 
Both the operator and EDAS received weight data only 
when the facility instrumentation control system triggered 
the IND690 to send a reading.

Figure 6 shows the installed EDAS junction boxes and the 
Euratom inspector computer. The inspector computer was 
a ruggedized Windows computer with several redundant 

Figure 4: EDAS Cabinet provided by the Operator

Figure 6: EDAS System installed in operator cabinet, showing the 
Euratom computer (left), network switch (middle), and two EDAS 
branching units (right)

Figure 5: Datalogic CBX800 adapter that split the barcode scan-
ner communication path



92

ESARDA BULLETIN, No. 54, June 2017

components for increased reliability. A switch directed 
EDAS network traffic between the EDAS junction boxes 
and inspector computer. We verified the successful 
branching of several facility barcode and weight events 
over several days before the system ran unattended for the 
duration of the field trial.

5.	 Field Trial Analysis

The field trial collected data for nine months, between 
March 5, 2015 and November 26, 2015. EDAS data were 
collected by RADAR on the installed inspector computer, 
and Euratom inspectors retrieved the complete datasets 
on November 26 when the field trial system was decom-
missioned. Euratom obtained a separate transcript from 
the Springfields operator of timestamped system logs of 
barcode and weight scale data over the same period. San-
dia analyzed these data using custom analysis software to 
compare and correlate the data.

In order to gauge the success of the EDAS field trial 
against our original goals, we posed the following 
questions:

•	Did each EDAS operate continuously for the field trial 
duration?

•	Do the EDAS and operator barcode scanner and weight 
datasets match? Did the EDAS miss any events with re-
spect to the operator? Did the EDAS capture any events 
not contained in the operator logs?

•	For every barcode scan is there a corresponding weight 
measurement, and does every weight measurement 
have an associated barcode scan?

•	Are all weight scale data preceded by associated “send 
weight” commands? Conversely, is any command miss-
ing a weight scale response?

•	Were other anomalies discovered?

The field trial analysis specifically addresses these ques-
tions, and the following sections report the results of the 
analysis. Additional interpretation is deferred to the Discus-
sion section.

5.1	 Analysis Methodology

We wrote software to automate the analysis of the field tri-
al data. The software was coded to apply several rules 
and assumptions that define the continuous operation of 
EDAS, correct format of a record, and tolerances for ex-
pected differences between the EDAS and operator sys-
tem data. The following are the rules and assumptions we 
used for the field trial analysis:

•	The barcode scanner EDAS junction box will hereafter 
be referred to as “EDAS-B.”

•	The weight scale EDAS junction box will hereafter be re-
ferred to as “EDAS-W.”

•	A barcode ID is an alphanumeric string.

•	A weight sent by the Mettler-Toledo IND690 is measured 
in kilograms and has two digits of precision after the 
decimal point.

•	A weight scale command is considered valid if it match-
es the Mettler-Toledo IND690 control sequence: 
S<CR><LF><ACK>. Note that any variations are flagged 
as anomalies.

•	Packets sent from the EDAS junction box to the inspec-
tor computer are digitally signed and encrypted. For a 
received packet to be classified as authentic, the packet 
must correctly decrypt and authenticate.

•	To prove that the EDAS junction boxes were continuous-
ly operating, we configured them to periodically send 
heartbeat messages, and expected to observe contigu-
ous heartbeat messages at a rate of at least once every 
two minutes.

•	For comparing the EDAS-B and operator barcode data, 
a match is recorded when the values are identical AND 
occur within four minutes of each other.

•	For comparing the EDAS-W and operator weight scale 
data, a match is recorded if the values vary by less than 
0.1 kg AND occur within four minutes of each other. Note 
that slight precision differences in measurement values 
are expected since three weight values are averaged in-
dependently by the operator and the RADAR EDAS 
weight scale module on the inspector computer.

•	Per the operator’s cylinder entry/exit procedure, we ex-
pect the barcode scan and weight scale measurements 
for a cylinder to occur within one minute of each other.

•	An operator weight command to the IND690 (weight 
scale terminal) immediately and automatically triggers a 
weight measurement. We create an association if a 
weight command precedes a weight measurement AND 
the timestamps are within two seconds of each other. 
Note that this analysis is only possible with EDAS data 
because the operator does not keep a record of com-
mands in the operator system logs.

Note that all selected time thresholds to compare values 
are heuristics selected by the authors. These values were 
selected via analysis of the data as they afforded enough 
flexibility to identify all true matches. At the same time, the 
chosen thresholds had a tight enough tolerance to not 
conflate incorrect events. In the case of EDAS heartbeat 
messages, we selected a two-minute threshold as suffi-
ciently frequent to prove the junction boxes were continu-
ously operating. When comparing EDAS junction box and 
operator barcode or weight scale data, we selected a four-
minute threshold to account for observed clock drift over 
the course of the field trial between the operator and EDAS 
systems. This value allowed our analysis to identify all true 
positives while eliminating the possibility of incorrect 
matches since containers are processed at the portal at a 
much slower rate.
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5.2	 Test for Continuous EDAS Operation

Both the EDAS-B and EDAS-W units operated continuous-
ly for the nine-month duration of the field trial. To assess 
continuous operation, we first checked that there were no 
interruptions in heartbeat messages from either EDAS 
junction box. There was no time during the field trial where 
more than two minutes passed between these messages. 
We also searched the inspector computer log files for evi-
dence of a network disconnect between an EDAS junction 
box and the inspector computer. The only recorded in-
stance of establishing a network connection was the initial 
connection at the beginning of the field trial.

5.3	 Test for EDAS and Operator Dataset Equality

Our analysis software compared the EDAS measurements 
collected by RADAR with the operator system data files to 
check whether either of the EDAS junction boxes missed 
any records captured by the operator system. A match of 
a barcode or weight is determined according to rules set 
in the Analysis Methodology section. A discrepancy, or dif-
ference, is any deviation from the above conditions, or any 
missing or additional EDAS data with respect to the opera-
tor system. Table 1 illustrates the total number of barcode 
and weight data points analyzed for the field trial.

Measurement 
Type

Operator Operator 
Manual 
Bypass

EDAS

Barcode Scanner 705 7 698

Weight Scale 664 1 663

Table 1: Total Barcode and Weight Events. Some operator bar-
code and weight data were manually entered into the system, ef-
fectively bypassing the EDAS.

EDAS-B did not branch seven events of the 705 found in 
the operator log files over the course of the field trial. 
These events transpired on four different occasions spread 
over the field trial duration. After speaking with the facility 
operator, we determined that these seven anomalous 
events were manually entered into the operator system be-
cause the cylinder label was damaged, and was unreada-
ble by the barcode scanner. In other words, the operator 
bypassed EDAS-B since the barcode scanner was not 
used for these seven events. Of the 664 operator weight 
events, we identified one additional empty weight meas-
urement of 0.0 kg in the operator log file that does not 
show up in the EDAS-W data. The operator determined 
that this anomalous weight entry is an artifact created by 
their control system when initially powering the IND690, 
and is not generated by the scale itself. Since this data did 
not derive from the scale or travel along the weight scale 
instrumentation line, it was not branched by EDAS-W. In 
summary, both EDAS-B and EDAS-W correctly branched 
100% of events that passed through each instrumentation 
line from the measurement device.

We also compared the EDAS measurements collected by 
RADAR with the operator system data files to check 
whether either EDAS-B or EDAS-W observed any meas-
urements not recorded by the operator system. Our analy-
sis found that of the 698 and 663 events recorded by each 
junction box, there was a 100% match with the operator 
files, indicating that each EDAS junction box did not 
branch any extra events not reported by the operator.

5.4	 Test for Barcode / Weight Correlation

Since each cylinder must have both its barcode scanned 
and weight measured when entering or exiting, we looked 
for correlation between these events captured by EDAS-B 
and EDAS-W. Of the 698 barcode and 663 weight events, 
654 of them correlated. This leaves 44 bar code scans 
that did not have associated weight data. Further analysis 
discovered several reasons for these discrepancies: (1) op-
erator scanning a test pattern rather than a cylinder bar-
code, (2) inadvertently scanning the same barcode identifi-
cation number multiple times in rapid succession, or 
(3) accidentally scanning a barcode on a UF6 cylinder in-
tended for autoclave processing (i.e., not the portal). Note 
that for this last case, a second barcode scanner, con-
nected to a different operator system, scans the cylinder 
identification number for subsequent processing in the au-
toclave. There were nine instances of weight data without 
corresponding barcode scans. As discussed earlier, many 
of these discrepancies are attributable to the seven bar-
code identification numbers that were manually entered by 
the operator, and not branched by EDAS-B. The remain-
der consist of weights that are outside the range expected 
for a UF6 cylinder in that they are less than the typical tare 
weight. The operator confirmed that these extra weight 
events were for scale testing purposes.

We also analyzed the operator records for correlation be-
tween barcode and weight data events, and found the dis-
crepancies to be the same as the EDAS data. There were 
705 barcode and 664 weight events from the operator re-
cord. We would initially expect the discrepancies between 
the operator and EDAS records to match. However, when 
backing out the seven manual barcode scan entries, 
where EDAS-B was bypassed, and the single empty 
weight entry, where EDAS-W was bypassed, we measure 
698 barcode and 663 weight events, and found that 654 
of them correlated, identical to the EDAS data.

5.5	 Test for Weight Command / Data Correlation

Of the 663 weight readings branched by EDAS-W, 100% 
were correlated to a weight command that immediately 
preceded the event. We did not perform this test on the 
operator data since commands are not included in their log 
files. Also note that this analysis does not apply to the bar-
code scanner data, since a human operator must squeeze 
the barcode scanner trigger to command the device; so, 
there is no command signal for EDAS-W to branch.
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5.6	 Test for Other Anomalies

During field trial setup, it became clear that the EDAS 
junction box electronics do not keep time well. The Bea-
gleBoneTM Black has an inaccurate system clock. For this 
reason, we relied instead on the inspector computer time: 
the inspector computer affixes its own timestamp to each 
EDAS message it receives. However, even using this 
timestamp in lieu of the EDAS timestamp was not without 
issues. We observed a dozen occasions when the in-
spector computer timestamps on successive EDAS 
heartbeat messages were spaced only a few seconds 
apart, rather than the configured separation of once per 
minute. We believe that these heartbeat messages, sent 
by the EDAS junction box, were queued while the inspec-
tor computer was otherwise busy and unable to process 
them, causing a backlog of messages. At a later point, 
the inspector computer processed them in rapid succes-
sion, resulting in a cluster of closely spaced timestamps 
for these messages. Analyzing the EDAS timestamps, 
even though incorrect in an absolute sense, revealed they 
were sufficiently accurate on smaller timescales to con-
firm that the heartbeat messages were generated at the 
expected frequency.

Another issue was the assignment of the local time zone to 
the timestamped EDAS data packets. Two daylight sav-
ings transitions occurred during the course of the field trial, 
causing timestamps to suddenly skip or move backwards 
an hour. An appropriate time correction factor was applied 
to the analysis software to rectify this issue for data 
analysis.

6.	 Discussion

The field trial analysis has shown that EDAS and the in-
spector computer operated continuously and correctly 
over the nine-month duration of the field trial, showing that 
EDAS can run unattended in an operational nuclear facility 
for long periods of time. There was never an interruption in 
heartbeat messages in either EDAS-B or EDAS-W, and no 
network connectivity issues or errors occurred in the log 
files. In addition, the data were secure in that they were 
free of decryption and authentication errors, which satis-
fies the inspector requirements for the data being both 
confidential and trustworthy, respectively, from the branch 
point forward. Further, it is noteworthy that the RADAR 
EDAS modules ran continually for the entire field trial with-
out any data interpretation issues or interruption.

EDAS correctly branched 698 barcode scanner and 663 
weight scale events over the course of the field trial with-
out interfering with the operator system. It is notable that 
neither EDAS junction box recorded any events that were 
absent from the operator system. Also, neither EDAS 
missed any unexplained barcode or weight scale events 
when compared to the operator record. While the operator 

did manually bypass EDAS-B several times, both junction 
boxes branched 100% of the data that flowed through 
each for the entire field trial duration. The cases where the 
operator manually bypassed EDAS-B, due to damaged 
cylinder labels, highlights a tenet of the EDAS non-interfer-
ence requirement and illustrates one reason a facility oper-
ator might bypass a junction box, without much affecting 
the overall safeguards narrative.

With multiple EDASs installed in a facility, there are other 
first-order analyses that can correlate data to look for con-
sistency. When a UF6 cylinder enters or exits the facility, 
one would expect the cylinder to be both barcode 
scanned and weighed at approximately the same time. Yet 
comparing barcode scans to weights between the EDAS 
junction boxes showed over 40 discrepancies. As dis-
cussed earlier, all of these differences can be explained by 
operator tests and errors in procedure. In other words, 
correlation between barcode and weight scale data is not 
possible for these artifacts since they are not attributable 
to an actual cylinder entry or exit measurement. The oper-
ator barcode and weight log file data were also compared, 
and the discrepancies matched those of the analysis be-
tween the EDASs, showing equivalency in narratives be-
tween both systems.

Another analysis found 100% correlation of EDAS weight 
commands and data, which proves that, in every case, a 
command immediately preceded a weight measurement. 
More generally, the installation of multiple EDASs indepen-
dently observing various aspects of a process can in-
crease context for the safeguards inspector to draw con-
clusions on declarations since they can correlate more 
data streams to confirm agreement in the data. The ability 
to check data consistency across multiple EDASs makes 
undeclared operations on a process more complex and 
difficult to perform without detection.

The decision to build a lockable custom cabinet to house 
the field trial equipment affected setup and installation. 
While such a cabinet is advantageous for an inspectorate 
to house the inspector computer, there are downsides to 
placing the EDAS junction boxes inside. For one, it makes 
it difficult for the small form-factor EDAS junction box to be 
installed as close to an instrumentation sensor as possible. 
In addition, the pass through connectors, built into the 
cabinet wall, add more capacitance to the instrumentation 
signal path, which will affect data transmission and integri-
ty for both the operator and inspectorate. Another point is 
that the operator created an external bypass path at the 
connectors of the cabinet itself, foregoing the bypass op-
tion designed into the EDAS junction box.

The field trial exposed several issues with timing. The built-
in EDAS clock, included with the BeagleBoneTM processor, 
is not very accurate and resets to a default value if it loses 
power. A low-cost, high-accuracy, real-time clock with 
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battery backup can be added to future versions of the 
EDAS junction box to fix the problem. It is also essential to 
standardize the time zone used by the EDAS and inspec-
tor computer, irrespective of installation location. A univer-
sal time zone such as UTC (Coordinated Universal Time), 
which does not observe daylight savings transitions, is 
recommended. Clock drift between EDAS and the opera-
tor system is another important concern for the future 
since the inspector does not have the ability to regulate 
time on the operator system. The time drift between these 
systems is an issue that could impact event correlation 
and should be given further consideration.

More sophisticated field trial analyses could yield patterns 
of facility operations for the branched instrumentation by 
correlating multiple measurements over time. For this field 
trial, it may be possible to calculate the net weight differ-
ence of cylinders, get a sense of the residence time of 
each cylinder within the facility, and the direction of cylin-
der movement. Such data can yield an indication of urani-
um hexafluoride mass processed at the facility per unit 
time as well as how many and which cylinders are current-
ly inside the facility, or were recently processed and 
shipped. The types of patterns extracted by an EDAS in-
stallation can be extrapolated to other areas of the nuclear 
fuel cycle.

7.	 Conclusions

Euratom reported the field trial as a full success due to the 
continuous, correct, and secure branching of safeguards-
relevant data. More generally, it is advantageous that 
EDAS allows the use of existing operator instrumentation 
to collect operator-owned instrumentation data. The EDAS 
supports various installation configurations and could 
branch data from a wide array of instruments used for nu-
clear safeguards in different parts of the fuel cycle, such as 
monitoring material flow in nuclear facilities by branching 
operator-owned NDA instruments in material balance are-
as. An overview of nuclear safeguards instrumentation can 
be found here [8]. Another point is that EDAS could reduce 
cost by decreasing the installation of redundant safe-
guards instrumentation in facilities. Such duplicate equip-
ment uses facility real estate and can decrease facility 
throughput (e.g., the extra time to weigh a UF6 cylinder on 
both operator- and inspector-owned weight scales).

Any field trial at a facility can represent a challenge for an 
operator, due to potential interference with standard oper-
ations and additional work required to establish an accept-
able solution that complies with the plant operational and 
safety systems. The installation of the EDAS junction boxes 
and the associated Euratom computer was completed rel-
atively easily. The main observation from the operator is 
that the EDAS system was, in effect, invisible to plant oper-
ations. That is, there were no instances of interference with 

use or operation of the weight scale, barcode scanner, or 
associated operator systems.

There are several field trial takeaways that can be integrat-
ed into a future version of EDAS. These include incorporat-
ing better time keeping with a battery backup, and using a 
universal time zone to timestamp data. The junction box 
RS232 serial interface is compatible with a significant por-
tion of legacy instrumentation. For broader interface com-
patibility we recommend that future EDAS hardware be 
compatible with 25-pin RS-232 (e.g., a standard 25- to 
9-pin adapter), and potentially other instrumentation inter-
faces, such as USB or Ethernet. In addition, a tamper indi-
cating enclosure is a recommended addition to protect the 
EDAS cryptographic keys.

The EDAS junction box should be installed as close to the 
sensor as possible as the data is cryptographically confi-
dential and authentic starting from the tap-off point until it 
reaches the inspector computer. Since the data between 
the sensor and junction box are unsecured, it is important 
that EDAS is deployed as part of a comprehensive safe-
guards solution. For example, tamper indicating conduit 
could be installed to secure the sensor to junction box 
communication path and/or surveillance could be used to 
monitor the instrumentation. Looking forward, the safe-
guards community could work with manufacturers to inte-
grate EDAS d i rect l y  into the sensors of  new 
instrumentation.

The success of the EDAS field trial is a critical step in ad-
dressing the IAEA Long Term R&D plan item 7.1, “Develop 
minimally intrusive techniques that are both secure and 
authenticated to enable the use of operator’s systems, in-
struments and process monitoring for cost effective safe-
guards implementation.” EDAS is a useful tool for the nu-
clear safeguards inspection community to securely 
monitor processes using operator instrumentation without 
undue burden on the facility operator — not to mention re-
ducing the burden on IAEA’s budget for new unattended 
monitoring systems. More generally, EDAS could be a use-
ful tool in other areas where a secondary observer has the 
need to monitor a measurement system or data stream.
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Abstract

In 2008, the IAEA published Nuclear Security Culture 
guidelines to serve as a tool for countries on building an 
effective nuclear security culture. Although the guidelines 
provide an adequate apparatus to help establish nuclear 
security culture at facilities, some limitations to them need 
to be carefully addressed. Here, by using empirical data, 
possible pitfalls on the way to achieving strong nuclear se-
curity culture are examined. In particular, those identified 
deal with:

1)	 Recognition of the credibility of the threat to nuclear 
facilities and nuclear materials in use, storage and in 
transport.

2)	 Appreciation of the influence of national cultural dif-
ferences and subcultures when building nuclear se-
curity culture.

It is believed that taking these factors into account and 
correcting shortcomings will not require substantial finan-
cial resources. Customising approaches to the application 
of nuclear security culture concept will help fill the gaps 
where they exist.

Keywords: nuclear security culture, terrorism, insider 
threat, organisational culture, national cultural influence, 
subcultures, design basis threat, integrated approach

1.	 Introduction

The past thirty years have seen increasingly rapid advanc-
es in appreciation of the role of the human factor in sus-
taining safety and security of nuclear operations. If the 
Chernobyl accident in 1986 gave birth to the concept of 
nuclear safety culture (IAEA, 1986, 1992), the term “nucle-
ar security culture” emerged in the early 2000s following 
the June 2000 meeting of the IAEA Working Group Ex-
perts on the revision of the Convention on the Physical 
Protection of Nuclear Material (CPPNM) (IAEA, 2008, p. 1). 
At the political level, momentum to give due attention to 
nuclear security culture was gained with the endorsement 
of the nuclear security culture concept by the IAEA Board 
of Governors at its September 2001 meeting and subse-
quent recognition of its priority by the 2001 IAEA General 
Conference (IAEA, 2008).

In 2008, the IAEA introduced guidelines on building nucle-
ar security culture based on Edgar Schein’s model of or-
ganisational culture (Khripunov, 2012, p. 9). According to 
the guidelines, nuclear security culture is defined as ‘the 
assembly of characteristics, attitudes and behaviour of in-
dividuals, organizations and institutions which serves as a 
means to support and enhance nuclear security’ (IAEA, 
2008, p. 3). It is important to note that nuclear security cul-
ture should not be regarded as an element applicable only 
to the physical protection of power plants or other facilities 
that possess nuclear materials. The 2005 Amendment to 
the Convention on the Physical Protection of Nuclear Ma-
terial (CPPNM) (IAEA, 2005) expanded the scope of pro-
tection of nuclear materials1 (Fournier, 08.05.2016), so sub-
sequently nuclear security culture should at the very least 
cover nuclear materials in use, storage as well as in trans-
port. Taking a multilevel approach, it would be logical to 
regard nuclear security culture in all its complexity, includ-
ing cyber-protection with its subsequent requirement of 
vigilant handling of electronic correspondence, proper or-
ganised records and attention to details in material ac-
countancy and control. On the other hand, it is important 
not to overstretch the concept to the extent that it goes 
from being operational to becoming too broad or vague for 
formulation and implementation. Therefore, here I will stick 
to the IAEA definition of nuclear security culture, which re-
flects precautionary measures primarily applicable to nu-
clear power plants, and imply that the 2005 Amendment 
extended it to a necessity to safeguard nuclear materials in 
domestic use, storage and transport.

An effective nuclear security is based on the belief, shared 
by all personnel, that a credible threat from theft, sabo-
tage, unauthorized access, illegal transfer, and other mali-
cious acts exists (IAEA, 2008; Khripunov, 2005, p. 60). Ac-
cording to the f indings of the Centre for Nuclear 
Non-Proliferation and Disarmament (refered in Zakariya & 
Kahn, 2015, p. 295), ‘there are six groups of actors re-
sponsible for the proper development of security culture: 
countries, organizations, managers in organizations, per-
sonnel, the public and the international community’. The 
tasks performed by them are by them are characterised by 

1	 ‘In July 2005, the Parties to the CPPNM adopted the Amendment to broaden 
the scope of the original Convention to cover the protection of nuclear facilities 
or nuclear material in domestic use, storage and transport’ (Fournier, 
08.05.2016).
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legal roles and resources they possess for the realization 
of nuclear security culture. With this regard, the important 
role of the IAEA is to provide support to states by issuance 
of guidelines and recommendations for establishment of a 
potent nuclear security culture and coordination of interna-
tional efforts in that direction. Among recent IAEA under-
takings is preparation of the technical guidance on Self-as-
sessment of nuclear security culture in facilities and 
activities that use nuclear and/or radioactive material 
(IAEA, 2.07.2014 (draft)). Although the need for such assis-
tance to the states is beyond all question, a concern is 
raised here on the recognition of important factors that 
can influence the application of the concept of nuclear se-
curity culture and ultimately may render null some of the 
efforts. These factors concern:

1.	 Recognition of the credibility of the threat to nuclear fa-
cilities and nuclear materials in use, storage and in 
transport. The risk that nuclear materials may fall into 
terrorist hands became most apparent with the fall of 
the Soviet Union; however, already in 1977 the U.S. Of-
fice of Technology Assessment (OTA, 1977, p. 17) 
identified that even without access to classified litera-
ture ‘a small group of people could possibly design 
and build a crude nuclear explosive device ...’ The fact 
that the threat has not yet materialized does not mean 
that the nuclear sector is immune to extremism and 
terrorism, especially when recently, as some experts 
conclude (M. G. Bunn, Malin, Roth, & Tobey, 2016), 
there is a significant rise of interest in high casualty ter-
rorism. A greater emphasis should be placed on the 
plausibility of malicious interest in the nuclear ‘dimen-
sion’ that can be materialised through outsider/insider 
activities. Moreover, new scenarios, including cyber-
technologies, should be taken into account, tested 
and preparations to withstand the attack should be 
made. It may come as no surprise that many countries 
do not regard nuclear terrorism as a threat, which is 
reflected or rather not reflected in their design basis 
threat definitions. Some other countries diminish the 
risk and significance of insider threat even when acts 
of factual diversion of nuclear material have occurred. 
A too relaxed view of the threat is equal to risking that 
nuclear materials eventually could end up in the pos-
session of terrorists. Thus, it is important to instil the 
underlying assumption that a threat exists and that it is 
quite plausible that a terrorist group could make a nu-
clear bomb if they acquire the material. This recogni-
tion is not to spread panic but rather to create a bed-
rock for a good nuclear security culture. Building and 
holding a strong view would require limited or even 
zero financial resources for facilities operators; howev-
er, it is something that might be difficult to change 
without dedication and applying significant efforts.

2.	 Appreciation of the influence of national cultural differ-
ences and subcultures when implementing nuclear 

security culture. Each professional community has atti-
tudes distinct to itself, for example, individuals involved 
with safety may have different or sometimes conflicting 
views with security-related personnel (Winter, 2007, 
p. 73). Thus, sometimes we can observe divergence in 
various professional subcultures, which can exert influ-
ence on nuclear security culture. In addition, landmark 
studies by Hofstede et al. (G. Hofstede, 1983, 1984, 
1985; G. Hofstede, Hofstede, & Minkov, 1991; G. Hof-
stede & McCrae, 2004; G. Hofstede, Neuijen, Ohayv, & 
Sanders, 1990) showed the relationships between so-
cietal-level variables, organisational practices and 
prevalent behaviours within the organisation. The 
GLOBE study (House, Hanges, Javidan, Dorfman, & 
Gupta, 2004) further discussed in more details the role 
of leadership in different cultures and its significance to 
organisational practices in 62 societies. Why is this im-
portant? Despite the process of globalisation, and the 
reduction or elimination of economic barriers, cultural 
differences remain, and can constitute barriers of their 
own (House et al., 2004, p. 1). The uniform approach 
to nuclear security culture followed the purpose to 
make it universal across the globe; however, neglect-
ing cultural differences can cause collisions and bot-
tlenecks in its implementation. Training programmes, if 
not customised by the headquarters and practitioners 
in the field, risk portraying nuclear security culture as 
an alien monster to some societies or cause for ridi-
cule in others. Therefore, similar to the way the IAEA 
applies the state-level concept to safeguards (for more 
details on state-level approach see Cooley, 2011), it 
should also treat the nuclear security culture concept. 
For this, however, more knowledge of social sciences 
is needed, as well as sensitivity and tolerance, togeth-
er with the skills of how to deal with some intrinsic diffi-
culties, since culture is a very delicate thing and, as 
most experts agree, is difficult to change.

One may consider that these arguments are somehow in-
terconnected, since a security narrative is often the result 
of the threat perception, which in its turn is influenced/me-
diated or created by national specifics. Despite the validity 
of this concern, giving rein to such an approach can create 
numerous ramifications with the risk of turning it into Aris-
totle’s chicken or the egg causality dilemma. Thus, the log-
ic to separate one argument from another was introduced 
simply with the purpose of emphasizing current difficulties 
and restraints with understanding nuclear security culture 
in order to streamline its implementation.

Appreciation of these restraining elements not only will 
help to mitigate possible divergence and inconsistency 
with concept application and eliminate impediments on 
the way to the achievement of strong security culture, it will 
also promote the adherence by states to relevant interna-
tional instruments and commitments. This is especially rel-
evant with the entry into force of the 2005 Amendment to 
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the CPPNM on 8 May 2016, where nuclear security cul-
ture, as Nilsson (Nilsson, 2007, p. 13) pointed out earlier, 
has elevated to a fundamental principle of nuclear security 
and become an obligation under international law. Ulti-
mately, this study provides an opportunity to advance our 
knowledge of nuclear security culture in order to reduce 
scepticism, which unfortunately is often found around in-
terdisciplinary constructed concepts, especially those 
dealing with human factors, jargoned as ‘warm-ware’ 
among the nuclear security community (Carroll, 2007, p. 
24), and consequently to enhance its operability.

2.	 �Recognition of the credibility of the threat to 
nuclear facilities and nuclear materials in 
use, storage and in transport

2.1	 �Nuclear security foundations and 9/11 events as 
a turning point

Although there has been a limited amount of research on 
nuclear security culture, it is prudent to name it among the 
fundamental principles of risk management in the nuclear 
security field (Zakariya & Kahn, 2015, p. 294). The IAEA re-
gards nuclear security culture in the scope of an integrated 
approach against nuclear terrorism comprising a range of 
activities ‘concerned with the physical protection of nuclear 
material and nuclear installations, nuclear material account-
ancy, detection of and response to trafficking in nuclear and 
other radioactive material, the security of radioactive sourc-
es, security in the transport of nuclear and other radioactive 
material, emergency response and emergency prepared-
ness in Member State’ (Foreword to the Nuclear Security 
Culture Implementing Guide, IAEA, 2008). Thus, helping 
Member States establish a strong nuclear security culture is 
an important element of such an integrated approach.

When it comes to profiling the nuclear threat, the most typ-
ical categorisation involves four scenarios. These primarily 
include acquisition and usage for malicious purposes:

(a)	 nuclear explosive devices,

(b)	 nuclear material to build an improvised nuclear explo-
sive device,

(c)	 radioactive material to construct a radiological disper-
sal device (RDD),

(d)	 the dispersal of radioactivity through sabotage of in-
stallations in which nuclear and other radioactive ma-
terial can be found or of such material in transport 
(Findings of the President of the International Confer-
ence on Nuclear Security: Global Directions for the Fu-
ture cited in the Appendix V of Khripunov, Ischenko, & 
Holmes, 2007, p. 152).

For the sake of justifying my argument on the credibility of 
the threat, a brief review of the evolution of risks to nuclear 
materials and facilities is presented first; there follow some 

cases of actual failures of security systems to illustrate how 
to marry this with the nuclear security culture concept.

The need to safeguard nuclear materials worldwide be-
came acute after the dissolution of the Soviet Union, with a 
large number of nuclear materials, facilities and significant 
nuclear military arsenals falling out of central governmental 
control and being scattered around new states which were 
in the process of establishing their own controls over the 
‘nuclear heritage’ as well as forming new administrative 
structures. In addition, the end of the Cold War era consti-
tuted by the bi-polar world order (the United States of 
America versus the Union of Soviet Socialist Republics) 
symbolised the beginning of a new international architec-
ture. In the new world, the rise of new regional powers has 
been accompanied by the course of globalisation and an 
increase in the role of international actors in international 
politics. Among the negative trends associated with such 
processes were potential WMD proliferation activities of 
the states and the rise of international terrorism.

With regard to the latter, attention to protection against nu-
clear terrorism as one of the core issues of states’ security 
peaked after the tragic 9/11 events. The Al-Qaeda terrorist 
attacks in 2001 in the USA revealed the ever-growing 
threat emanating from non-state actors and the daunting 
repercussions it can have due to the insecurity of critical 
and symbolic infrastructure. The magnitude of the conse-
quences of such attacks for the entire world community 
was recognised by the United Nations Security Council, 
which unanimously adopted a series of anti-terrorism reso-
lutions (1368, 1373, 1540) in the aftermath of the attacks 
and in subsequent years. The most important UN resolu-
tion in the field of nuclear security, Resolution 1540, actu-
ally sets requirements for the states, inter alia, to: ‘to refrain 
from supporting by any means non-State actors from de-
veloping, acquiring, manufacturing, possessing, transport-
ing, transferring or using nuclear, chemical or biological 
weapons and their delivery systems’. Concerns that terror-
ist groups could acquire nuclear weapons have raised the 
question of security of nuclear weapons and materials as 
well as the availability of expertise to produce them.

The security of military nuclear technology was specifically 
called to attention, since the reports alluded to Al-Qaeda’s 
interest in either obtaining an intact nuclear weapon from 
the territory of the former Soviet Union or in acquiring fissile 
material for manufacturing an improvised nuclear device 
through co-operation with rogue nuclear scientists (Daly, 
Parachini, & Rosenau, 2005, pp. 26, 31, 34-36). Some of 
those plots allegedly included transfer of nuclear materials 
even from the territories of Western European countries 
(Salama & Hansell, 2005, p. 621). Despite the secretive na-
ture of states’ guardianship over nuclear stocks (M. G. Bunn 
et al., 2016, p. vi), some of the concerns were dismissed as 
illegitimate due to the belief that none of the states would 
want their nuclear arsenals to fall into the hands of terrorists; 
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therefore, it was assumed that the control exercised by 
states over their nuclear weapons (since they form a crucial 
part of military security assets) would be quite stringent.

As highlighted in the 9/11 Report, the civil nuclear sector 
was under particular peril, especially in the light of evidence 
of jihadists plotting attacks against nuclear power plants 
(NPPs) in the West, namely in the USA (Kean & Hamilton, 
2004, p. 154) or against Cap de la Hague NPP in Norman-
dy, France (Salama & Hansell, 2005, p. 621). The data sug-
gested that, at the time, Al-Qaeda leader Osama Bin Laden 
was refrained from exercising attacks on nuclear power 
plants only because of the fear that it could ‘get out of con-
trol’ (cited in Ferguson & Potter, 2005, p. 195). However, 
counting on such reluctance by terrorist groups in the future 
and cultivating certitude for the improbability of such a sce-
nario would amount to playing with fire while endangering 
many civilian lives and risking economic collapses. With 65 
countries reportedly covered by a ‘nuclear renaissance’, 
‘the need to develop a variety of more efficient tools for 
achieving sustainable nuclear security culture’ (Khripunov, 
2010, p. 95) becomes even more apparent due to the ap-
pearance of a larger amount of sensitive and symbolic infra-
structure (Steinhäusler, 2007, p. 56). An attack on the scale 
of 9/11 in the nuclear field definitely would be more ‘difficult 
to accomplish in an environment of heightened security and 
vigilance’ (Mowatt-Larssen & Allison, 2010); thus this should 
be promoted on a national and international scale.

Summarising the above, we have witnessed the dual na-
ture of the threat: on the one hand, the availability and ac-
cessibility of a vast nuclear material stockpile as a result of 
the Soviet collapse, and on the other hand, materialization 
of attacks by terrorist groups, as showcased in the 9/11 
events, who might be willing to take advantage of the nu-
clear materials supply in pursuit of their goals or plan at-
tacks against nuclear installations, which is worrisome in 
the light of the projected expansion of nuclear power. All 
this warrants the need to enhance existing measures to 
protect, control, and account for nuclear materials 
(Nikonov, 2007, p. 75). However, very often the actual prac-
tice of states shows that the threat of nuclear terrorism is 
underappreciated or not taken seriously at all.

2.2	 �Security breaches in countries and evolving 
nature of threats

The report on the security breach in the Y-12 National Se-
curity Complex (U.S.DOE, 2012) in the U.S.A., where high-
ly enriched uranium (HEU) was stored, described how a 
group of anti-nuclear protestors headed by an elderly nun 
overcame multiple security system layers and revealed the 
failures of several levels of defence. That incident hap-
pened to a large extent due to the absence of a vivid secu-
rity culture. If the intruders had not been unarmed peaceful 
protesters, but a terrorist group, the outcome could have 
been strikingly more severe and gloomy. Basically, this 

showcases that a vigilant attitude to nuclear security 
should be promoted in all countries without exception.

At the same time in 2012, in the Seversk Chemical Combine 
— one of Russia’s largest plutonium and HEU processing 
facilities, a case of high-level corruption, luckily not involving 
nuclear materials but definitely representing an insider 
threat, occurred (Roth, Bunn, Malin, & Tobey, 2014, p. 28). In 
this light, the changes in the last 16 years to the Criminal 
Code of the Russian Federation (namely, articles 215, 220, 
225), where punitive measures were significantly relaxed, 
are alarming, especially taking into account its huge stock-
pile of nuclear materials. In particular, in Russia there has 
been liberalisation of the criminal offence for those who 
work in state positions and deal with nuclear/radioactive 
materials. In most cases, imprisonment was substituted or 
could potentially be substituted by compulsory labour. Such 
an environment cannot promote a security culture; moreo-
ver, keeping in mind shocking trends, which as reported by 
a Rosatom spokesman in 2011, ‘in just two years, 208 di-
rectors of Rosatom enterprises had been disciplined and 68 
top managers fired for corruption’ (cited in Roth et al., 2014, 
p. 28). The report on nuclear security culture in Russia (Khri-
punov, Holmes, Nikonov, & Katsva, 2004) masterly de-
scribes a number of incidents where facility workers and 
managers were complicit in the theft or diversion of sensi-
tive materials. If in the 1990s the facts of materials diversion 
were implemented by disgruntled employees (i.e., Leonid 
Smirnov dreaming of a new refrigerator) many of whom 
were underpaid or on the verge of poverty, nowadays the 
profile of wrongdoers has changed. Now those who abuse 
their positon are usually dealing with millions of dollars.

The above examples featuring two countries were select-
ed not to pinpoint malfunctions in each of them, but rather 
to represent different perspectives and ‘profile’ of the in-
sider/outsider threat, which at first sight seem to be rather 
‘innocent’ if compared to terrorism attacks with civilian 
casualties; however, they are shocking enough to demon-
strate how imperfect a security system could be and how 
ignorant the security assumptions could be.

But what if we assume that Leonid Smirnov, who diverted 
1.5 kilograms of 90 percent enriched HEU from the Luch 
Production Association in Podolsk, Russia, in 1992 (M. 
Bunn & Sagan, 2014, p. 5), had managed to sell it on the 
black market? What if that 1.5 kg of highly enriched urani-
um were used by a terrorist group, then the criminal of-
fence for diversion of materials in Russia, perhaps, would 
be significantly higher? Since co-option cannot be exclud-
ed, higher security standards should be generated. How-
ever, not only the legislative and regulatory framework 
should be rigidly enforced, a greater emphasis should be 
placed on the threat of nuclear terrorism itself.

Chatham House, a leading UK-based think tank, commis-
sioned a report in 2015 on Cyber Security at Civil Nuclear 
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Facilities, which pinpoints to a very common problem relat-
ed to the downplay of the threat in the nuclear sector – a 
limited incident disclosure. National security sensitivity sur-
rounding critical infrastructure has contributed to the fact 
that the nuclear industry became ‘inward-looking and 
closed’ (Baylon, Brunt, & Livingstone, 2015, p. 15). When 
incidents of cyber-attacks on the nuclear sector are not 
disclosed, due to various reasons, such as potential loss 
of public support for a nuclear power or loss of reputation 
for a country per se, this creates a false impression that 
there have been very few incidents and the nuclear sector 
is immune to the threat (Baylon et al., 2015).

Finally, the threat to nuclear and radiological materials has 
been evolving due to the ramification and proliferation of ter-
rorist networks, especially separation of the Daesh, known 
as the Islamic State of Iraq and the Levant (ISIL), from Al-
Qaeda and subsequent terrorist attacks in the Middle East 
and European cities. Events particularly related to the nucle-
ar industry happened in 2015-2016 in Belgium. In Novem-
ber 2015, police in Belgium discovered that a senior nuclear 
worker at the Mol SCK-CEN research facility had been 
placed under surveillance by individuals linked to the Islamic 
State-sanctioned attacks in Paris in 2015 (M. Bunn, 2016). 
Reports in the press suggested that the terrorist cell may 
have planned to blackmail or co-opt the worker to gain ac-
cess to either the facility or radiological materials (Malone & 
Smith, 2016). An expert in the field, Matthew Bunn, warns 
that the idea that the HEU at SCK-CEN might have been the 
terrorists’ ultimate objective should not be dismissed; ex-
cluding it as a far-fetched or implausible scenario is wrongful 
(M. Bunn, 2016). In addition to that, one should not exclude 
cyber-attacks on nuclear facilities, especially on nuclear 
power plants. Keeping in mind the enormous capabilities of 
the ISIL to use social networks for their recruitment purpos-
es, they could also develop more capabilities in ICT technol-
ogies to launch cyber-attacks to sabotage the plant or to re-
move nuclear material (Baylon et al., 2015, p. 4). The events 
in Belgium remind us of how close a terrorist could get to a 
nuclear target, which signifies that the threat remains as real 
as ever (Downes & Salisbury, 2016).

It is through the lens of the credibility of threat that nuclear 
security culture should be formed and it is the task of lead-
ership not to forget about this fundamental principle for 
building nuclear security culture within its organization and 
around nuclear materials in transportation.

3.	 �Influence of national cultural differences and 
subcultures

3.1	 �The concept of subcultures and their potential 
conflicting paradigms

Nuclear security is ultimately dependent on individuals 
working in the field (IAEA, 2008, p. 2). Individuals are raised 
in a particular cultural environment and trained within a 

particular field, where special rules and procedures exist 
and personal qualities are cultivated. Therefore, while there 
are certain qualities propagated for a strong nuclear securi-
ty culture, they might be in discord with the national culture 
or professional assumptions held by an individual.

Within an organization, the culture can be broad and uni-
form (i.e., the same patterns of behaviour and attitudes are 
found throughout the organization at all levels), or it can be 
diverse and divided into ‘subcultures’ (i.e., when the be-
haviours and attitudes of certain parts or levels of the or-
ganization are substantially different from those of other 
parts or levels) (Packer, 2007, p. 45).

The nuclear industry needs people from a broad range of 
backgrounds, consisting of scientists and engineers as well 
as trainers, managers, human resources professionals, ac-
countants, custodians, administrative staff, etc. (Pepper & 
Bachner, 2014, p. 2). Educational requirements, as well as 
work ethics, differ in different professions; however, individ-
uals from all of the abovementioned fields need to increase 
awareness in the fields of nuclear security culture.

Winter (2007, p. 73) pointed to the differences in attitudes 
between safety and security specialists in nuclear industry. 
For safety culture, a transparent and broad communication 
of threats is required to prevent it from happening, while 
for security culture, such a disclosure might be counter-
productive, and for precautionary measures the informa-
tion, by contrast, should be communicated only to certain 
authorized people. Holmes (2007, p. 3) adds that ‘safety 
specialists, for instance, typically advocate building redun-
dancy into nuclear installations to guard against equipment 
failure, while security specialists are more sceptical be-
cause redundancy furnishes extra opportunities for theft or 
diversion of sensitive materials’. Such divergence in atti-
tudes can create tensions and could potentially have re-
percussions for the nuclear security, especially in the con-
text of newly emergent threats where experience of 
interactions between subcultures is limited. For example, 
cyber security professionals and specialists in nuclear 
plant operation responsible for safety even often work in 
different buildings, often not communicating sufficiently 
one with another, which exacerbates the cultural divide be-
tween these occupational groups (Baylon et al., 2015). An 
important task with regard to this occupational divergence 
will be to foresee potential clashes between the subcul-
tures, so that it does not compromise nuclear safety and 
security in the organisation.

3.2	 �National cultures’ effects on nuclear security 
culture

The fact that national culture can exert its influence on or-
ganisational culture was already described by one of the 
most prominent researchers of culture, Geert Hofstede, in 
1984 (G. Hofstede, 1984). He posited that there are nation-
al influences on work-related values in different societies. 
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Edgar Schein, in his seminal work Organisational Culture 
and Leadership (Schein, 2004, p. 55), acknowledges that, 
in addition to the interplay of subcultures which often 
reflects the primary occupational cultures of the organiza-
tion members, to fully understand what goes on inside the 
organization, one should consider the organization’s mac-
ro context as well, because much of what one observes 
inside simply reflects the national culture.

Although numerous definitions of (national) culture exist, 
culture is not a universally accepted notion, and there are 
still numerous problematic aspects about it (G. J. Hofst-
ede, Pedersen, & Hofstede, 2002, p. 40). Therefore, it is 
imperative to postpone our interpretation of national cul-
ture until we know enough of it (G. J. Hofstede et al., 2002, 
p. 17), to avoid becoming pawns of stereotypes. However, 
there is something that different definitions of national cul-
ture have in common; this is ‘the sense that culture per-
tains to the social world; it determines how groups of peo-
ple structure their lives’ (G. J. Hofstede et al., 2002, p. 40). 
Hofstede, in his book Culture’s Consequences (1984), pro-
vided some of the dimensions for analysing culture using a 
great deal of empirical data. Since then, more information 
has been added to the analysis and additional criteria for 
comparing cultures have been added; however the most 
typical are still based on the following five dimensions: 
identity, hierarchy, gender, truth and virtue (G. J. Hofstede 
et al., 2002, p. 40). Each dimension spans a continuum 
from one extreme position to the other: Collectivism – Indi-
vidualism (identity), Large Power Distance – Small Power 
Distance (hierarchy), Femininity – Masculinity (gender), 
Strong Uncertainty Avoidance – Weak Uncertainty Avoid-
ance (truth), Long-Term Orientation – Short-Term Orienta-
tion (virtue) (G. J. Hofstede et al., 2002, p. 40).

It is understood that German, Chinese, Latin American, 
Russian etc. cultures are different from each other; the dif-
ferences can be felt in day-to-day interactions. Even, as 
Holmes (Holmes, 2007, p. 3) put it, ‘linguistic intricacies 
matter’. In many nations, including republics from the for-
mer Soviet Union, there is no difference in translation of the 
words ‘safety’ and ‘security’. Therefore, the term nuclear 
security culture could raise some inconsistency. For exam-
ple, in Russian, the term nuclear security culture was pro-
posed to translate as ‘culture of physical nuclear security’ 
(transliterated as kultura fizicheskoy yadernoy bezopasnosti 
or ‘культура физической ядерной безопасности’ – in 
Russian) to foster comprehension and action by the gov-
ernment (Holmes, 2007, p. 3). However, in my view, this 
translation does not fully cover the full range of the meaning 
that nuclear security culture entails and creates a rather 
limited concept. The Ukrainian version is something in be-
tween ‘culture of protection’ and ‘security culture’ (translit-
erated as ku l tura zahyshnenost i  or ‘культура 
захищенності’ – in Ukrainian), and is a better equivalent. 
Although one may argue that this is a pure matter of lin-
guistics, the value of precise translation should not be 

underestimated. If the term ‘culture of physical nuclear se-
curity’ excludes the variety of actors responsible for securi-
ty but for national guards, the ‘culture of protection’ and 
‘security culture’ extrapolates applicability of the term and 
subsequently the responsibility to a broad range of actors. 
The meaningfulness of the term enlarges effectively. There-
fore, we can speak of a culture among the whole chain of 
command and factor in the role of the public. This is espe-
cially important when we want to make greater use of the 
general public, the role of which, as Igor Khripunov (Khripu-
nov, 2006, p. 39) noticed, has been underestimated and 
underutilised in the prevention of nuclear terrorism and rais-
ing levels of nuclear security in general.

Whereas international businesses, banks etc. try to con-
verge or circumvent cultures by creating a corporate 
style, the nuclear industry, usually owned and highly reg-
ulated by the state and being to some degree secretive, 
is more susceptible to national cultural influences. People 
who work in nuclear facilities or with nuclear materials 
usually come from one national environment; Hofstede 
(1983) defines it as a ‘collective mental programming’. For 
example, if we take the identity dimension of culture, 
which ‘measures the degree to which an individual is 
committed to an in-group such as the extended family, 
the firm, or the village, in individualistic societies, there is 
not much tie to any in-group, and everyone is in pursuit 
of his/her own self-interest’ (Nyaw & Ng, 1994, p. 545). 
Whereas, in collectivist societies, as Nyaw & Ng (1994, p. 
545) admit, ‘the interests of the in-group come first, even 
when they are at the expense of the individual’s self-inter-
est’. Worth mentioning ‘that in collectivist societies, out-
siders (that is, non-group members) are viewed with 
greater suspicion than in individualistic societies’ (Nyaw & 
Ng, 1994, pp. 545-546). Therefore, some policies against 
the insider threat in nuclear facilities might not be well-
developed in collectivist societies.

The situation with the changes to the Criminal Code of the 
Russian Federation for breaches of nuclear provisions, de-
scribed in the previous section, can also be viewed from 
the prism of national culture and leadership. The changes 
which took place from 2000, when Vladimir Putin arrived 
at the helm of Russia, up to spring 2016 were character-
ised by the liberalization of punishment in the nuclear 
sphere for those who work in state positions and are deal-
ing with nuclear materials. In Russia as well as other East-
ern European countries, according to the GLOBE studies, 
leadership can very often be romanticised (House et al., 
2004); strong leaders are accepted and even demanded 
by the public. Thus, trends of giving ‘greater protection’ to 
those in official state positions when misconduct occurs 
with nuclear/radiological materials can be explained by the 
strengthening of the centre of power through a system of 
favouritism and dependency; however, this in its turn can 
contribute, as we have seen in the previous section, to 
corruption amongst those in elite position. A GLOBE study 
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further elaborates that leadership behaviour in national 
contexts can be explained under the criteria of Power 
Concentration versus Decentralisation (which is referred to 
as Power Distance in Hofstede’s works) (House et al., 
2004, p. 3). Thus, in the same vein, we can also notice en-
largement of the role and functions of the President – na-
tional leader – in Russia in the nuclear field as well. The 
Russian law ‘On the of use atomic energy’ (21.11.1995) de-
tails the role of the President, who since 2007, in addition 
to determining the main directions of state policy in the 
field of nuclear energy policy and deciding on security is-
sues, prevention and elimination of consequences of 
emergency situations from nuclear energy use, also ap-
proves the lists of Russian legal entities which can own nu-
clear facilities and nuclear materials (outlining those which 
may be exclusively in the federal property). Those trends 
generally signify power concentration in Russia to enhance 
the role of leadership. With this in mind, to improve nuclear 
security culture in Russia, as Khripunov et al. ( 2007, p. 
104) earlier advised, it would be reasonable to involve high 
Russian officials in this process. For example, if President 
Putin made a public speech stating that nuclear security is 
important to national security, everyone would take this 
matter more seriously (Khripunov et al., 2007, p. 104). Za-
kariya & Kahn (Zakariya & Kahn, 2015) point out that an or-
ganization’s leadership and management bear the respon-
sibi l i t y to resolve issues re lated to inadequate 
organizational procedures or shortcomings of manage-
ment. Establishing strong cultural norms, codes of behav-
iour and a system of enforcement are important for deter-
ring intentional acts by organizations or individuals 
(Zakariya & Kahn, 2015, p. 300), and leadership is crucial.

Mandatory, regular check-ups for employees are regarded 
as normal security procedures in the nuclear field, howev-
er, they are not universal. When it was discovered that a 
young ‘Moroccan-born man, who had worked in a sensi-
tive area of the Doel [nuclear power station] in Belgium, Il-
yass Boughalab, had died in the spring [of 2014] while 
fighting for the Islamic State in Syria’ (Malone & Smith, 
2016), more worries appeared regarding the security and 
effectiveness of measures against the insider threat at Bel-
gian nuclear sites. Masuda (2007, p. 32) emphasised that 
to prevent the risk of insider threat, it is necessary to ac-
quire actively the bio-data of personnel, and to update this 
information regularly at each opportunity. In some socie-
ties, however, this can be seen as an intrusion into private 
life. If more serious vetting procedures can be introduced 
as a part of nuclear security culture in some countries, in 
others, like Japan, for example, employees in military and 
nuclear-related facilities reportedly do not undergo particu-
larly close scrutiny from investigators (G. Bunn, 2000, p. 
150). A Japanese expert at an IAEA conference suggested 
several interrelated reasons for this situation derived from 
specific national characteristics. Among these reasons, 
the expert posited that the homogeneity of the racial and 

cultural composition of the Japanese population, com-
bined with strong societal norms, helps ensure that socie-
ty remains relatively secure, safe and stable and therefore 
lessens the need for closer scrutiny of employees (G. 
Bunn, 2000, p. 150).

Since ‘national cultures constitute the social fabric in which 
each individual has a place’ (G. J. Hofstede et al., 2002, p. 
40), deciphering cultures can help understand the system 
of conceptions carried out in a particular society, so that 
nuclear security culture is formed taking national specifics 
into account. Although developing an individual nuclear 
security culture guidance for each country might seem an 
ambitious undertaking from the beginning, tailoring train-
ing programmes for a particular country might be among 
good starting points. Familiarisation of international con-
sultants performing jobs for the IAEA with theory-based 
cross-cultural findings should help factoring them when 
delivering international assignments related to nuclear se-
curity. In fact, empirical evidence suggests (Bhawuk, 1998) 
that, among various methods of cross-cultural trainings, a 
theory-based cross-cultural training is among most effec-
tive ways of training which speaks for the need of further 
engagement with available cultural scholarship such as of 
Hofstede and GLOBE project. The history of the Interna-
tional Nuclear Security Education Network (INSEN) 
(Hobbs, 2015) shows that it together with International 
Network for Nuclear Security Training and Support Cen-
tres (NSSC Network) (Salisbury & Hobbs, 2015, p. 6) can 
serve as a platform for the creation of new educational and 
professional development materials in this area.

3.3	 �What other benefits we can take from studying 
cultural differences

Studying culture is good not only for factoring it and cus-
tomising national approaches to nuclear security, but also 
for identifying common problems and making better use of 
lessons learnt guide-books. For example, absence of an 
effective mechanism of protection of whistle-blowers in the 
field of nuclear security is a global corporate problem (Lar-
kin, 2011, pp. 263-274) and is common to many countries. 
Therefore, the international, community should develop a 
mechanism for improving it, so that it is not used as a way 
of revenge by disgruntled employees, helping to avoid sig-
nificant breaches of security procedures and abuse/mis-
use of professional position that often can go unreported 
or unnoticed.

On a positive note, understanding specifics of national cul-
tures can contribute to better use of motivations and grant-
ing rewards for effective protection of nuclear materials and 
facilities. Understanding the culture will show what type of 
incentives can be offered to employees in a particular soci-
etal context, what is valued within a society, such as a 
good word from a superior, a material incentive, or commu-
nity recognition etc., since ‘generous pay and benefits 
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alone cannot yield’ a strong security culture (Holmes, 2007, 
p. 4). Definitely, values such as honesty, integrity, and re-
sponsibility should be promoted among nuclear industry 
personnel and those performing international shipping of 
nuclear materials. This should be accompanied by commit-
ment to effective equipment maintenance and procedures, 
as well as continuous learning and improvement. Leader-
ship who understand the intrinsic difficulties associated 
with the nature of nuclear installations, facilities, promotes 
research and development in this area and advocates for a 
strong security culture is indispensable in this process.

The following model (fig.1) reflects the links between nation-
al culture, subcultures and nuclear security culture. It also 
stresses the necessity of instilling underlying beliefs of the 
importance of nuclear security and forming assumptions 
on the credibility of the threat. Moreover, the model recog-
nises the potential mediation role of personal traits of the 
employee and shows that the influence of beliefs and tradi-
tions mainstreamed in national culture should be examined 
in conjunction with other factors (a principle of exteriority).

4.	 Conclusion

The flourishing of terrorism, together with other unaccus-
tomed security challenges, necessitates the need to ex-
tend the scope of nuclear security and the associated cul-
ture ‘beyond the tradi t ional task of protect ing 
weapons-usable material’ (Khripunov et al., 2007, p. 109). 
The increasing incidence of international terrorism world-
wide, coupled with transnational criminal activities, includ-
ing logistics, culminated in specific security risks for the 
nuclear materials and facilities. These spans from illicit in-
ternational trafficking in nuclear technology and materials, 
to the growth of suicide terrorism and the potential for the 
use of radioactive materials in mass casualty attacks 
(Steinhäusler, 2007, p. 55), to the appearance of new cy-
ber-threats that are difficult to track back and can be 
masked as an accident (Baylon et al., 2015).

Providing effective protection of nuclear facilities and ma-
terials is an expensive task and measures should be taken 
to ensure that it really works. Among such measures, one 
which is difficult to describe quantitatively since it depends 
on human factors but which determines the real strength 
of physical barriers, is nuclear security culture. Strengthen-
ing nuclear security culture is a task demanding certain ef-
forts, but certainly, the result is worth it, especially when 
keeping in mind the potential consequences of a nuclear 
attack by terrorists on a lax security culture (M. G. Bunn et 
al., 2016; Khripunov et al., 2007).

This article, building on empirical data and previous analy-
ses, has shown some traps or opportunities (in certain sit-
uations), which individuals dealing with security culture 
should take into account. These are belief in the threat, 

especially from terrorist groups and insiders, and the im-
pact of national cultural context and subcultures (occupa-
tional groups) on nuclear security culture.

Within the last few years, security threats to the nuclear 
materials and activities have grown as a threat of terrorism 
amplified worldwide (Steinhäusler, 2007, p. 55). The recent 
report Preventing Nuclear Terrorism: Continuous Improve-
ment or Dangerous Decline? by the well-established Belfer 
Center for Science and International Affairs on (M. G. Bunn 
et al., 2016) rightly mentioned that ‘the foundation of a 
strong security culture is belief in the threat’. It also empha-
sised that, since the Nuclear Security Summit in 2014 (the 
last one concluded in April 2016), ‘security for nuclear ma-
terials has improved modestly – but the capabilities of 
some terrorist groups, particularly the Islamic State, have 
grown dramatically, suggesting that in the net, the risk of 
nuclear terrorism may be higher than it was two years ago’ 
(M. G. Bunn et al., 2016). Since a strong nuclear security 
culture is essential to sustainable nuclear security, its devel-
opment must also take into account specifics of the gener-
al culture in which it is incorporated (Holgate, 2007, p. 20).

The IAEA’s efforts to conceptualise nuclear security culture 
should continue in providing support to member states for 
its improvement, taking into account national specifics and 
potential tensions within the different occupational groups 
in the nuclear field. It is also important to indoctrinate that 
nuclear security culture is crucial, and now, with the end of 
the Nuclear Security Summit process, it is high time, as 
Holgate (Holgate, 2007, p. 20) put it before, to incorporate 
the concept into key documents on nuclear security with 
co-operation from other relevant international organisa-
tions and bodies.
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Abstract:

The Treaty on the Non-Proliferation of Nuclear Weapons 
(NPT) is the core of the non-proliferation regime. Because 
of this, determining the NPT’s effectiveness is important. 
This essay tries to draw a conclusion on the effectiveness 
of the NPT. It will draw upon the historical successes and 
failures of the NPT in reaching the goals set out by its 
drafters and parties. This is done through examination of 
the first seven Articles of the NPT. Historical cases were 
elaborated to demonstrate successes and failures of the 
NPT in history. These include the nuclear programmes of 
India, Pakistan, Iraq, Iran, North Korea and South Africa. 
The safeguards system and export control regimes have 
been examined. Treaties aiming at nuclear disarmament 
and nuclear-weapon-free-zones have also been present-
ed. The result is that the NPT was generally successful. 
Nuclear-weapon states have not transferred nuclear weap-
ons to non-nuclear-weapon states, and the number of 
threshold states are kept to a minimum. A functioning safe-
guards system has been established and the right to 
peaceful use of nuclear power is mostly respected. The 
nuclear arms race has been stopped, and five regional 
treaties have banned nuclear weapons in their territory. 
However, the NPT failed to achieve complete nuclear dis-
armament, and failed to prevent some states to purse 
(successful or unsuccessful) nuclear weapons programme. 
To summarise, the NPT was able to adapt to the changing 
circumstances, but further revision of its effectiveness is 
necessary.

Keywords: nuclear, disarmament, non-proliferation, treaty, 
success, failure, history, safeguards

Introduction

The Treaty on the Non-Proliferation of Nuclear Weapons 
(NPT), opened for signature on 1 July 1968, entered into 
force on 5 March 1970, signalling a new phase in the histo-
ry of nuclear safeguards and non-proliferation. Out of the 
five permanent members of the UN Security Council, three 
– the US, the Soviet Union and the United Kingdom – were 
not only among the first signatories of the treaty, but its 

depository states as well. China and France joined the 
NPT in 19921.

Although the NPT was not the first treaty with the goal of 
preventing the proliferation of nuclear weapons and mate-
rial (EURATOM, Tlatelolco Treaty), it was extraordinary in its 
provisions. It prohibits each nuclear-weapon state (NWS, 
which have „exploded a weapon or other nuclear explo-
sive device prior to 1 January, 1967”)2 to transfer nuclear 
weapons or other nuclear devices to non-nuclear-weapon 
states (NNWSs), thus preventing them from acquiring nu-
clear weapons themselves (Article I., NPT). Furthermore, 
NNWSs refrain from developing nuclear weapons, abstain 
from encouraging NWSs to transfer them nuclear weap-
ons, or control over nuclear weapons (Article II, NPT). 
Moreover, the NPT’s third most important measure defines 
the commitment of states to the „cessation of the nuclear 
arms race” and “a treaty on general and complete disar-
mament under strict and effective international control.” 
(Article VI. NPT) Thus the NPT outlines a future without nu-
clear weapons3.

These provisions were of utmost importance at the time, 
and they still are. Nuclear-weapon states and non-nuclear-
weapon states have been identified and have been called 
upon to prevent the spread of nuclear weapons. The ter-
mination of the nuclear arms race and the wish for a future 
free of nuclear weapons reflected on the dangers of the 
Cold War, the looming Mutually Assured Destruction 
(MAD), the destruction of humanity through use of nuclear 
weapons. Furthermore, the NPT ensures “the inalienable 
right of all the Parties to the Treaty to develop research, 
production and use of nuclear energy for peaceful purpos-
es without discrimination and in conformity with Articles I 
and II of this Treaty” (Art. IV., NPT)4.

The NPT has become the core of the non-proliferation re-
gime. It has been deemed a success. The NPT has at-
tained near universality: as of now, there are 191 member 
states to the NPT5 . It has adopted to most of the challeng-
es throughout history, and successfully prevented the wide 

1	 Armscontrol.org (29.04.2015) (DD/MM/YYYY)
2	 Article IX (3) (NPT). Iaea.org (22.05.1970), p. 4.
3	 Rockwood (2008), p. 83.; iaea.org (22.05.1970), pp. 2, 4.
4	 Iaea.org (22.05.1970), p. 3.
5	 UNODA (NPT) (24.07.2016)

mailto:wandrasg@gmail.com
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spread of nuclear weapons, thus nearly achieving the pre-
vention of horizontal proliferation.

Although the NPT outlines the framework of non-prolifera-
tion to this day, this does not mean that the NPT was a 
complete success. Time and time again proof emerged on 
the non-compliance with the treaty, namely in case of Iraq, 
North-Korea (and others). All four non-party states, North 
Korea, India, Pakistan, and Israel have developed nuclear 
devices themselves. The full disarmament outlined in Art. 
VI. has not been reached to this day. The latter is a provi-
sion with the aim of vertical non-proliferation.

This essay will try to draw a conclusion on the effective-
ness of the NPT. It will draw upon the historical successes 
and failures of the NPT in reaching the goals set out by its 
drafters and parties. To do so, a goal oriented approach 
has been chosen, which means that, after a brief history of 
non-proliferation leading up to the NPT, the different Arti-
cles of the NPT will be examined. The first seven Articles 
have been identified by the author as the most important, 
because they contain all the relevant provisions of the NPT, 
and the others mainly focus on the Treaty itself, rather than 
the goal of the Treaty. Cases will be presented to support 
the argumentation.

The following method was used during the research: Sup-
porting information will be gathered from the respective 
UN body, the IAEA; publications of think tanks and the 
opinions of experts on the topic. Since the development of 
nuclear weapons is a sensitive issue, not all relevant data 
is accessible. Therefore, only open access information will 
be used during research. Any secret data, which could po-
tentially alter the outcome of this essay cannot be taken 
into account.

1.	 �A brief history of non-proliferation before 
the NPT

Efforts to prevent the proliferation of nuclear weapons are 
as old as nuclear weapons themselves. The first two de-
ployments ever, Hiroshima and Nagasaki showed “the 
dawning of the nuclear era, and the birth of the nuclear 
non-proliferation regime”6. The first idea was that the deni-
al of technology would hinder proliferation7. In January 
1946, the United Nations Atomic Energy Commission 
(UNAEC) was established, to ensure that atomic energy is 
only used for peaceful purposes8. The ambitious Baruch 
plan of creating “a supranational organization that would 
have a global monopoly in atomic energy eventually failed. 
Bilateral agreements on trade of nuclear technology and 
material have also failed (probably to preserve the nuclear 
monopoly of the US).

6	 Rockwood (2008) p. 79.
7	 Ibid.
8	 Rockwood (2008) p. 80.

In 1949, the Soviet Union conducted its first nuclear weap-
ons test. It was followed by the nuclear weapons test of the 
UK in 1952. Other states, like Belgium, Canada, France, Ita-
ly have been developing their own nuclear programs. It was 
clear that the non-proliferation efforts failed. However, in 
1953, US. President Dwight D. Eisenhower delivered his fa-
mous “Atoms for Peace” speech. He outlined “an interna-
tional organization that could serve as the repository for nu-
clear material from the nuclear weapons states from which 
the non-nuclear-weapon states could make withdrawals for 
peaceful purposes”. This organization became known as 
the IAEA, tasked with the promotion of safe and peaceful 
use of nuclear energy and verification of the peaceful use of 
nuclear technology. The IAEA, an independent NGO was 
founded eventually on 23 October 1956, when the Statute 
of the IAEA was approved at the UN in New York. It entered 
into force on 29 July 1957.9 As of February 2016, there are 
168 member states10.

The novelty of the IAEA was its broad rights to enforce 
safeguards. According to Article XII. of the IAEA Statute, 
the IAEA has the right to examine and approve of special-
ized equipment and facilities, including nuclear reactors to 
ensure that they would not further any military purpose, 
that they comply with applicable health and safety stand-
ards, that they will permit effective application of safe-
guards; to ask a state for operation and progress reports; 
to send inspectors to a state; to report non-compliance to 
the UN Security Council11.

The first “safeguards system” (within the IAEA framework) 
was established in 1961 through the document INF-
CIRC/26, which was then extended in 1964 (INFCIRC/26/
Add.1). It was further revised in 1965 (INFCIRC/66). The 
latter went through extensive revision in 1966 (INF-
CIRC/66/Rev.1) and in 1968 (INFCIRC/66/Rev.2). These 
were item specific agreements, which, although went 
through extensive evolution “to cover the ever increasing 
circumstances were safeguards were required”, were still 
limited in scope, because they required safeguards only in 
connection to the specific items (reactors, nuclear material, 
conversion plants, fuel fabrication plans, etc.) listed in the 
agreements themselves. The Statute in itself was not legal-
ly binding however, safeguards agreements are required to 
ensure its application12. A European regional system for 
non-proliferation was established in 1957 under the name 
of EURATOM (European Atomic Energy Community) which 
entered into force in 1958.

In the meantime, however, two blows were dealt to the non-
proliferation regime: the nuclear weapons test of France in 
1960, and that of the People’s Republic of China in 1964. 
This meant that the foregoing efforts on non-proliferation 

9	 Rockwood (2008) pp. 80-81.
10	 Iaea.org (26.02.2016)
11	 Rockwood (2008) p. 81.; Iaea.org (23.02.1989) pp. 25-29.
12	 Rockwood (2008) pp. 81-82.
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were inadequate. A new system was required to ensure 
non-proliferation. A system with “legally binding commit-
ments by states not to acquire or develop nuclear weapons, 
and a mechanism for verifying compliance with those 
commitments”13.

This led to the Tlatelolco Treaty (Mexico), i.e. the Treaty 
for the Prohibition of Nuclear Weapons in Latin America 
and the Caribbean, and the NPT. The Parties of the 
Tlatelolco Treaty refrain from developing nuclear weapons, 
thus creating the first nuclear weapon free zone in history. 
The Treaty was opened for signature on 14 February 1967 
in Mexico City and currently has 33 Parties. Peaceful use 
of nuclear energy however, is allowed. Verification is man-
aged through the Agency for the Prohibition of Nuclear 
Weapons in Latin America and the Caribbean14. It is also 
likely, that the intention was not just to prevent Latin-Amer-
ican states to develop their own nuclear arsenal, but also 
to prevent other powers, mainly the USA and the SU, to 
station nuclear weapons in the region. In its second Proto-
col, the nuclear weapon states have agreed to respect the 
NWFZ in Latin-America, and have given a negative guar-
antee, meaning that they will not use or threaten with the 
use of nuclear weapons against the members of the 
Tlatelolco Treaty.15

The Irish Resolution (UN GA 1665 (XVI)) in 1961 and the 
negotiations conducted in the Eighteen Nation Committee 
on Disarmament paved the way for a joint draft on 
11 March 1968, which has been sent to the UN General 
Assembly on 31 May. 16 The Text on the Treaty on the 
Non-Proliferation of Nuclear weapons was adopted and 
commended in the UN GA Resolution 2373 (XXII.), and 
was subsequently opened for signature17. France ab-
stained in the General Assembly vote, stating that while 
France would not sign the Treaty, it “would behave in the 
future in this field exactly as the States adhering to the 
Treaty.18 The Treaty was deposited in the USA, the UK and 
the USSR, and was signed on 1 July 1968.

2.	 �Article I.: Nuclear-weapons states and their 
obligations

Article I states that: „Each nuclear-weapon State Party to 
the Treaty undertakes not to transfer to any recipient what-
soever nuclear weapons or other nuclear explosive devic-
es or control over such weapons or explosive devices di-
rectly, or indirectly; and not in any way to assist, 
encourage, or induce any non-nuclear-weapon State to 
manufacture or otherwise acquire nuclear weapons or 

13	 Rockwood (2008) p. 83.
14	 UNODA (Tlatelolco) (24.07.2016)
15	 UNODA (Tlatelolco Protocol 2) (24.07.2016)
16	 Fas.org (24.07.2016); Rockwood (2008) p. 83
17	 Rockwood (2008) p. 83.
18	 Fas.org (24.07.2016)

other nuclear explosive devices, or control over such 
weapons or explosive devices”19.

This is one of the most important Articles of the NPT. It 
prohibits the NWSs to hand over nuclear weapons or con-
trol over these weapons to NNWSs. NWSs are defined by 
Article IX. Paragraph 3. as states which have “manufac-
tured and exploded a nuclear weapon or other nuclear ex-
plosive device prior to 1 January, 1967”20.

It is not in the interest of any of the NWSs to encourage and 
support proliferation. Therefore, this Article was complied 
with. The only blurry point to be found is the so called “nu-
clear sharing” between the USA and some other NATO 
member states. Nuclear sharing means that US nuclear 
weapons are stored in the territory of NATO states. Today, 
there are only 5 NATO members participating in a nuclear 
sharing agreement with the US: Belgium, Germany Italy, the 
Netherlands and the Turkey. There are 10-20 B-61 bombs 
in Belgium, 10-20 in Germany, 60-70 in Italy, 10-20 in the 
Netherlands and 60-70 in Turkey.21 These are to be deliv-
ered by pilots of the states where these bombs are sta-
tioned. But the launch controls, the initiation of deploying 
these nuclear weapons remains in the hands of the US.22

It is arguable whether it is right or reasonable to maintain 
the nuclear capabilities of NATO, especially when these 
are in the form of bombs to be delivered by bombers, in-
stead of missiles. However, it is not the aim of this essay to 
decide this question. It is indeed important to examine, 
whether the nuclear sharing is in compliance with the NPT.

It can be argued, if the other NATO members have to de-
liver the B-61s to target, that they have indirect control over 
the nuclear weapons. That would mean that the US vio-
lates Article I, and subsequently, the other 5 NATO states 
violate Article II. This was a focal point during the negotia-
tions before drafting the NPT. The US had nuclear sharing 
agreements by the time of the negotiations. Furthermore, 
the US wanted a Multilateral Force (MLF), in which the 
NATO members would have controlled the NATO nuclear 
weapons together. The USSR strongly opposed this idea. 
The compromise reached has prohibited the creation of 
the MLF, but allowed the nuclear sharing agreements. The 
reason was that the US, with the exclusive control over the 
launch codes, would retain “positive control” over the 
NATO nuclear arsenal.23

Another important point is, did threshold states receive 
help from the NWSs to acquire nuclear weapons? The 
USSR has given technology and material to the DPRK.24 

19	 Iaea.org (22.05.1970), p. 2.
20	 Iaea.org (22.05.1970), p. 4.
21	 Robert S. Norris & Hans M. Kristensen (2011) US tactical nuclear weapons in 

Europe, 2011, Bul let in of the Atomic Scientists, 67:1, 64-73, DOI: 
10.1177/0096340210393931 p. 66. 

22	 Kamp/Remkes (24.07.2016) p. 77., 84.; Péczeli/Rózsa (2013) p. 73.
23	 Péczeli/Rózsa (2013) p. 73.
24	 NTI.org (North Korea) (04.2016)
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The US has given technology and material to India.25 How-
ever, it was never intended (or cannot be proven otherwise) 
that both of these superpowers wanted to encourage and 
support proliferation.

After the dissolution of the USSR, soviet nuclear weapons 
remained in the territory of Belarus, Kazakhstan and 
Ukraine. This unprecedented event challenged Article I 
(and II). However, all of the nuclear weapons in Belarus, 
Kazakhstan and Ukraine have either been moved to Rus-
sia or dismantled through implementation of the Lisbon 
Protocol26.

Verdict: Article I of the NPT is a success. None of the 
NWSs have handed over nuclear weapons, or control over 
these to NNWSs, or encouraged proliferation. The nuclear 
sharing has also been justified. Those NNWSs, which have 
acquired nuclear weapons, have mainly used dual use 
items to do so, and no direct support from NWSs.

3.	 �Article II. Non-nuclear weapons states and 
their obligations

Article II states that: „Each non-nuclear-weapon State Par-
ty to the Treaty undertakes not to receive the transfer from 
any transferor whatsoever of nuclear weapons or other nu-
clear explosive devices or of control over such weapons or 
explosive devices directly, or indirectly; not to manufacture 
or otherwise acquire nuclear weapons or other nuclear ex-
plosive devices; and not to seek or receive any assistance 
in the manufacture of nuclear weapons or other nuclear 
explosive devices”.27

This is one of the most important Articles of the NPT. It 
prohibits NNWSs to receive nuclear weapons or control 
over these weapons from NWSs. Developing nuclear 
weapons is also prohibited.

This has been one of the most problematic points of the 
NPT. Several states sought to acquire nuclear weapons. 
Those, which have succeeded are: India, Israel, Pakistan, 
North Korea and South Africa. Iraq Iran and Libya (and 
probably other states) had nuclear weapons programmes, 
but they were fortunately unable to develop nuclear weap-
ons themselves.

India has conducted its first peaceful nuclear test in 1974. 
India used dual-use items to develop its nuclear pro-
gramme, and violated the peaceful-use agreements with 
the US. Sanctions have been introduced against India. The 
test “was a major contributing factor to the formation of 
the NSG”. The first nuclear weapons test was conducted 
in 1998. India needed nuclear weapons to deter China and 

25	 NTI.org (India) (04.2015)
26	 armscontrol.org (03.2014)
27	 Iaea.org (22.05.1970), p. 2.

Pakistan. India currently has 90-110 warheads, and is not 
party to the NPT.28

Pakistan has conducted its first nuclear weapons test in 
1998, in response to India’s test. The reason for the Paki-
stani nuclear weapons programme was to deter India. 
However, Pakistan played a reactionary role to the Indian 
development. The Pakistani nuclear weapons pro-
gramme greatly benefited from the illicit nuclear traffic 
network of A.Q. Khan. China has also helped Pakistan. 
Pakistan currently has 100-120 nuclear weapons and is 
not party to the NPT.29

Israel has never admitted to having nuclear weapons, but 
also never denied them. This nuclear ambiguity or opacity 
forms a consistent policy of Israel. In accordance with this 
doctrine, Israel has never officially tested a nuclear explo-
sive. The US provided aid to the Israeli nuclear programme 
(Atoms for Peace) and later, France. Israel’s reason to de-
velop nuclear weapons is to deter hostile Arab states in 
the region, and prevent another Arab-Israeli war. Israel cur-
rently has an estimated 80 nuclear warheads and is not 
party to the NPT. 30

North Korea has conducted nuclear tests four times: 
2006, 2009, 2013, 2016. The soviets helped the North Ko-
rean nuclear programme by providing a reactor to the 
Yongbyon Nuclear Research Center, and providing pluto-
nium reprocessing technology. North Korea has signed 
the NPT in 1985. In 1993, the DPRK denied access to the 
IAEA to some nuclear sites, which raised concerns about 
a military purpose nuclear programme. The DPRK has re-
ceived help from the A.Q. Khan network. North Korea was 
the first country ever to withdraw from the NPT in 2003. 
The subsequent six-party-talks and international sanctions 
failed to prevent the DPRK from testing nuclear explosives. 
According to North Korea’s security doctrine, Pyongyang 
needs nuclear weapons to deter potential aggressors like 
the US or South Korea. The DPRK currently has an esti-
mated 6-8 nuclear warheads.31

According to President de Klerk the nuclear weapons pro-
gramme of South Africa has run from 1974 until 1990. 
The sources vary on the first fully functional and complete 
nuclear explosive device, most of them claim it has been 
done as early as 1982. The arsenal was expanded 
throughout the years: “by 1989, South Africa possessed 
six warheads”.

The reason for the nuclear weapons programme was to 
create “a deterrent to counter a perceived Soviet threat in 
the region”. Also, Pretoria was concerned about the de-
ployment “of Cuban forces into Angola”. The country felt it-
self isolated because of the apartheid and nuclear 

28	 NTI.org (India) (04.2015)
29	 NTI.org (Pakistan) (04.2016)
30	 NTI.org (Israel) (04.2016); armscontrol.org (10.2015) 
31	 NTI.org (North Korea) (04.2016); armscontrol.org (10.2015)
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weapons aspirations. However, in August 1988, a cease-
fire agreement has been signed by South Africa, Cuba, 
and Angola. From then on there was no point of maintain-
ing the South African nuclear arsenal.

In 1991, South Africa’s nuclear weapons have been com-
pletely dismantled. On 10 July 1991, South Africa became 
a member of the NPT as a NNWS. The IAEA started the 
verification and concluded that South Africa was free of 
any nuclear weapons.32

Although the NPT failed to prevent South Africa from ac-
quiring nuclear weapons (because Pretoria did not join the 
NPT), the fact that Pretoria completely surrendered and 
cancelled its nuclear weapons programme willingly and 
voluntarily, marks an unprecedented success of the NPT 
and the non-proliferation regime.

Iraq has never reached the phase to acquire nuclear 
weapons, and has never conducted nuclear tests. Its nu-
clear programme started with US aid (Atoms for Peace). 
Concerns about a possible nuclear weapons programme 
of Iraq emerged in 1981, when Israel bombed the Osiraq 
reactor. In 1991, the IAEA uncovered undeclared nuclear 
material in Iraq. It became clear that Iraq, and its leader 
Saddam Hussein has violated the provisions of the NPT, 
and had a clandestine nuclear programme intended on 
developing nuclear weapons. This discovery happened 
shortly after the Gulf War. With reference to Chapter VII of 
the UN Charter, on the basis of UNSC Resolution 687 
(1991) the Agency “undertook intrusive inspections”, ac-
cessed all locations, people and information “it deemed 
necessary”. The IAEA concluded by 1997, that the whole 
of Iraq’s nuclear programme has been uncovered and ef-
fectively ceased. In 1998, all of the IAEA inspectors have 
left Iraq, because Hussein did not want to cooperate with 
UN inspectors. After the invasion of Iraq in 2003, the Iraq 
Survey Group concluded in 2004 in the Duelfer Report, 
that Saddam Hussein did not restart the nuclear weapons 
programme. 33

Iran has also never acquired nuclear weapons, and has 
never conducted nuclear tests. The US helped Iran’s nu-
clear programme (Atoms for Peace). After the Revolution in 
1979, Iran’s nuclear programme was frozen until the end of 
the war with Iraq. To deter Iraq, (and probably Israel), a nu-
clear weapons programme was started in the 80s. The 
A.Q. Khan network helped Iran in this endeavour. In 2003, 
Iran signed the Additional Protocol. The IAEA noted that 
Iran was not fully cooperative. The nuclear plant in Arak, 
Natanz, Esfahan and Fordow were of great concern. 
Sanctions have been introduced by the UNSC and west-
ern states against Iran, but Iran resumed the enrichment of 
uranium. Therefore, the sanctions have been introduced 

32	 NTI.org (South Africa) (09.2015)
33	 NTI.org (Iraq nuclear) (07.2015); Rockwood (2008) p. 87. NTI.org (Iraq overview) 

(07.2015) 

and increased, but negotiations have been conducted be-
tween Iran and the P5+1 (the 5 NWSs and Germany). The 
victory of Hassan Rohani in the presidential elections in 
2013 “signalled a shift in Iran’s position on nuclear negotia-
tions” which led to an agreement between Iran and the 
P5+1. This agreement came to be known as the Joint 
Comprehensive Plan of Action, and was signed in 2015. 
One year after the agreement, the JCPOA has been 
deemed a success. It averted the creation of an Iranian 
nuclear device. Some sanctions have been relieved, but 
not those of regarding dual use items ( especially the EU 
did not relieve those).34

Libya has also had a nuclear weapons programme but did 
not produce nuclear weapons. Although Libya signed the 
NPT in 1968, Libya’s leader, Mu’ammar Qadhafi started a 
nuclear weapons programme in the 1970s. Lybia received 
help from the A.Q. Khan network. In 2003, Qadhafi has 
admitted to the country’s nuclear weapons programme to 
the public. The programme was completely dismantled in 
2004. The failure of the nuclear weapons programme was 
caused by its costliness and the economic sanctions crip-
pling Libya.

Verdict: These cases make Article II. a partial success. It 
was indeed able to prevent further proliferation and keep 
the number of threshold states to a minimum. The case of 
South Africa, Libya and Iran show that proliferation has 
even been reversed. However, the fact that these countries 
had clandestine nuclear weapons programmes, and some 
were even able to produce results is concerning. India, Pa-
kistan Israel and North Korea are not part of the NPT. Also, 
non-state proliferators like A.Q. Khan has not been ad-
dressed. These concerns have to be met in the future.

4.	 Article III.: Safeguards

The NPT makes clear that all Parties have the right for 
peaceful use of nuclear material (Article IV). Also, all of the 
states must prevent the spread of nuclear material to be 
used for malevolent purposes (Article I. II.). To effectively 
ensure both of these provisions, a new verification mecha-
nism was required, one which had to be an improvement 
compared to the INFCIRC/66. to meet the new challenges 
and circumstances (i. e. the development of technology, 
new uranium mines).

In accordance with Article III.1, all NNWSs are obliged to 
accept safeguards “for the exclusive purpose of verifica-
tion of the fulfilment of its obligations assumed under this 
Treaty with a view to preventing diversion of nuclear ener-
gy from peaceful uses to nuclear weapons or other nucle-
ar explosive devices.”35

34	 NTI.org (Iran) (03.2016); Brookings (14.07.2016); Zarroli (26.01.2016); Zoll.de 
(24.07.2016) 

35	 Iaea.org (22.05.1970), pp. 2.-3.
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The most important part of this Article is that only the 
NNWSs are obliged. This means that NWSs do not have 
to sign safeguards agreements with the IAEA. This is prob-
lematic, because then the NWSs are not, unlike other 
states, under IAEA control. It also does not apply to states 
not party of the NPT. That is a failure of the NPT, because 
the different levels of control (one state has an INFICRC/66 
agreement, another a CSA, etc.) can make the realisation 
of the goals of the NPT difficult. Nevertheless, both NWSs 
and non-party states have concluded partial safeguards 
agreements with the IAEA. The threshold countries Cuba, 
India, Israel and Pakistan have concluded INFIRC/66 
agreements.36 The five NWSs have concluded INF-
CIRC/153 agreements (but without full scope).

In 1972, the new safeguards agreements were introduced 
in the document known as INFCIRC/153, “The Structure 
and Content of Agreements between the Agency and the 
States required in connection with the Treaty on the Non-
Proliferation of Nuclear Weapons”. Why are these new 
safeguards agreements better than the earlier ones? The 
first advantage is standardisation. The INCIRC/66 safe-
guards agreements were individually signed between 
States and the IAEA. The INFCIRC/153 outlines a template 
of contents which makes the rights and obligations clear 
and easy to control. The other advantage is the scope: 
Earlier, only specific nuclear items declared by the state 
had to be subjected to safeguards according to INF-
CIRC/66. The INFCIRC/153 on the other hand covers all 
nuclear material of the state According to Part 1, Para-
graph 1 (INFCIRC/153) safeguards are to be applied “on all 
source or special fissionable material in all peaceful nucle-
ar activities within its territory, under its jurisdiction or car-
ried out under its control anywhere”. Hence the name: 
Comprehensive Safeguards Agreements (CSAs).37

The NWSs have also concluded CSAs, i.e. safeguards 
agreements according to INFCIRC/153, but they only sub-
jected nuclear material to safeguards which they “chose to 
offer to the IAEA”. These agreements, which “resembled 
the CSAs” but had limited scope were the so called Volun-
tary Offer Agreements (VOAs). The latter could be inter-
preted as a success, because at least the NWSs have 
signed CSAs. „The chief purpose of these agreements 
was to encourage the non-nuclear-weapon States to ac-
cept the NPT by demonstrating that IAEA safeguards 
would not impede civilian nuclear activities nor place their 
nuclear programmes at a disadvantage in relation to those 
of the nuclear weapon States” 38. But the core problem of 
different levels of control was not solved.

However, the “peaceful nuclear explosion” of India in 1974 
made it clear that nuclear material and technology provid-
ed for peaceful purposes could be misused. This led to the 

36	 IAEA (1998), p 11
37	 Rockwood (2008) p 84.; iaea.org (06.1972). p. 1.
38	 IAEA (1998) p. 2; Rockwood (2008) p. 85

increase of the depth of export controls. Article III.2. of 
the NPT states that „each State Party to the Treaty under-
takes not to provide: (a) source or special fissionable mate-
rial, or (b) equipment or material especially designed or 
prepared for the processing, use or production of special 
fissionable material, to any non-nuclear-weapon State for 
peaceful purposes, unless the source or special fissiona-
ble material shall be subject to the safeguards required by 
this Article”. This meant that technology and material had 
to be safeguarded at the source. To comply with these 
measures, a group of major nuclear suppliers which 
played an important role in trade, convened to establish 
the Zangger Committee (ZAC) in 1971. Another group of 
major suppliers, which were parties of the Zangger Com-
mittee but not of the NPT was subsequently created. This 
group came to be known as the Nuclear Suppliers Group 
with the goal of more effectively controlling single use 
items (“i.e. nuclear material and other EDP”).39 These will 
be detailed in the next Chapter.

However, this system did not cover the entire fuel cycle. 
The inspected state had to agree to the routine inspection. 
Some nuclear material was allowed to be exempted from 
verification. The greatest problem of the system at the time 
was the fact that the system only verified which has been 
declared to the Agency. This was caused by bad, but ac-
cepted practice, the fear of states from the IAEA inspec-
tions, and the cautiousness of the Agency. This led to the 
focus of the safeguards shifting from “the absence of un-
declared nuclear material or activities in the state” to “the 
verification of declared nuclear material. Thus correctness 
of a state’s declarations was verified, not its complete-
ness40. Although the CSAs have contained provisions on 
access to undeclared locations and access to all nuclear 
material, this was forgotten. This meant that certain “rogue 
states” could violate the provisions of the NPT, without any 
means for the IAEA to discover and handle the violation.

However, the discovery of undeclared nuclear material in 
Iraq, the coming-out of South Africa and the concerns 
about the nuclear weapons programme of the DPRK 
made it clear that previous safeguards measures and 
practice were inadequate.

The reactions were to strengthen the safeguards and ex-
port control. In 1992, the NSG has revised its guidelines 
and included provisions regarding dual-use items, (which 
could be used for both peaceful and military purposes). 
Also the NSG has made full-scope safeguards (CSAs) a 
condition for trading in items on the trigger list.41

In 1995, 25 years after the entry into force of the NPT, the 
5th Review Conference (RevCon), also known as the 

39	 Rockwood (2008) p. 85. EDP: Especially Designed and Prepared for use, pro-
cessing etc.

40	 Rockwood (2008) p. 86.
41	 Rockwood (2008) p. 89.
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Review and Extension Conference was held. This was one 
of the most successful RevCons in the history of the NPT. 
Although a Final Declaration was not adopted, according 
to Article X, Para 2, the NPT was extended for an indefinite 
period of time. Also it paved the way for the creation of the 
third document on safeguards.42 In September 1997, the 
Model Additional Protocol (AP) to the NPT was adopted, 
under the name of INCIRC/540.

The AP is considered a huge step in strengthening safe-
guards. It placed the entire fuel cycle under safeguards, 
like R&D and mines as well (Article 2/a/i, v.). It allowed ac-
cess to all locations on sites (Article 2/a/iii). Furthermore, 
the states were obliged to provide “Information regarding 
the quantities, uses and locations of nuclear material ex-
empted from safeguards” (Article 2/a/vii/a). The AP pro-
vides complementary access to the IAEA inspectors. That 
means access to any place on a site (Article 5/a/i); any lo-
cation (Article 5/a/ii); and any decommissioned facility or 
decommissioned location outside facilities where nuclear 
material was customarily used (Article 5/a/iii). Simplified 
designation of Agency inspectors, visas, communications 
and confidentiality were also defined.43

Although the AP has broadened the rights of the IAEA to 
apply safeguards, the traditional problem remains: the dif-
ferent levels of control. Not all states have signed and rati-
fied the AP yet, the AP is currently in force in 127 coun-
tries. It is a success, that all 5 NWSs have ratified the AP.44

Verdict: Article III can be considered a success. Most of 
the states are part of any of the three safeguards docu-
ments. The safeguards have prevented the wide spread of 
nuclear material, technology and nuclear weapons. The 
non-proliferation regime was able to adapt to the difficul-
ties throughout history. The NWSs are not obliged to ac-
cept safeguards, but they still have accepted them. How-
ever, there are several problematic points. Despite 
safeguards, Israel, India, Pakistan and North Korea have 
been able to acquire nuclear weapons. It is another failure 
of the safeguards system, that Iraq’s and South Africa’s 
nuclear weapons programme was discovered at a late 
stage. The safeguards agreements are still not universal, 
there are still different levels of control. These issues must 
be addressed in the future.

5.	 Article IV.: Inalienable right to peaceful use

Paragraph 1 of Article IV states that: “Nothing in this Treaty 
shall be interpreted as affecting the inalienable right of all 
the Parties to the Treaty to develop research, production 
and use of nuclear energy for peaceful purposes without 
discrimination and in conformity with Articles I and II of this 
Treaty”. “All Parties to the Treaty […] participate in. the 

42	 Iaea.org (RevCon) (24.07.2016)
43	 Iaea.org (AP) (09.1997) pp. 2-13.
44	 Iaea.org (Status of the AP) (22.07.2016)

fullest possible exchange of equipment, materials and sci-
entific and technological information for the peaceful uses 
of nuclear energy” (Para 2).45

This article basically allows the transfer of all nuclear mate-
rial and technology, to all parties, provided they do not use 
them for military purposes. There are numerous problems 
with this. First, to help ensuring the application of Articles I. 
II., and III., export control regimes have been introduced, to 
control the transfer of nuclear material and know-how. 
Sometimes, the export control hinders the application of 
Article IV. Moreover, most of the items in the trade of nucle-
ar material are dual-use. This proves challenging, and has 
often meant that states denied the trade in these goods, 
because their nature makes them useful to violate the NPT. 
The reasons are mostly political reasons, which the IAEA 
cannot confirm. This cites resentment among developing 
countries, because they have the right for nuclear material.

The Coordinating Committee for Multilateral Export Con-
trols (COCOM) was the first regime. Established in 1950, 
the goal of COCOM was to prevent the states of the East-
ern Bloc to obtain advanced western technology. The nu-
clear sector was a part of COCOM, in the form of the 
Atomic Energy Control List. The COCOM ceased to exist 
in 1995, and was subsequently transformed into the Was-
senaar Arrangement (WA). The goal of the WA is to pro-
mote transparency in the trade of dual use items, comple-
ment the existing export control regimes, and enhance 
cooperation. The Atomic Energy Control List however, has 
been transferred to the NSG.46

The Zangger Committee (ZAC, 1971) named after its Swiss 
chairman, Claude Zangger published its Trigger List in 
1974, which governed the exports of nuclear material and 
know how to states non-party to the NPT (as well). Trade 
of items on the Trigger List would “trigger” IAEA safe-
guards. The Trigger List is known as the INFCIRC/209 
document, and has been expanded throughout the years. 
The items are clarified in its annex. The Zac currently has 
39 members.47

The Nuclear Suppliers Group (NSG) first met in 1975 and 
currently has 48 members. The first set of NSG guidelines 
governs the EDP items, the second the dual use items. 
The safeguards requirement, just like in the case of the 
ZAC, is stressed. These goals and provisions have been 
published in the INFCIRC/254 (1978) document. It has 
been amended in Warsaw, in 1992 when the dual-use 
items and the requirement of full scope agreements for 
trade were added. This is Part 2 of the INFCIRC/254. The 
reason for this extension was Iraq’s clandestine nuclear 
weapons programme, which has been developed through 
the use of dual-use items not covered by previous export 

45	 Iaea.org (22.05.1970), p. 3.
46	 NTI.org (COCOM) (24.07.2016); NTI.org (Wassenaar) (07.03.2016)
47	 NTI.org (ZAC) (05.04.2016)



115

ESARDA BULLETIN, No. 54, June 2017

control regimes. The new guidelines include 67 categories 
of dual-use items.48

Verdict: Article IV. can be considered a partial success. 
An adaptive export regime was established throughout the 
years, which went through extensive revision. Uncontrolled 
proliferation has been reduced. The problem is, that the 
export control regimes have been established in reaction 
to cases like India, Iraq etc. This means that the system is 
not proactive. Also, there are still cases when Article IV is 
not respected. The EU still denies the export of dual-use 
items to Iran, even after a successful Iran deal in 2015. The 
“inalienable right” is not universally respected, which is a 
weakness of the NPT.

6.	 Article V.: Peaceful use of nuclear explosions

According to Article V, “Each Party to the Treaty under-
takes to take appropriate measures to ensure that, […] po-
tential benefits from any peaceful applications of nuclear 
explosions will be made available to non-nuclear-weapon 
States Party to the Treaty on a non-discriminatory basis”.49

It is arguable whether this article is still relevant or not. The 
Comprehensive Test Ban Treaty (opened for signature on 
24 September 1996) has effectively prohibited all nuclear 
explosions. The problem is, the CTBT has not yet entered 
into force, because not all of the 44 States listed in its An-
nex 2 have ratified it yet. The DPRK, India and Pakistan 
have not signed the CTBT, and the US, China Egypt, Iran, 
Israel have not ratified it yet.50

Despite the failure of the CTBT (or more like the failure of 
the aforementioned states), the number of nuclear explo-
sions has gradually decreased. There were treaties which 
aimed to limit nuclear tests. These were the Partial Test 
Ban Treaty, and the Threshold Test Ban Treaty. The PTBT, 
a multilateral treaty was signed in 1963, and banned nu-
clear tests in the atmosphere, outer space and under wa-
ter51. The TTBT was signed in 1974 and ratified in 1990. It 
obligated the US and the USSR to limit the yield of test 
explosions to 150 kilotons52. Each NWS has a moratorium 
for nuclear tests (that they will refrain from nuclear tests) 
since the 90s53. Nowadays, only the DPRK conducts nu-
clear tests.

The only treaty specifically focusing on peaceful nuclear 
explosions is the Peaceful Nuclear Explosions Treaty 
(PNET). Signed in 1976 by Gerard Ford and Leonid Brezh-
nev, the PNET has allowed the so called group explosions 
(a number of individual explosions), which could not have 
an “aggregate yield exceeding 1500 kilotons” (individual 

48	 NTI.org (NSG) (08.03.2016)
49	 Iaea.org (22.05.1970), p. 3.
50	 NTI.org (CTBT) (08.06.2015)
51	 NTI.org (PTBT) (26.10.2011)
52	 Armscontrol.org (TTBT) (04.03.2009)
53	 Péczeli/Rózsa (2013) p. 104.

explosions could still not exceed 150 kilotons)54. Both of 
them could conduct peaceful nuclear explosions outside 
of declared zones, (Semipalatinsk and Novaja Zemlja for 
the USSR, Nevada Desert for the US) where only military 
purpose nuclear explosions were allowed.55 Just like the 
TTBT, the PNET entered into force in 1990.

The problem with nuclear explosions, is that they carry 
huge risks. They can cause irreversible damage to people, 
wildlife and the environment. This was the reason for the 
establishment of many regional treaties in accordance with 
Article VII, to prevent this damage. This was the reason for 
the PTBT, TTBT, PNET and the CTBT.

Verdict: This Article was a success, because the test ex-
plosions have been limited and eventually banned. This 
prevents further damage to people, wildlife and the envi-
ronment, and places a hurdle in the way for proliferators.

7.	 �Article VI.: Cessation of the nuclear arms 
race and complete nuclear disarmament

The Article VI. of the NPT contains the following provisions: 
“Each of the Parties to the Treaty undertakes to pursue ne-
gotiations in good faith on effective measures relating to 
cessation of the nuclear arms race at an early date and to 
nuclear disarmament, and on a treaty on general and 
complete disarmament under strict and effective interna-
tional control.”56

This is one of the most important Articles of the NPT. It is a 
miracle, that, in the heat of the Cold War, the NWSs, espe-
cially the USA and the USSR could reach an agreement 
about the cessation of the nuclear arms race. Further-
more, a future without nuclear weapons is a goal that was 
unimaginable to be agreed upon before the NPT. Despite 
these historical agreements, Article VI. has only reached 
partial success.

Of these two elements, the cessation of the nuclear arms 
race was successful. Several treaties have been conclud-
ed in good faith to stop the vertical proliferation, the stock-
piling and development of nuclear weapons. These series 
of treaties are the Strategic Arms Limitation Talks (SALT I 
and II), the Intermediate-Range and Shorter-Range Nucle-
ar Forces Treaty (INF), and the Strategic Arms Reduction 
Treaty (START I).

The United States and the Soviet Union had the most nu-
clear weapon stockpiles. These had the potential threat of 
exterminating humanity in a nuclear war. To avoid this, the 
two states have started negotiations in 1969, which were 
brought to fruition on 26 May 1972, when US President 
Richard Nixon and Soviet Premier Leonid Brezhnev signed 

54	 Armscontrol.org (PNET) (04.04.1976)
55	 Péczeli/Rózsa (2013) p. 109.
56	 Iaea.org (22.05.1970), p. 4.
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the SALT I Treaty in Moscow. It consists of two docu-
ments: An Interim Agreement on certain measures limiting 
strategic offensive arms; and the ABM Treaty on the limita-
tion of strategic defensive systems. Parties to the Agree-
ment were obliged not construct any more intercontinental 
ballistic missiles (ICBMs) and submarine-launched ballistic 
missiles (SLBMs). Thus the US could possess only 1054 
ICBM launchers and the USSR could possess no more 
than 1618. Also the US was allowed to have only “710 
SLBM launchers on 44 modern ballistic missile subma-
rines”, and the USSR was allowed to have no more than 
950 SLBM launchers on 62 submarines. The Soviets were 
allowed to have more missiles, because of the advantage 
of the US in the number of nuclear strike bombers. The 
ABM Treaty states that there can be only two fixed deploy-
ment areas, with no more than 100-100 launchers and in-
terceptors. Verification was managed through the national 
technical means (NTM) of the parties, also there was no in-
ternational control. However, “no mechanisms existed to 
deal with non-compliance”57. The SALT I was the first step 
towards nuclear disarmament (although technically no re-
duction was prescribed) and the stopping of the nuclear 
arms race.

On 18 June 1979, another bilateral treaty between the US 
and the USSR was signed by Jimmy Carter and Leonid 
Brezhnev in Vienna, the SALT II. The parties agreed that 
they will limit the number of all strategic delivery vehicles to 
2250 by 1981. Sub-limits have also been outlined: 
1320 launchers of ICBMs and SLBMs equipped with multi-
ple independently targetable re-entry vehicles (MIRV)s, air-
to-surface ballistic missiles ASBMs equipped with MIRVs, 
and heavy bombers; 1,200 launchers of ICBMs and 
SLBMs equipped with MIRVs, and ASBMs equipped with 
MIRVs; 820 launchers of ICBMs equipped with MIRVs. 
Just like by the SALT I, verification was managed through 
the national technical means (NTM) of the parties, also 
there was no international control. However, “no mecha-
nisms existed to deal with non-compliance”. The SALT II 
has defined all types of strategic offensive arms, and has 
set both qualitative and quantitative limitations.58

On 8 December 1987, Ronald Reagan and Mikhail Gor-
bachev signed the “Treaty between the United States of 
America and the Union of Soviet Socialist Republics on the 
Elimination of their Intermediate-Range and Shorter-Range 
Missiles” (Intermediate-Range Nuclear Forces Treaty – 
INF) in Washington. The Treaty obligates all parties to elim-
inate their intermediate-range (1000 to 5500 km) and 
shorter-range (500 to 1000 km) missiles and their launch 
systems altogether. Verification is managed through data 
exchange and notifications through on-site inspections in 

57	 NTI.org (SALT I) (26.10.2011); Péczeli/Rózsa (2013) pp. 129-131.
58	 NTI.org (SALT II) (26.10.2011); Péczeli/Rózsa (2013) pp. 132-134.

each other’s territory and NTM.59 Compliance was ensured 
through the Special Verification Commission60.

Before the dissolution of the USSR, the Strategic Arms Re-
duction Treaty was signed by George H. W. Bush and 
Mikhail Gorbachev on 31 July 1991. It is clear that the fo-
cus has shifted from limitation to reduction. The START I 
was the first treaty to reduce the number of strategic nu-
clear weapons themselves, unlike previous ones, which fo-
cused on delivery systems. It has prescribed a reduction 
of warheads from the 10-12,000 in 1991 to 6000 until the 
7th year of entry into force (that is 5 December 2001.) Just 
like by the INF Treaty, verification is managed through data 
exchange and notifications through on-site inspections in 
each other’s territory and NTM. 61

It is clear that the number of nuclear weapons has in-
creased until 1986. In this year, there were all in all 64,449 
nuclear weapons62. This means that until this point, the 
SALT I and II were unsuccessful in slowing down the nu-
clear arms race. The INF and the START I have managed 
to stop the nuclear arms race.

Three more bilateral treaties have been concluded be-
tween the US and Russia on the reduction of nuclear 
weapons stockpiles. The first one was the failed START II 
(1993), the goal of which was to reduce the nuclear war-
heads to 3,000-3,500 for each party by 1 January 2003.63 
After the failed START II, the Strategic Offensive Reduc-
tions Treaty (SORT) was signed in 2002. The goal of SORT 
was to reduce the number of nuclear warheads to 1700-
2200 by 31 December 2012.64

On 8 April 2010, the most recent agreement for nuclear 
arms reduction between the United States and Russia was 
signed by Barack Obama and Dmitry Medvedev: the 
START III, otherwise known as the New START. This 
Treaty was necessary, because the START I expired in 
2009. Upon entry into force of the START III, the SORT will 
be terminated. The Treaty further reduces the number of 
warheads for the US and Russia to 1550. As far as verifi-
cation is concerned, the provisions of the START I apply. 
The Treaty did not address Russia’s concerns about the 
NATO Missile Shield, which has hindered negotiations.65

It is a relevant point that the USA and the USSR/Russia 
has had by far the most nuclear warheads. Nowadays, 
these two states are in possession of 94% of the nuclear 
stockpiles. This means that there can be no nuclear 

59	 NTI.org (INF) (22.06.2016)
60	 Péczeli/Rózsa (2013) p. 137.
61	 NTI.org (START I) (26.10.2011); Péczeli/Rózsa (2013) pp. 137-141.
62	 Hans M. Kristensen & Robert S. Norris (2013) Global nuclear weapons invento-

ries, 1945–2013, Bulletin of the Atomic Scientists, 69:5, 75-81, DOI: 
10.1177/0096340213501363 p. 78.

63	 The START II has never entered into force because the US has not ratified it and 
withdrew from the ABM Treaty in 2002. Because of this, Russia declared the 
START II null and void. NTI.org (START II) (26.10.2011)

64	 NTI.org (SORT) (26.10.2011)
65	 NTI.org (New Start) (08.07.2016); Péczeli/Rózsa (2013) pp. 144-147.
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disarmament, let it be partial or full, without the consent of 
the USA and Russia. Because of this huge difference, the 
other NWSs will not reduce their nuclear stockpiles unless 
the US and Russia do so66.

Verdict: Article VI. is a partial success. The nuclear arms 
race was successfully ended.67 The number of warheads 
and launch systems have been greatly reduced. Negotia-
tions have been pursued in good faith, although not at all 
times (see START II and START III). Strict international con-
trol has not been achieved, on the contrary, control was 
left in national hands. However, the full disarmament was 
not achieved. This is the greatest failure of this Article. 
There are still many warheads (10,215)68. Threshold states 
like India, Pakistan, Israel and North-Korea have acquired 
nuclear weapons and do not want to renounce them just 
like the NWSs. None of them would renounce the nuclear 
deterrent and the nuclear strike-capabilities, which means 
that the full nuclear disarmament remains a wish never to 
be realised.

8.	 �Article VII.: Regional treaties aiming at 
non-proliferation

The Article VII. of the NPT contains the following provi-
sions: „Nothing in this Treaty affects the right of any group 
of States to conclude regional treaties in order to assure 
the total absence of nuclear weapons in their respective 
territories.”69

Five regional treaties creating nuclear-weapon-free-zones 
(NWFZs) have been signed and ratified. These are the 
Tlatelolco Treaty (1967, Mexico), the Rarotonga Treaty 
(1985, Cook Islands), the Bangkok Treaty (1995, Thailand), 
the Pelindaba Treaty (1996, South Africa), Central Asian 
Treaty (2009, Kazakhstan).

The Tlatelolco Treaty has already been mentioned. The 
Rarotonga Treaty established the South Pacific Nuclear 
Free Zone. It has been signed in Rarotonga on 6 August 
1985 and currently has 13 members. Just like by the 
Tlatelolco Treaty, the Parties of the Rarotonga Treaty re-
frain from developing nuclear weapons, but peaceful use 
of nuclear energy is allowed. It also explicitly prohibits the 
dumping of nuclear material into the sea within the territo-
ry of the zone. The main reason for the creation of the 
NWFZ in the South Pacific was to prevent the nuclear 
tests in the region, which put the environment, the wildlife 
and the people in great danger. Verification is managed 
through “repor ts and exchanges of information, 

66	 Péczeli/Rózsa (2013) p. 94.
67	 The nuclear arms race has ended quantitatively, meaning that no more nuclear 

warheads are being created. However, a qualitative arms race (modernisation 
of existing devices and equipment) is most likely continuing.

68	 Hans M. Kristensen & Robert S. Norris (2013) Global nuclear weapons invento-
ries, 1945–2013, Bulletin of the Atomic Scientists, 69:5, 75-81, DOI: 
10.1177/0096340213501363 p. 78.

69	 Iaea.org (22.05.1970), p. 4.

consultations and review, and the application of IAEA 
safeguards. The Rarotonga Treaty has three Protocols, 
none of which has entered in force yet, because the USA 
has not ratified them yet.70

The Bangkok Treaty established the Southeast Asia Nu-
clear Weapon-Free Zone. It has been signed in Bangkok 
on 15 December 1995 and currently has 10 members. 
Just like by the Tlatelolco and the Rarotonga Treaty, the 
Parties of the Bangkok Treaty refrain from developing nu-
clear weapons, but peaceful use of nuclear energy is al-
lowed. The parties are obliged “not to develop, manufac-
ture, acquire, or possess any nuclear explosive device”. 
Also, just like by the Rarotonga Treaty, the Bangkok Treaty 
explicitly prohibits the dumping of nuclear material into the 
sea within the territory of the zone. Verification is managed 
through the Commission for the Southeast Asia Nuclear 
Weapon-Free Zone. The Bangkok Treaty has one Protocol, 
but it has not yet entered into force, because none of its 
parties, the NWSs have signed it yet71.

The Pelindaba Treaty established the African Nuclear-
Weapon-Free-Zone (ANWFZ). It was signed on 11 April 
1996, but it only entered into force on 15 July 2009. It has 
50 Signatory States, but only 39 State Parties. The parties 
are obliged “not to develop manufacture, acquire, or pos-
sess any nuclear explosive device. It is also important, that 
all member states ensure the prohibition of stationing nu-
clear weapons in their territory, and the testing of these. 
Peaceful nuclear activities however, are allowed, provided 
if under IAEA safeguards, to ensure verification. The rea-
sons for the creation of the ANWFZ are the French nuclear 
tests in the 60s, and the South African nuclear weapons 
programme. None of the three protocols of the Pelindaba 
Treaty has entered into force yet, because the first two 
were not yet ratified by the USA, and the third one was not 
yet signed by Spain72.

The last regional treaty on non-proliferation which has en-
tered into force is the Central Asian Treaty, otherwise 
known as the Semipalatinsk Treaty, which established 
the Nuclear-Weapon-Free Zone in Central Asia (CANWFZ). 
It has been signed in Semipalatinsk on 15 December 
1995, and currently has 5 members. The goals are the 
same as before: The Parties refrain from developing nucle-
ar weapons, but peaceful use of nuclear energy is allowed. 
The parties are obliged “not to develop, manufacture, 
stockpile or otherwise acquire” any nuclear explosive de-
vice. The reason for the creation of this NWFZ was the dis-
solution of the SU. The member states presumably wanted 
no Russian nuclear tests and weapons on their territory. 
The Treaty has one Protocol about the negative guaran-
tees of the NWSs, but it has not entered into force yet, be-
cause the USA has not ratified it. The verification is much 

70	 UNODA (Rarotonga) (24.07.2016); Péczeli/Rózsa (2013) p. 153
71	 UNODA (Bangkok) (24.07.2016) 
72	 NTI.org (Pelindaba) (15.05.2015); UNODA (Pelindaba) (24.07.2016)
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stricter as of the previous treaties: All members have to 
sign a CSA, (INFCIRC/153), and an AP (INFCIRC/540) “no 
later than 18 months after the entry into force of this Trea-
ty”. Moreover “each Party undertakes to apply measures 
of physical protection to nuclear material” in accordance 
with the Convention on Physical Protection of Nuclear Ma-
terial of 1987. 73

Verdict: These Treaties are functioning, and have suc-
cessfully prevented the proliferation. Together, they cover a 
large portion of the territory of the world, 116 states are to 
be found in NWFZs74. Thus Article VII can be declared a 
success. However, there were some plans of regional trea-
ties, like establishing a NWFZ on the Arctic, in Central-Eu-
rope, in the Korean Peninsula and in the Middle-East 
which have failed75. This does not mean however, that the 
“right of any group of States to conclude regional treaties” 
is affected. It means that conflicting interests are likely to 
prevent the establishment of NWFZs. This does not affect 
the success of Article VII.

9.	 Successes and failures of the other Articles

Article VIII. Paragraph 3. states that in 5 year intervals, re-
view conferences (RevCons) have to assure “the purposes 
of the Preamble and the Provisions of the NPT are being 
realised”76. The latest, the ninth RevCon was held in 201577.

The success and failure of the RevCons can be measured 
by adopting a Final Declaration with consensus. This did 
not happen in 1980, 1990, 1995 and 200578. That would 
mean a partial success of Article 3. Para 3.

However, the adoption of Final Declarations does not 
make RevCons successful or failed. The Review and Ex-
tension Conference in 1995, held 25 years after the entry 
into force of the NPT was a clear success. It not only 
paved the way for the Additional Protocol, but has extend-
ed the legal force of the NPT, thus making Article X. Para-
graph 2. a success. But a Final Declaration was not 
adopted.79

Although the withdrawal of the DPRK from the NPT in 
2003 was in accordance with Article X. Para 1., this still 
cannot be deemed a success of the NPT.

Conclusion

This essay examined the successes and failures of the 
Non-Proliferation Treaty. Historical examples and develop-
ments have been used to determine the success or failure 

73	 UNODA (Semipalatinsk) (24.07.2016); Péczeli/Rózsa (2013) p. 157
74	 Péczeli/Rózsa (2013) p. 150.
75	 Péczeli/Rózsa (2013) p. 160-163.
76	 Iaea.org (22.05.1970), p. 4.
77	 Iaea.org (RevCon) (24.07.2016)
78	 Wan (10.03.2015)
79	 Iaea.org (RevCon) (24.07.2016), Iaea.org (22.05.1970), p. 5.

of the NPT on a case by case basis. After the presentation 
of the brief history of events culminating in the establish-
ment of the NPT, the first seven articles of the NPT have 
been thoroughly examined. Examples regarding the suc-
cesses and failures of the specific Articles have been pre-
sented. After that, the remaining, more important Articles 
have been examined.

As a method of research, the open-access data of the 
IAEA, think-tanks and experts have been used. The reason 
for this was the secrecy regarding nuclear weapons. It 
would be worth looking into this topic with the knowledge 
of secret data. Expansion of the research with the under-
standing of the motives of key people, policy makers 
would also be beneficial.

The key findings are the following: The NPT is the core of 
the international non-proliferation system. The need of 
averting a nuclear war and the spread of nuclear weapons 
and states with nuclear weapons have led to its creation. It 
has gone through evolution since its entry into force, facing 
and adapting to the new and new challenges of 
non-proliferation.

The NPT has lived up to its task. In other words, the NPT 
has been a success. It has been there for 46 years, it is 
still in force, and will be indefinitely. It has achieved near 
universality. No nuclear weapons have been handed over 
by the NWSs to NNWSs. The NPT has managed to keep 
the number of threshold states to a minimum. It was also 
able to reverse some cases like South Africa and Iran. A 
complex system of safeguards and verification has been 
developed and mostly implemented. The inalienable right 
to peaceful use has been, in the most cases respected. 
The number of nuclear explosions have been reduced. 
The nuclear arms race has been stopped. Several regional 
treaties banning nuclear weapons and tests have been 
concluded.

However, the NPT is not free of flaws. In other words, there 
are failures of the NPT. The greatest failure of the NPT is 
that it was unable to achieve complete nuclear disarma-
ment. Also, the NPT was unable to prevent some states 
from developing nuclear weapons themselves. The prob-
lem of different levels of control regarding safeguards and 
verification make universal compliance with the NPT hard 
to check.

The overall effectiveness of the NPT is determined by its 
ability to prevent proliferation. If there are deviating inter-
ests of some states, especially the UNSC permanent 
members this ability is hindered. Furthermore, many 
threshold states have acquired nuclear weapons to de-
ter threats to their sovereignty. If the UN was able to 
channel all interests and ensure a peaceful world, the 
chances of proliferation would be minimal. Essentially, 
the successes and problems of the NPT are those of 
the UN.
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Non-proliferation is our common goal. Therefore, the NPT 
needs to be adapted to meet future challenges. The NPT 
is a good framework of non-proliferation. However, it de-
pends on both the states and the people to determine 
what picture will be put into the frame.

Highlights:

•	The NPT is successful but it has some flaws.

•	NWSs have neither handed over nuclear weapons, nor 
encouraged NNWSs to acquire them.

•	Most NNWs have not acquired nuclear weapons and 
have not pursued them. Of those which did, the case of 
Iraq and South Africa has been successfully solved.

•	A functioning safeguards system has been created, 
which has adapted to historical circumstances. Howev-
er, the different levels of control are still problematic.

•	The inalienable right to peaceful use of nuclear power 
was mostly respected. Export control regimes have 
been created to verify peaceful use.

•	Nuclear explosions have been greatly reduced.

•	The nuclear arms race has been stopped, but complete 
nuclear disarmament was not achieved.

•	Five regional treaties have banned nuclear weapons 
from a large portion of the world.
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