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Abstract:

A series of exercises and targeted meetings held by the Eu-
ropean Safeguards Research and Development Association
(ESARDA) Verification Technologies and Methodologies
Working Group and the Institute of Nuclear Materials Man-
agement (INMM) Nonproliferation and Arms Control Techni-
cal Division provided valuable insight into how a systems
approach could help identify nonproliferation and arms con-
trol verification requirements. International experts from nu-
clear weapons states and non-nuclear weapons states, with
a wide-range of expertise in nuclear safeguards, arms con-
trol verification, radiation detection, political science, and
defense studies, participated in the discussions. It was
demonstrated that with a systems approach, it is possible to
design a transparent state-level systems framework to de-
fine arms control verification objectives, processes, and
timescales for an effective verification regime based on the
Strategic goals of a treaty, while taking into account restric-
tions from different security environments. This approach
was also shown to be an effective mechanisms for interna-
tional and technical engagement on such complicated is-
sues. Possible future research activities could include: (1) in-
creased efforts to link the material and weapons sectors of
the nuclear weapons complex; (2) further attention on how
to satisfy the competing needs for effective verification and
protection of national security; (3) greater consideration on
how to define the treaty-controlled items so that declara-
tions can be verified effectively; (4) continued testing of a
systems approach to analyze the pros and cons of possible
verification regimes, to conduct a form of sensitivity analysis
and provide feedback and a better understanding of confi-
dence levels that could be achieved; and (5) possible ideas
of how to engage in substantive dialogue in a broad interna-
tional environment, such as the on-going International Part-
nership for Nuclear Disarmament Verification (IPNDV), while
taking into account the range of weapons and verification
experience and the need to uphold NPT Article VI.
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1. Introduction

Establishing a method to systematically identify verification
options for nuclear weapons control agreements could
significantly contribute to future development of an

effectively verifiable treaty [1]. A transparent presentation of
a nation’s nuclear defense complex would allow for the
definition of potential cheating pathways and aid in the de-
velopment the verification requirements for declarations/
data exchanges and an inspection regime. The increased
transparency could foster confidence and improve com-
munication between potential stakeholders.

The application of a systems approach, such as the Inter-
national Atomic Energy Agency’s (IAEA) State Level Con-
cept (SLC) used for safeguards implementation [2,3], to
arms control agreements could help build a framework for
a verification architecture that would be useful for structur-
ing the analysis of options. A series of technical meetings,
over the course of 2014 and 2015, were held to determine
whether it was possible to design such a framework to
achieve high-confidence arms control verification. The key
challenges were to:

® leverage the more than 50 years of IAEA verification les-
sons-learned to build a high-confidence, coherent and
comprehensive picture of a State’s compliance;

e develop a systems framework that integrated the materi-
al and weapons enterprise — utilizing a broad range of in-
formation from cooperative technical monitoring data
(declared), national technical means (undeclared), open
source, and state & international trade controls; and

e facilitate cooperation between nuclear weapons states
and non-nuclear weapons states.

International experts from nuclear weapons states (NWS)
and non-nuclear weapons states (NNWS), with a wide-
range of expertise in, inter alia, nuclear safeguards, arms
control verification, radiation detection, political science,
and defence studies, participated in exercises and discus-
sions to test the feasibility for using a systems approach
and identify knowledge gaps. In order to make the effort
less abstract, two fictitious countries and a hypothetical
treaty were devised and used during two exercises. An ef-
fort was made to represent some real-world complexity
without making it too difficult, so relatively simple physical
models of national nuclear weapons enterprises could be
created. By formulating a scenario that incorporated more
than the technical aspects of verification, it was possible to
look at the state-as-a-whole and consider the additional
factors that influence national security decision-making.
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Two constraints that were NOT applied during the exercis-
es: (1) the declaration of security-sensitive information was
not restricted because a country could make a future deci-
sion that it was in its interest to declassify information or
share it under conditions deemed advantageous; and (2)
the verification requirements focused only on the country
to be monitored/verified without consideration of the ac-
ceptability of the same requirements being imposed on the
verifier. These conditions would not likely to be true in real-
ity but significantly simplified the conditions for the pur-
pose of an exercise.

2. Workshops and Exercises

The initial exercise objective was to determine whether ac-
quisition pathway analysis (APA) could be used to help de-
fine the objectives for a future regime by analyzing poten-
tial diversion (cheating) pathways and potential treaty
verification measures to be applied in a nuclear weapons
state. This exercise was hosted by the European Safe-
guards Research and Development Association (ESARDA)
at the Verification Technologies and Methodologies Work-
ing Group Meeting, held at the Joint Research Centre, Is-
pra, Italy, in autumn of 2014 [4]. The model bilateral treaty
between the two fictitious nuclear weapons states in the
exercise limited the total number of warheads deployed
and stockpiled. It was determined that any undeclared
warheads above the initially declared total of 1,970 (in the

fictitious state that maintained six types of nuclear war-
heads, deployed across three types of delivery platforms)
and any warheads deployed above the maximum of 500
would constitute cheating.

The participants worked to identify cheating pathways
and potential verification mechanisms for only one of the
states, with a nuclear weapons enterprise including all
stages of a nuclear fuel cycle and weaponization facilities
(including a stockpile of military fissile material; warhead
components production facilities; warhead production,
maintenance, and dismantlement facilities; different types
of storage depots; military bases; and delivery vehicles).

The exercise allowed the group to explore the parallels be-
tween using an acquisition pathway analysis (APA) ap-
proach for arms control verification, as compared to IAEA
safeguards applications. The general impressions from ap-
plying the APA methodology in this new context are out-
lined in Table 1.

During this first exercise, the group quickly discovered that
national security concerns and a country’s defence pos-
ture greatly influenced the identification of the likely cheat-
ing pathways and the type of cheating deemed the most
important. To take this additional perspective into account,
a second short exercise was held by the Institute of Nucle-
ar Materials Management (INMM) at Lawrence Livermore
National Laboratory, during the summer of 2015 [5]. At this

Acquisition Pathway Analysis
(Components

IAEA Safeguards

Arms Control Verification

(Physical) Model
pathways

Many different facility types and potential

More complex due to consideration of
both civilian fuel cycle and military domain
(material, production, warhead storage,
deployed warheads), larger number of
path families

Accountable items Nuclear Material

R&D (Additional Protocol) — Overall number of warheads
Well-defined (one Significant Quantity) — Overall number of delivery systems
— Dismantlement

Multiple, depending on treaty limits

Path attractiveness/path
prioritization

Formalized (time, cost, difficulty)
Different for each country

Path Relevance is clearer

Formalized (time, cost, difficulty, military
significance)

Non-technical factors (strategic/ military
considerations)

Verification measures

Defined in treaty/agreement

Undefined unless treaty under
consideration

No of proliferators

Many but state-by-state evaluation

Bi- or multi-lateral — treaty dependent

Application Establish and prioritize technical objectives | Help define verification measures need for
a specific treaty or identify priorities to
achieve confidence

Applicability Formalized, mathematical modelling Basis for systematic, structured analysis,

approach, State level

dialogue, State-level or sub-set

Table 1: Comparison of the use of Acquisition Pathway Analysis (APA) in the context of IAEA safeguards and arms control verification.
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meeting, a simpler scenario was developed for the two fic-
titious neighbouring countries and an exercise was struc-
tured to take national security objectives into account,
while developing a verification regime for each country.
Representatives from political science and defence stud-
ies, as well as safeguards, arms control experts from nu-
clear and non-nuclear weapons states were invited to con-
sider a scenario that encompassed the whole nuclear
enterprise (e.g. materials, weapons and delivery vehicles).
A formal exercise framework (Figure 1) was imposed to fo-
cus the participants on national objectives and priorities.

During this second exercise, the model treaty limited the
total nuclear forces to the existing levels for 10 years, in-
cluding strategic and tactical nuclear weapons. All types of
delivery systems and the total number of warheads (in-
cluding deployed and non-deployed) were capped. The
development, testing, and deployment of new types of
warheads and delivery systems was prohibited.

The same fictitious neighboring countries used in the first
exercise were reconfigured to represent different levels of
development, capabilities, and populations. The larger
state, with a population of 200 million, was a moderately
advanced industrialized state with regional military and
economic dominance, and ambitions for broader global in-
fluence. It had a sophisticated nuclear weapons enterprise
consisting of civilian and military nuclear fuel cycles and a
total of 322 nuclear warheads. The smaller ascending
power, with a population of 100 million, was newly industri-
alized with a modest conventional force. It recently devel-
oped its nuclear capability as a primitive nuclear deterrent.
Its nuclear enterprise consisted of both civilian and military
nuclear fuel cycle and had possession of a total of
110 warheads.

Detailed nuclear enterprise models were provided to the
exercise participants, so that they would spend their time
considering verification for key pathways rather than at-
tempting an APA exercise in a short period of time. Fig-
ure 2 is the examples for the larger fictitious state (named
“Trenzalia”).

The final discussion session was held at the 8" INMM-ES-
ARDA Joint Workshop at Jackson Hole, Wyoming, in Oc-
tober 2015 [6], was not directed towards any specific sce-
nario, but instead focused more on application of systems
engineering approaches and the complications that pro-
tection of sensitive national security information introduces
into the process.

3. Key insights

The group of experts participating in the workshops dem-
onstrated that It is possible (although complicated) to cre-
ate a state-level systems framework to define objectives,
processes, and timescales for an effective verification re-
gime based on the strategic goals of an arms control trea-
ty, while still considering restrictions from different security
environments. The use of exercises, with fictitious states
and model treaties, effectively focused the discussion on
the application of a systems approach beyond IAEA safe-
guards, and provided the specific security and verification
objectives needed to carry out such an assessment. This
context directly influenced the assessment of pathway at-
tractiveness, timeliness, detection goals, and level of effec-
tive verification. Finding the balance between intrusiveness
and transparency was a recurrent theme and the need for
flexibility was stressed. The verification technology re-
quired to find solutions will have to be treaty-specific, but
advance work can be done so that various technical op-
tions can be ready for consideration in the context of actu-
al negotiations.

The range of viewpoints brought by nuclear weapons state
and non-nuclear weapons state experts illustrated how a
diversity can spur new research directions. By mixing safe-
guards, arms control, international relations and political
science experts it was possible to challenge the group to
adjust their usual focus and methods to a different
domain.

During the first exercise, most the participants brought ex-
tensive international safeguards experience, which drove

Attractiveness )
[ State Security | verification ; [ Acquisition verification Technical
Objectives ___Objectives | | Pathways _Priorities Measures
. Detection .
: S Goals

Figure 1: Framework used to explore the usefulness of a systems approach to development of a treaty verification regime.
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Figure 2: Nuclear enterprise model for the larger power with a moderately advanced industrialized state, with regional military and eco-

nomic dominance.

the group into detailed of APA analysis with efforts to de-
fine attractive pathways and timeliness goals, as is current-
ly done by the IAEA. As the effort bogged down, it was
clear that the state-level approach would need to be mod-
ified to fit into this different arms control context. In apply-
ing safeguards in NNWSs, the goal is to prevent and de-
tect the diversion of clearly defined materials for the whole
state, however, in NWSs with a Voluntary Offer, safeguards
are applied only in volunteered facilities in the complex, so
the whole enterprise has not been considered. In the arms
control context, depending on the definition of the treaty
accountable items (TAl), the cheating pathways across the
whole military and civilian complex must be taken into ac-
count, so, it will be necessary to link the materials and
weapons sectors of that nation’s nuclear weapons com-
plex. So, when planning for the verification of items such
as weapons or weapons components, the State’s security
and defense objectives will have a significant influence.

Defining clear metrics to evaluate pathway “attractiveness”
and “timeliness of detection” for possible cheating must
also be modified in this context. The metrics used by the
IAEA provide a good basis for further work, but new or re-
vised metrics would be dependent on the objectives of the

treaty and the security situation of the countries involved.
For example, the technical difficulty of cheating might not
be the issue if a functioning facility exists but “stealth” or
“denial and deception” to hide prohibited activities could
be a credible cheating scenario. Maintenance and opera-
tional costs could be considered as obstacles to cheating
for a particular pathway, however, if those costs were al-
ready included in the national budget, it might not have an
influence on the attractiveness of exploiting the pathway.

The participants found that the detection goals for diver-
sion or production of significant quantities of TAls are
greatly influenced by the perceived stability in a region. In-
creased transparency with lower-confidence verification of
the exact numbers of TAls might be acceptable between
countries with a trusted stable relationship. However, if
each state has only a low number of weapons, accurate
verification of numbers and locations of TAls is likely to be
a very strong requirement for treaty ratification.

An effort was made during the second exercise to simulate
an environment where national security was highlighted as
part of the scenario. The two fictitious states were better
defined (so there was no need to create this) and the
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participants were split into two groups. Each side went
through the process outlined in Figure 1 and determined
its own national security and verification objectives. With
this additional information, the analysis of the different
cheating pathways would be considered in the context of
strategic and/or defense advantage. For example, if deter-
rence were the objective, having an undeclared (and unde-
tected) cache of weapons would not provide much benefit.
However, if the objective was to gain a strategic advantage
for a certain area of a disputed border, it would be impor-
tant to detect cheating with respect to the number and lo-
cations of weapons.

The imbalance between the two-hypothetical nuclear ca-
pable states during the exercise illustrated how the securi-
ty objectives would drive the focus of a verification regime.
The more capable state was interested in maintaining its
advantage and therefore required verification that no new
capability could be achieved without detection in the
smaller state. So, the pathway analysis focused on the ma-
terial and weapons production sectors of the complex.
The less capable state was less concerned about im-
provements in the neighbor’s already powerful nuclear
weapons capability than it was about the numbers and lo-
cation of weapons near its borders, so its focus was on
the verification of numbers and locations of the TAls.

Ultimately, finding the balance between the degree of in-
trusiveness and allowable transparency must be achieved
to provide confidence in treaty compliance. A nation’s se-
curity requirements and the protection of sensitive infor-
mation and facilities will constrain the final verification re-
gime. Protection of nuclear weapons knowledge (including
materials, facilities and processes) are crucial to national
security and are governed by the Nuclear Non-proliferation
Treaty (NPT) Article | (if nuclear and non-nuclear weapons
states are involved). Using an iterative process, verification
measures could be developed to provide sufficient confi-
dence in compliance in a way that would couple existing
technical capabilities with operational and security require-
ments. It could also help point the way for future technolo-
gy R&D programs.

Greater details on the scenarios and results of the techni-
cal discussions can be found in an upcoming book [7].

4. Future Research

Further development is needed but the authors believe
that a clear and transparent framework provides an effec-
tive mechanism for international and technical engage-
ment on these complicated issues. In particular, continued
research can be done to advance implementation of an
acquisition pathway analysis methodology in nuclear
weapons states. Increased efforts to link the material and

weapons sectors of the nuclear weapons complex are es-
sential. More consideration should be given on definition of
treaty-controlled items and the “significant quantity” of
these items. Further work to refine metrics for pathway at-
tractiveness, detection probabilities, and detection goals
will depend on the items to be verified, related pathways
and the security objectives of a state.

Continued testing of a systems approach and validating
the framework would help to analyze the pros and cons of
possible verification regimes by allowing for sensitivity
analysis, to better understand high priority pathways and
the confidence levels that non-compliance would be de-
tected. Further work would also help bound the potential
for using modeling and simulation to evaluate effective ver-
ification options and the potential impacts on the design of
future declarations.

A clear benefit from the series of ESARDA/INMM expert
meetings was the development of a cadre of international
technical experts gaining familiarity and experience with
these issues. The majority of the activity was carried out
during professional society meetings rather than directly-
funded research programs. Based on the positive experi-
ence of working across a diverse community in an interna-
tional environment, continuing substantive dialogue, in
venues such as the on-going International Partnership for
Nuclear Disarmament Verification (IPNDV), should be en-
couraged. The inclusion of broader international technical
expertise (outside of the NWS) creates opportunities for in-
novation. The framework described in this paper, could
provide a structure to guide complicated and sensitive dis-
cussions that facilitates engagement across a broad range
of weapons and verification expertise in support Article VI
of the NPT. It also has the potential for structuring regional
dialogue on sensitive issues.
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