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Editorial

Elena Stringa

Dear readers,

| am pleased to provide you the 57 edition of the ESARDA
Bulletin. On behalf of the Editorial Committee, | would like
to thank authors and reviewers for the time and energy
they have dedicated to the tasks, allowing the publishing in
the current Bulletin of high quality articles that are of great
interest to ESARDA. All the articles in this issue have been
reviewed by at least two independent and expert review-
ers, guaranteeing the high standard of the publication.

| encourage ESARDA researchers to publish their work
any time so that all the ESARDA community can benefit
from the latest relevant research novelties. In order to sub-
mit a contribution you are kindly asked to follow the in-
structions reported in the bulletin section of the ESARDA
web site at https://esarda.jrc.ec.europa.eu.

Moreover, | would like to encourage to volunteer as poten-
tial reviewer by sending an e-mail to EC-ESARDA-BULLE-
TIN@ec.europa.eu, specifying one’s area of expertise
among the following:

e Non-destructive analysis

e Destructive analysis

e Arms control and Nuclear Disarmament Verification
e Geological repositories

e Spent Fuel Verification and Spent Fuel Transfer
e Containment & Surveillance

e Process Monitoring

e Statistical Methodologies

e Implementation of Safeguards

e Safeguards Methodologies

e Nuclear Security

e Export control

| also encourage you to cite works published in the ESAR-
DA Bulletin, in order to increase the visibility and interest
on ESARDA activities.

| am very pleased to remind you of the following ESARDA
events coming in spring 2019:

e April 1-5, 2019: 18" ESARDA Course on Nuclear Safe-
guards and Non Proliferation to be held at the Joint Re-
search Centre, Ispra (Italy). Information can be found on
the ESARDA web site (https://esarda.jrc.ec.europa.eu)
under the 'ESARDA course' section.

May 14-16, 2019: 41st ESARDA Annual Meeting, Sympo-
sium on Safeguards and Nuclear Non-Proliferation,
marking the 50" anniversary of ESARDA, to be held at
the Regina Palace Hotel in Stresa, Italy. Parallel events
will also include the ESARDA Working Group meetings
and Annette workshops. Information about the Sympo-
sium can be found in the ESARDA web site (https:/esar-
da.jrc.ec.europa.eu) under the 'Events' section.

Regarding the ESARDA web site, on behalf of the Editorial
Committee, again | would like to address sincere thanks to
Andrea De Luca, web master and essential assistant for
the ESARDA Bulletin preparation: thank you very much for
your engagement, for the pertinent suggestions and fruitful
ideas in supporting our work, allowing us to efficiently dis-
seminate ESARDA communications and knowledge.

| would like to take this opportunity also to wish you and
your families a fruitful and joyful 2019.

Dr. Elena Stringa
ESARDA Bulletin editor

https://esarda.jrc.ec.europa.eu/
ec-esarda-bulletin@ec.europa.eu
Elena.Stringa@.ec.europa.eu



https://esarda.jrc.ec.europa.eu
https://esarda.jrc.ec.europa.eu
https://esarda.jrc.ec.europa.eu
https://esarda.jrc.ec.europa.eu/
mailto:ec-esarda-bulletin@ec.europa.eu
mailto:Elena.Stringa@.ec.europa.eu

ESARDA BULLETIN, No. 57, December 2018

Reporting Security Concerns in the Nuclear/Radiological
Industry: New Evidence to the Study of Whistle-blowing

Iryna larema and Katherine M. Bachner

Nonproliferation and National Security Department, Brookhaven National Laboratory, Upton, NY, 11973, Office: (631) 344-8271

E-mail: iryna.iarema@hotmail.com, kbachner@bnl.gov

Abstract:

The international community stresses the necessity to
report discrepancies in security procedures and build an
environment conducive for fostering security culture inside
organizations that handle nuclear or radiological materials.
In reality, however, there have been a number of instances
where reports on nuclear security were not encouraged by
organizations or were left without needed corrective
actions. Such an attitude, where reports on security
matters, instead of serving as an internal ‘early warning
signal’ leading to enhancement of security, have been put
aside or entered the public domain after external reporting,
is to a great extent caused by a lack of knowledge on how
to deal with them and what drives people to report.

This article aims to study challenges and drivers for
reporting in the nuclear and radiological sector. First, it
discusses the meaning of whistle-blowing and reporting.
Secondly, it demonstrates how reporting is encouraged by
the international community through IAEA guidance and
Nuclear Industry Summit statements. Then by using
survey data received from 56 participants, the study
examines factors influencing reporting. This analysis is
supported by an overview of some real-life examples
related to reporting or raising concerns about security
procedures in organizations that handle nuclear or
radiological materials.

Keywords: whistle-blowing; reporting in organizations; nu-
clear security; nuclear security culture; drivers of reporting

1. Introduction

With an anticipated expansion of low-carbon energy de-
rived from nuclear technologies or the so-called ‘nuclear
renaissance’ [1], measures should be taken to ensure their
safe and secure operation. The role of whistle-blowing is
salient in the context of dealing with an insider threat, es-
pecially when, as Glynn and Bunn [2] assert, ‘nearly all of
the documented thefts of highly enriched uranium (HEU)
or separated plutonium [...] appear to have been perpe-
trated by insiders’. This problem is becoming especially
acute in the light of amplification of terrorism networks and
the risk of their infiltration into organizations that handle nu-
clear or radiological materials. In such a situation, an

employee of a nuclear (or radiological) organization is in
the best position to observe a deviance in nuclear security
or suspicious behavior and report about it. In addition to
that, reliance on reporting could play a pivotal role in deter-
ring and preventing wrongdoing in organizations that han-
dle nuclear or radiological materials.

Being largely instigated by the fact that reporting in the nu-
clear security field has not yet received a broad discussion
in the academic literature, this study will contribute to filling
this gap. It hopes to unveil factors that may lead to a great-
er understanding of the impediments/inducements for the
operationalization of whistle-blowing in the nuclear/radio-
logical sector. For example, in relation to nuclear safety
culture, the IAEA recognised the value of reporting to help
continually improve organizational practices and encour-
ages maintaining ‘a “blame-free” reporting culture’ to spur
‘full reporting of unsafe or unethical practices, incidents
and near misses’ [3]. Similarly, increased knowledge about
factors influencing reporting of security concerns will help
to channel management in nuclear organizations in the
correct way, bringing practical benefits resulting in better
protection of sensitive nuclear materials and facilities.

1.1 Definitions

Although defining whistle-blowing is challenging, there is
a need to be explicit about what exactly is meant by the
terms we utilize in the current study. Perhaps, the most
commonly used definition of whistle-blowing was first pro-
vided by Near and Miceli in 1985 [4], according to which
whistle-blowing is ‘the disclosure by organization mem-
bers (former or current) of illegal, immoral, or illegitimate
practices under the control of their employers, to persons
or organizations that may be able to effect action’. Some
[like C. Peters and T. Branch referred in 5] pointed to whis-
tle-blowing as ‘the act of disclosing any information that an
employee reasonably believes evidences a violation of any
law, rule or regulation, mismanagement, corruption, abuse
of authority, or threat to public health and safety at the
worksite’. Jubb [6] identified six elements that might be
subsumed under the term whistle-blowing: ‘act of disclo-
sure, actor, disclosure subject, target, disclosure recipient,
and outcome’.

Interestingly, regulatory provisions in the chemical industry
— namely, the U.S. CFATS Act of 2014 [cited in 7] speaks
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about facilitation of whistle-blower reporting as ‘reports of
potential CFATS violations from employees and contrac-
tors at chemical facilities’, thus expanding the scope of re-
porting to a broader circle of actors. Building upon this, we
would use term whistle-blowing with regard to the to the
acts of disclosure carried out by an employee or former
employee (‘whistle-blower may leave the organization be-
fore blowing the whistle’ [4]) or a current or former contrac-
tor who reports internally or externally about wrongdoing
(or lack of actions when they are warranted) in the nuclear
or radiological field. Throughout this study, we will also re-
fer to terms such as reporting or informing and use them
interchangeably with whistle-blowing to avoid repetition.

2. How reporting of breaches in nuclear
security is regarded in international
statements

Attention to the issues of reporting security concerns in
the nuclear and radiological field is relatively young, never-
theless not without important international commitments,
though non-binding. The most prominent in addressing is-
sues of reporting have been: Nuclear Industry Summits
and International Atomic Energy Agency (IAEA) guidelines
and recommendations.

Started in 2010, Nuclear Industry Summits highlighted the
importance of reporting procedures and vigilance for nu-
clear security matters. In particular, the appeal to ‘fostering
an open environment for reporting security concerns’ was
made in the Joint Statement of the 2012 Seoul Nuclear In-
dustry Summit [8]. In addition to this, the Joint Statement
of the 2016 Washington Nuclear Industry Summit [9] also
called for ‘encouraging employees to report suspicious
behavior and/or events through appropriate channels’ [9].

The International Atomic Energy Agency recognizes that
the scope of nuclear security extends to ‘nuclear and oth-
er radioactive material, associated facilities and activities’
[10]. On the level of implementing guides, the IAEA empha-
sizes the importance of reporting processes for fostering
nuclear security culture by such statements as:

‘Managers need to encourage personnel to
report any event that could affect nuclear
security. This entails encouraging personnel to
provide the security staff with information that
could affect security, rather than keeping the
information to themselves’ [11].

‘For security, there is the particular need to
ensure that staff members understand that
adherence to the policy is expected of all
personnel. These expectations include
protecting information, being aware of potential
security concerns and threats, and being
vigilant in reporting security incidents’ [11].

The IAEA includes presence of reporting mechanisms to
the indicators of a strong nuclear security culture [11]. This
international body sees ‘protection of individuals who pro-
vide information for the purpose of protecting the integrity
of nuclear security’ as an antecedent to the establishment
of a nuclear power program [12]. Thus a state considering
the construction of a nuclear power plant should develop
a legislative and regulatory program that contains neces-
sary provisions governing such aspects as whistle-blowing
as part of its nuclear security infrastructure [12].

The IAEA model of nuclear security culture has 30 culture
characteristics, some of which relate directly to whistle
blowing or reporting. For example, to establish and facili-
tate the process, the model includes characteristics such
as a feedback process in management systems, involve-
ment of staff and effective communications in leadership
behavior and vigilance in personnel behavior. Culture indi-
cators associated with such characteristics are designed
to set standards as well as to provide appropriate tools for
periodic implementation of self-assessment, with the focus
on whistle blowing and reporting.

Despite the importance of the statements made at Nuclear
Industry Summits and recognition of the value of reporting
by the IAEA, the process of reporting has not yet been ex-
ploited to the full for its capacity to strengthen security in-
side organizations that handle nuclear or radiological ma-
terials. Difficulties arise with practical implementation.
Here, Bunn [13] rightfully admits ‘Convincing people to re-
port incidents in which they or their colleagues made mis-
takes or broke the rules is not easy. But experience dem-
onstrates that with the right approach, a culture of
reporting can be forged within an organization’. This begs
the question: what is the right approach for encouraging
reporting in organizations, and can it be done without de-
teriorating staff morale? Referring to Miceli et. al. [14], we
agree that there are ethical ways to stop wrongdoing via
reporting, and information about something which might
inflict harm to a large number of people, an organization,
the environment, etc. should not be concealed.

Since step-by-step practical guidelines and detailed rec-
ommendations are lacking for establishing reporting
mechanisms in nuclear and radiological fields, we suggest
studying the current state of affairs and the attitudes of
professionals toward reporting. In addition to the empirical
data gathered by us, this study will also include analysis of
the merits of real-life situations on whistle-blowing dis-
closed in the media or academic literature. A detailed de-
scription of our main methodology follows in the next
section.




ESARDA BULLETIN, No. 57, December 2018

3. Methodology and data
3.1 Description of the methodology

We conducted a survey among people working in the nu-
clear or radiological industry. The purpose of the survey —
to study drivers and challenges for reporting security
breaches and actions potentially leading to security
breaches within organizations that handle nuclear or radio-
logical materials — was mentioned in the cover letter of an
e-mail invitation and its on-line description. The survey
consisted of 16 questions and required a total of 10 min-
utes on average to complete. Questions were formulated
in both English and Russian. The survey was available on-
line at the popular on-line cloud-based survey software
service for filling out from October, 27, 2016 until Novem-
ber, 7, 2016.

Despite the somewhat sensitive topic, we took several
steps to ensure we received enough responses for making
this analysis. First of all, the survey was anonymous; the
respondents were required only to provide some demo-
graphic data. Invitations to fill in the survey were sent to
people who work in organizations that deal with nuclear or
radiological materials; they were among the professional
contacts of the authors or participants at thematic events.
The invitation also included a dissemination request. The
information about the survey was published on the web-
page of the World Institute for Nuclear Security.

u Other (Licensing
specialist, Professional
development specialist,
Specialist in the
radiological control at the
border, Law enforcement
specialist, Civil servant,
Outreach Coordinator,
Head of security
systems at the NPP,
Project programming
specialist)

As a result, we received 56 completed surveys, which is
sufficient, in our view, to make some generalizations on the
subject. It is also important to mention that some of the re-
spondents skipped some of the questions, although we
suspect that in most cases it happened rather because of
an accidental omission than due to purposeful omission.
A more detailed account of the profile of our respondents
follows.

3.2 Data about survey respondents
3.2.1 Organizational data

Subjects of the study were people working in the nuclear
or radiological field (only one person declared that he/she
does not work in such a field) who voluntarily participated.
They represented different professional roles, which is
beneficial for gaining a diverse perspective on whistle-
blowing in the field. Professional roles were almost equally
split (each around 20%) among security specialists, re-
searchers, managers and other categories, a description
of which is provided in Figure 1 below.

The majority of our respondents (85.7%) indicated that
they have more than 5 years of experience in the nuclear
or radiological industry, among whom those who worked
in the industry more than 10 years constituted 62.5%.
Those who have worked from two to five years in organi-
zations that deal with nuclear or radiological materials
comprised 10.7% (see Figure 2).

Safety
pecialist, 4%

Figure 1: Professional roles of the respondents
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2-5 years
10.7%

Over 10
years
62.5%

5-10 years
23.2%

70.0% -
60.0% -
50.0% - )
0 Not working
40.0% - in the
30.0% - nuclear/radiol
ogical
20.0% 4 .
industry  0-2 years
10.0% - 1.8% 1.8%
0.0%

number of years

Figure 2: Number of years of experience (of respondents) in nuclear or radiological field

Some studies have indicated that organizational tenure
can influence the likelihood of whistle-blowing [15]. Report-
edly, newer employees with less experience are less likely
to report wrongdoing than more senior fellows, partly be-
cause of not being aware of the operational climate in the
organization [Dworkin & Baucus, 1998 referred in 15] or
appropriate channels for whistle-blowing [Miceli & Near,
1992 referred in 15]. One might see some potential bene-
fits in building upon the argument of organizational tenure
to see how to assure a climate favorable for raising valid
concerns among less experienced employees and con-
tribute to their empowerment for following organizational
procedures of security. For this, one would need to con-
duct a research study with a larger sample, with follow-up
focus groups to develop a reliable picture for the nuclear/
radiological industry.

Out of 56 respondents who completed the survey, half
work in Ukraine (see Figure 3). Approximately 29% work in
the USA, 5.4% in the U.K. and the rest (approximately
16%) in such countries as Austria, Canada, Germany, Italy,
Lebanon, Lithuania, Moldova, and Serbia.

Some studies carried out by Ernst and Young indicated that
even in Europe in multinational companies, respondents in
the United Kingdom differ from those in France or Austria
with regard to their willingness to blow the whistle, where
the former would feel more comfortable than the latter [14].
The intention to blow the whistle could also be influenced by
regulatory provisions, which in the USA and UK are report-
edly more clearly defined than in other countries [14]. In the
UK, for instance, the law ‘denies protection to whistle-blow-
ers who give information for gain’, whereas in the USA there
is, reportedly, no prohibition against a reward for whistle-
blowers [14]. Despite some differences, there are also simi-
larities among countries like the USA and UK, including cul-
tural [14], which also draws our attention to the prospects of
exploring cultural phenomena and their influence on report-
ing mechanisms. This is especially important since in some
environments, due to interpersonal tensions, whistle-blow-
ing may be used as a tool to avenge personal grievances or
injuries outside the security area.

m Austria
u Canada
u Germany
u ltaly
“ Lebanon
= Lithuania
Republic of Moldova
= Serbia

1.8%
1.8%

Figure 3: Countries, where respondents work
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3.2.2 Demographic data

Out of 56 respondents who completed the survey, 82%
were male and 18% female, which reflects the male-domi-
nated character of the industry. There are a number of
ways in which data about gender could be considered in
a study about reporting non-compliances in the nuclear/
radiological field. For example, Miceli [16] in her work sum-
marized the existent research argument about the impor-
tance of the gender variable on the propensity to blow
a whistle. She pointed to some studies which assert that
‘women are more likely than men to blow the whistle’ [16]
due, as some suggest, to their ‘lower tolerance for illegal
and unethical behaviors’ [Yu & Zhang, 2006 referred in 15].
Contrary to expectations that women are more likely to
blow the whistle, some have found out that in fact they are
less likely, due to lower managerial positions and greater
risk of retaliation [15].

The idea that gender, tenure and preference with regard to
the recipient of the complaint might be interrelated [referred
in 17] should receive more analysis, and so far, based on
our data (where the sample size is relatively small), we can-
not build a consistent pattern with regard to a gender varia-
ble and, therefore, will neither deny nor agree with the
statement that gender influences the reporting in nuclear or
radiological organizations. However, this is something that
might be interesting to explore in the future, especially,
keeping in mind efforts towards the expansion of women
engagement in the nuclear sphere through the IAEA poli-
cies to attract qualified female employees to work in the
IAEA [see Resources for Women at 18] and activities car-
ried out by the Women in Nuclear professional network
[see 19]. Testing whether involvement of women might in-
fluence the reporting behavior in the nuclear industry, and
whether gender influences proneness to select internal ver-
sus external reporting mechanisms, could bring some val-
ue added in the context of providing an opportunity to
choose reporting channels that will suit all genders.

Among our respondents, we received a good representa-
tion of different age categories (see Figure 4). The largest
group (almost 33%) was those whose members are aged
35-44, followed by a group (23.6%) of people who said
they are 55-64 years old. Those participants aged 25-34
and 45-54 formed groups which are the same in size
(each 18.2%). Professionals who are older than 65 com-
prised 7.3% of the respondents.

35.0%

30.0%

25.0%

20.0%

15.0%

10.0%

50%

il i B B |
25-34  35-44 45-54 55-64 65-74

age (number of years)

Figure 4: Age of respondents

Similar to the research data that focused on organizational
tenure, studies about the age variable concluded that old-
er members of organizations are more likely to report
wrongdoing than their younger counterparts, which is ex-
plained by their better understanding of , the systems of
control and their greater authority within the organizations,
leaving them less hesitant to blow the whistle [summarized
in 15]. On the other hand, elderly individuals who have ex-
tensive work expertise and experience in some situations
may have second thoughts about reporting for fear of be-
ing forced into retirement as most likely reprisals.

The result showed that most of our respondents received
a higher education, with almost 20% being holders of doc-
toral degrees (see Figure 5). Around 70% of the partici-
pants have master degrees, 7.1% -bachelor degrees, and
the remaining 3.6% are evenly split between vocational
and other training.

u Vocational training

u Other, please
specify (civil
aviation)

1 Bachelor's degree

Figure 5: Level of education of the respondents
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Ukraine
50.9%

United States of
America
30.9%

m Canada
u [taly
m Lebanon

u Lithuania

u Republic of Moldova
u Serbia

u United Kingdom of Great
Britain and Northem lreland

Figure 6: Nationalities of the respondents (N=55, 1 person skipped the question)

Caillier [20] suggested that ‘more educated employees are
expected to be more likely to blow the whistle than less
educated employees, for the reason that the former may
have a greater ability to find a job elsewhere if they face re-
prisals’. Since in our case almost all of the respondents are
relatively highly or highly educated, we will not attempt to
draw conclusions based on differences in the respond-
ents’ educational level.

We tried to get responses from representatives of different
nations, and therefore did not limit distribution of the sur-
vey to participants from particular nations; nonetheless,
the fact that the survey was available only in the English
and Russian languages limited answers to the survey to
only those who speak one of these two languages.

The data on citizenship of the respondents is shown in
Figure 6. More than half (50.9%) of respondents said they
were Ukrainians, 30.9% indicated they were Americans,
French persons constituted 5.5% of participants, and the
rest (12.6% in total) was evenly split among citizens of Can-
ada, ltaly, Lebanon, Lithuania, Moldova, Serbia and the
United Kingdom. As can be noticed, the profile of coun-
tries is quite diverse, although two major groups based on
the country of citizenship can be singled out: Ukrainians
and Americans. This, we believe, can be further explored
in comparative analysis of some of the results of the sur-
vey; in particular, it can be tested whether there is any cor-
relation between an attitude towards whistle-blowing and
nationality.

Different researches have acknowledged a mediatory role
of national cultural characteristics on whistle-blowing. For

example, Miceli et al. [14] warned that research on whistle-
blowing done for North American settings ‘may not gener-
alize to other cultures, nor even to [all] areas in North
America‘. A comparison of whistle-blowing on the cultural
level was done by Keenan [21], who examined American
and Indian managers’ propensity to blow the whistle. Ah-
mad et al. [15] looked at Malaysian whistleblowers in con-
nection with the theory of prosocial behavior. Considering
all of this evidence, it seems that attention to culture as
a societal environment is a promising field for new discov-
eries in the complex whistle-blowing problematics.

4. Findings and their interpretation

4.1 What does a violation leading to a security
breach entail and what constitutes wrongdoing?

There has been recognition among researchers that ‘indi-
viduals differ in their perception of what constitutes wrong-
doing’, thus some of them might go unnoticed [22]. Lack
of security standards in the nuclear field exacerbates the
problem with definitions of wrongdoing, since an organiza-
tion should establish its own security measures based on
the design basis threat. Prima facie, wrongdoing in nuclear
security can be described as an act initiated from outside
or within an organization that bypasses or contravenes se-
curity policies, practices, or procedures. However, some
may take a deeper view that loopholes or gaps in security
constitute a breach in security by revealing a weakness
that can be exploited with a malicious intent. Therefore,
a starting point of our investigation of reporting procedures
in the nuclear or radiological industry was to determine
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u Existence of loopholes in security paolicies, practices, or procedures

= An act initiated from outside or within an organization that
bypasses or contravenes security policies, practices, or procedures

u All of the above

Other, please specify (limited funding; imperfect legislation;
uncontroled border segment, blurred lines in responsibilities of
control agencies, technical structures and existence of a human
factor; exploitation of loopholes; no violations)

Figure 7: Perception of a violation by the respondents

how our respondents understand a violation that could
lead to a security breach. The question itself might pro-
voke certain misinterpretations; therefore, apart from pro-
viding possible options to choose from for an answer, we
left room for the respondents to suggest their own answer
that might best reflect their judgement. The results of the
replies are presented in Figure 7.

The majority of respondents (52%) hold a comprehensive
definition of violation, which includes both: an act of an in-
sider or outsider that contravenes security policies, prac-
tices and procedures, as well as existence of loopholes in
security policies practices and procedures. On the other
hand, 27% of the respondents believe that the definition of
a violation should be restricted to an act initiated from out-
side or within an organization that bypasses or contra-
venes security policies, practices, or procedures. Ten per-
cent argues that loopholes in security policies, practices or
procedures are the reason for violations that lead to a se-
curity breach.

This inconsistency may be related partly to a matter of lin-
guistics; however, individual assumptions will also affect it.
Semantically, one could assume that there is a difference
between a wrongdoing and a violation. If the former entails
an activity or instance of doing something ‘illegal, illegiti-
mate or immoral’, the latter, one could suggest, encom-
passes not only an act but also a condition that is being vi-
olated or leads to a wrongdoing, or in some cases creates
favorable conditions for a wrongdoing. For example, non-
working cameras at the Y-12 security complex was a clear
violation of security procedure. A U.S. DoE report [23] ac-
knowledged that one critical camera with a view on the
penetration area was out of service for almost six months,
which contributed to ‘delays in assessing alarms and

identifying the trespassers’ [23]. Still, one may describe it
not as an act but rather the lack of an act or a negligent at-
titude to security policies that allowed anti-nuclear activ-
ists, allegedly followers of the Plowshares movement [24],
to break into the premises of the Y-12 complex where nu-
clear weapons-grade uranium was stored [23].

Another example of loopholes could concern the existence
of human reliability programs. In some countries, the pres-
ence of such programs would be prescribed by law, while
others might not have such regulations. In the latter case,
it will not considered a violation for a non-vetted person to
receive access to sensitive nuclear material. Thus, the an-
swer to the definition of a violation will to a large extent de-
pend on how one regards the issue of security, which is
largely conditioned by the environment in which one is
living.

In addition to the organizational or individual perception of
violation or wrongdoing, the cultural setting can provide its
own influence on the understanding of the term. In that re-
gard, Miceli et al. [14] posited that definition of what consti-
tutes wrongfulness may vary from country to country. For
example, giving valuable presents or money in some coun-
tries is considered as a cost of doing business [14] or as
act of ‘gratitude’, whereas in other cultures this is classified
as bribery and is totally unacceptable.

In our case, there was not any clear pattern revealed in
terms of a nationality-based preference for definitions of
a violation. The replies were distributed more or less equal-
ly between different categories of answers by representa-
tives of different countries. However, we would suggest
listing all answers that people provided in the ‘Other’ sec-
tion, where some interesting observations can be made.
One respondent (USA) claimed that ‘the existence of
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mYes
mNo

= Uncertain or difficult to answer

Have you ever witnessed any wrongdoing that could directly lead to
compromised security in your organizations, or security provisions not
entirely followed as prescribed or intended?

Have you reported?*

*this includes 2 respondents, who mentioned
that they are uncertain about experience in
witnessing wrongdoing but pointed out that
they informally discussed it with co-workers

Figure 8: Experience in witnessing any wrongdoing and reporting

loopholes is not the violation, but the intentional exploita-
tion of those loopholes. There will always be gaps to be
exploited.” Another person (Ukraine) believed that ‘no viola-
tions exist’, probably meaning that he has not yet experi-
enced them in his practice. Some other answers pointed
to drawbacks and weaknesses in security procedures and
policies such as: ‘limited funding’ (Ukraine), ‘shortcomings
in the legislation at the current stage, lack of highly profes-
sional staff, lack of funding’ (Ukraine), ‘uncontrolled territo-
ry of the border’ (Moldova), ‘blurred responsibilities among
controlling organs, human and technical factors’ (Ukraine).

4.2 Experience with witnessing wrongdoing and
reporting on it; the underlying reasons for reporting

It is hard to deny that whistle-blowing is a challenging and
risky enterprise. A person who witnesses wrongdoing can
raise an issue about an organizational problem, foster
a solution to it, or vice versa, disrupt the functioning of le-
gitimate activities [25] if, for example, allegations are not
well-grounded. We asked our respondents about their ex-
perience in observing wrongdoing or security provisions
not followed as prescribed or intended and whether this
observation spurred them to report. The results of the sur-
vey on these questions are presented in Figure 8.

The chart depicts that the majority (54.5%) postulated that
they have not experienced witnessing any wrongdoing or
neglect with regard to security procedures in their organi-
zations. Forty percent of the respondents admitted that
they have been faced with a wrongdoing or improperly fol-
lowed security procedures, while a few (5.5%) expressed
difficulty or uncertainty in answering such a question.

All those who answered positively to the question about
withessing a wrongdoing stated that somehow they called
attention to the issue, either through informal discussion
(27% - this includes two answers of those who were un-
certain about whether they saw or not the wrongdoing
etc.) or reporting (73%). Differentiating between two types
of actions (i.e. reporting and informal discussions) is com-
monplace in the academic world, where the latter (informal
discussions) is not equated to whistle-blowing. Miceli and
Near [26], well established researchers in the area of whis-
tle-blowing who insist that discussing informally with co-
workers or family members is not reporting, build their ar-
gument on the fact that only discussions with those who
might influence or affect the situation (i.e. to bring chang-
es) constitute whistle-blowing.

To operationalize further the motives of those who have re-
ported on alleged wrongdoing etc., we asked our re-
spondents to select all factors from among those listed in
the survey that have motivated them to report. The scale
of responses is depicted in Figure 9. Amongst all motives,
one that was selected a substantial amount of times
(43.5%) was the reason that ‘Security is everybody’s re-
sponsibility and | feel obliged to report’. Thirteen percent
of employees contended that ‘A negligent attitude towards
one’s duties is detrimental and | did not want to work with
people who do not align themselves with organizational
standards’. The same degree of response (6.5% each) was
given to such reasons as ‘The person in question might
have had more detrimental motives in mind’ and ‘I was
particularly worried about the risk of terrorism against my
country or organization’, which indicates an acute
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Figure 9: Factors that motivated reporting

perception of threat that potentially could concern nuclear
or radiological materials handled by organizations, where
respondents who have chosen these types of answer
work.

Those who answered this question had a choice to pro-
vide their own explanations as well. We provide below the
list of responses in the ‘Other’ section (6.5% selected this
option) for the attention of the reader.

These 'Other’ responses include such statements:, ‘/ was
part of a project which provided material control and pro-
tection oversight and we were responsible for monitoring,
reviewing and reporting the results of our findings to those
facilities where we were engaged’ (USA), ‘Violations usual-
ly dealt with wrong exploitation of equipment and my du-
ties concern the arrangement of uninterrupted working
conditions’ (Ukraine), ‘There is no such thing as not impor-
tant issues in security; wishful thinking is the biggest ene-
my’ (Ukraine). One person stated that “To report about vio-
lations is among my professional duties’ (Ukraine).

In that regard, there have been some discussions in the lit-
erature about whether to recognize reports that are con-
sidered to be part of a job description as whistle-blowing
or not. An interesting observation was made by Dozier and
Miceli [25] who posited that even if job descriptions require
uncovering of violations, ‘enthusiastic pursuit of this goal
may not be rewarded in the organization’; therefore, an in-
dividual may sometimes come into dissent with

established ‘organizational norms’ when reporting miscon-
duct. In this context, an exemplifying case is that of Rich-
ard Levernier, a nuclear security professional with more
than 20 years of work experience, who reportedly pointed
out that the possibility that suicide terrorists would not
need to exit from nuclear facilities was overlooked by con-
tingency planning scenarios [27]. After reporting as part of
his job on weaknesses in security systems at nuclear pow-
er plants, he allegedly was reassigned to administrative
work [27]. Numerous cases are described in the literature
about employees going public when the organization fails
or is unwilling to correct wrongdoing; in some cases,
where they reveal weaknesses in an organization’s system,
they are faced with retaliation.

We also would like to indicate some factors that have influ-
enced some people who participated in our survey not to
report the issue or an alleged wrongdoing but to discuss
informally with co-workers. In particular, they indicated
that: ‘Minor violations are better dealt with internally...’
(France) — this probably means that the person discussed
the issue internally in contrast to external reporting,
‘Knowledge that there is no solution for correcting a situa-
tion or it will require insurmountable financial and human
resources from my organization’ (Ukraine), ‘I am not in
a position to personally witness security violations. As a re-
searcher, | only learn of such issues after they’ve hap-
pened’ (USA), ‘It was not direct wrongdoing, but rather
lack of strong security culture/awareness and/or
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If you were to report the noncompliance with a security requirement, what could play
the decisive role in your decision? Please rank each of 10 factors from 1 to 10, where
1 —is the most powerful factor and 10 — the least important

My own certainty that noncompliance took place [N 3.15

Significance of the issue (seriousness of violation)

Certainty that a person was systematically

noncompliant and/or had bad intentions in mind

Assurances that the issue reported will be investigated
in a fair manner

Availability of adequate reporting mechanisms (like,

designated hot line, web-page, etc.)

My own certainty that actions will be taken after
reporting

Certainty that the organization has resources to correct
the misconduct

Assurances of confidentiality and non-retaliation by an

organization
Assurances of anonymity to exclude reprisal by a
person on whom reported
Certainty that my direct complaint to the noncompliant
person or a peer will not correct the situation

I 3.18
I 443
485
. 5.55
I—— 558
¥y
X
I —————, 682
I—— ©.91

0.00

2.00 4.00 6.00 8.00

Figure 10: Drivers for reporting (determinants of intent to whistle-blow)

a compliance-based culture as opposed to a principle-
based culture. Nothing really reportable’ (USA), ‘The issue
was minor and could not affect security within the organi-
zation’ (Ukraine (5 persons), USA (1 person)), ‘Belief that no
action will be taken if | report’ (Ukraine). Some of the re-
spondents from Ukraine just referred to a particular re-
quirement in their national legislation (the piece of legisla-
tion mentioned by them concerns coordinating
co-operation between governmental bodies in the event of
detection of sources of ionizing radiation in an unauthor-
ized possession, rather than speaking about reporting
procedures inside an organization).

4.3 Drivers for reporting
(determinants of intent to report)

We asked respondents (hypothetically if they were to ob-
serve noncompliance with a security requirement) to rank
in the order of importance factors that might influence their
decision to report. Although some of the rankings were
missing from some of the applications, the aggregate pic-
ture looks as follows (see Figure 10).

On average, for most of the people, certainty that non-
compliance took place was the most significant determi-
nant of an intention to report. Rationally, it can be ex-
plained by precautionary measures taken before
denouncing something that may not correspond to reality,
thus generating a ‘false alarm’. Hence, most of the re-
spondents are restrained from ungrounded accusations.
Study of Miceli and Near [28] illustrated that ‘convincing

evidence that noncompliance took place’ can affect whis-
tle-blowing behavior. As for future research, it might be in-
teresting to study how certainty about the violation or
wrongdoing is formed. In some cases, disconformity or di-
vergence from security procedures might be clearly ob-
served and wrongdoing might be apparent; in others the
activity might be questionable; moreover, as Gundlach et
al. [29] noted, wrongdoer manipulation tactics (like, ‘false
apologies’ etc.) might reduce certainty and influence a de-
cision to blow a whistle.

The significance of the issue (seriousness of the viola-
tion) has a strong positive relationship with the likelihood
of reporting about a violation or wrongdoing. This was
confirmed in our study, where this factor holds the second
position in order of importance for its potential of triggering
reporting behavior. In accordance with that, the results ob-
tained in a study of U.S. federal employees showed that
salience of the wrongdoing (which means that it was ‘ei-
ther very serious or very frequent’) has a strong influence
on the likelihood of reporting by those who witness it and
who hold the evidence [30]. As for the definition of serious-
ness of a wrongdoing, intriguingly, scientists have found
that individuals on average ‘perceive physically harmful
acts as more serious than financial wrongdoing’ since the
effects of the former usually can have a direct link to the
risk posed to human health [31]. When the issue seems
less serious, Keenan [32] posited that organizational pro-
pensity, which includes the amount of encouragement to
report, will play a decisive role in whistle-blowing. Of
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course, it will also depend on how an organization toler-
ates wrongdoing, if, as Miceli and Near [26] noticed, it
‘doesn’t discourage wrongdoing |, it] would probably also
not discourage retaliation’, which, one would assume, will
increase the expected costs of reporting.

If observing a violation, there is reason for one to suspect
bad intentions in a wrongdoer, this may foster a deci-
sion to report, but here we should remember the crucial
role of certainty that non-compliance took place and the
degree of seriousness of the violation. Barnett, Bass and
Brown [33] studied how our own ethical judgement influ-
ences a decision to report on peers. Therefore, the moral
standards of an observing employee and other individual
variables influence the whistle-blowing process; however,
we do not explore them in our study. A lot has been done
in that field by other authors [see 33, 34, 35]. Our findings,
which showed that certainty about wrongdoing taking
place, its seriousness and the systemic nature of non-
compliance of a wrongdoer are the most powerful trig-
gering factors of whistle-blowing behavior in organizations
that handle nuclear or radiological materials, are, in gener-
al, in line with the results of investigations carried out in
other professional networks [28].

Assurances that the issue will be investigated in a fair
manner, as well as that actions will be taken after report-
ing, were quite important (at fourth place) to the employ-
ees who took part in our survey. Here we would like to
draw upon an example from Sandia National Laboratories
to demonstrate a lack of fair investigation after breaches in
security were reported by an employee of an organization
that deals with nuclear materials. When Shawn Carpenter
informed his superiors at the Sandia lab about systematic
cyber espionage on major U.S. defense and military gov-
ernment agencies and their contractors, he was faced with
an order to keep this secret to himself, since the comput-
ers attacked did not belong to the organization in question
but to other governmental bodies and literally were as-
sumed to be other persons’ business [36]. ‘Disobedience’
and the subsequent external report of Carpenter resulted
in his security clearance being revoked and termination of
employment [36]. Evidence of reluctance from the side of
organizations to investigate the issues raised by con-
cerned employees can easily dissuade some from internal
reporting or instigate them to public disclosure of viola-
tions. In contrast to that, perceived higher levels of organi-
zational justice are positively associated with internal whis-
tle-blowing behavior [37]. Hence, one may conclude, if the
organization is not trusted, and is believed not to treat an
issue in a fair manner, this may provoke silence even about
salient violations or, conversely, disclosure of acts to the
media or other external parties.

Experience and knowledge about reporting mechanisms
influence reporting behavior [22]. This applies when they
exist and employees are familiar with them, but what if no

such special reporting mechanisms are established to
deal with nuclear security in an organization? To receive an
answer to this question, we asked our respondents to as-
sign a ranking criterion for availability of complaint
channels (adequate reporting mechanisms) such as
designated hot line, web-page, etc., based on the role it
would play in motivating them to report an observed al-
leged wrongdoing. Our respondents placed it in the top
five of the factors (out of ten). In our view, this is quite high
in the ranking, which agrees with the statement that ‘open-
door policies, telephone “hotlines” and formal “whistle-
blowing procedures” are |...] likely to have a strong influ-
ence on individuals’ decision whether to report perceived
wrongdoing’ [33]. In the study by Glynn and Bunn [2] on
the casino and pharmaceutical industries, they provided
an example that in a number of casinos, anonymous tip-
lines were an effective mechanism to enhance a security
program; this could be borrowed for the nuclear security
field. Establishing international 24/7 toll-free hotlines is be-
coming commonplace in some multinational corporations
for establishing contact with a whistle-blower or those
seeking advice regarding the reporting procedures to be
followed; the latter may, if desired, remain anonymous [14].
Setting up such internal communication channels, as Bar-
nett [38] contends, ‘may increase the likelihood that em-
ployees discuss such concerns internally’.

Next in the ranking of the determinants of reporting behav-
ior, respondents of the survey put certainty that actions
will be taken after reporting. A ‘sleeping guard’ case, as
we call it, can serve as an antagonism of what a person
who decides to report expects from an organization.
When an employee, Kerry Beal, discovered that his col-
leagues in the security team at the Peach Bottom nuclear
power plant in Pennsylvania took ‘regular naps in what
they called ‘the ready room”, he reported to supervisors,
who allegedly told him ‘to be a team player’ [39]. Resorting
to the regional office of the Nuclear Regulatory Commis-
sion also did not bring the anticipated relief, since the plant
owner to whom the issue was transferred ‘said it found no
evidence of guards [being] asleep on the job’ and the mat-
ter was considered concluded [39]. Obviously, transferring
the issue to the organization, where security was not up-
held, carried a risk of the issue being covered up and no
corrective actions taken. Management of organizations in
the nuclear and radiological field should bear in mind that
such an indifferent attitude towards reporting is a manifes-
tation of lax nuclear security culture and not something
a vigilant employee who conveys a concern would expect
to exist within his/her employer. Miceli et al. [14] warned
that an unwelcome attitude from managers frequently de-
ters employees from speaking up about observed wrong-
doing; ‘they believe nothing can or will be done to correct
the problems; and [...] these beliefs are often
well-founded’.
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Certainty that the organization has the resources to
correct misconduct was considered to be a factor that
might influence the reporting behavior of the employees in
organizations that handle nuclear or radiological materials.
As per the survey results, it occupied a somewhat inter-
mediate position in the ranking of importance. Shockingly,
as Bunn et al. [40] noted, if an organization is constrained
financially, it might discount or even punish employees
who try to enunciate security concerns.

Interestingly, by putting assurances in anonymity and
confidentiality to exclude retaliation lower in ranking,
people expressed less confidence that the presence of
these measures would encourage them to blow the whis-
tle. This might lend support to the theory of public service
motivation (which will be discussed later in our paper); ac-
cording to which individuals in public service (and most of
the organizations that handle nuclear or radiological mate-
rials in the countries we examined were government-
owned) are conducive to altruistic, public service motives
also associated with self-sacrifice [20].

In addition to that, Brewer and Selden [34] posited that, in
general, ‘whistle blowers are probably less concerned
about job security’. Furthermore, a significant body of em-
pirical research proved that overall retaliation will not sup-
press whistle blowing [34, 38]. Although the fear of retalia-
tion does not necessarily dissuade an individual from the
decision to blow the whistle, it may instigate an employee,
as Calllier [20] asserts, to blow the whistle externally where
he or she might hope to find a refuge from punitive meas-
ures by an organization. Nevertheless, assurances of ano-
nymity and confidentiality may still encourage some em-
ployees to communicate their concerns internally and thus,
we believe, should be carefully considered in organization-
al policies.

Finally, last in the ranking was the certainty that direct
complaint to the noncompliant person or a peer will
not correct the situation. Sometimes if a person ap-
proaches a wrongdoer, the latter might acknowledge an
act of noncompliance ‘by using excuses or justifications’,
showing that it was rather an exception than a usual prac-
tice [29]; however, based on stories of professionals in the
radiological sphere, those who raise the issue are quite
frequently mocked or even threatened by a wrongdoer.

4.4 The ideal recipient of the report

Profound studies have been conducted on the variables
that influence what path for reporting, internal or external,
an individual who observed a wrongdoing will choose [see
4,15, 16, 17, 22, 28, 37, 38, 41, 42]. This question can be
inextricably linked to organizational factors such as per-
ceived trust in an organization etc. On the macro-level, this
can be restricted by the reporting mechanisms prescribed
by law in a specific country. For example, data from the lit-
erature indicate that ‘the UK legislation requires internal

reporting in most circumstances. Australian and the large
majority of US statutes favor external reports’ [14]. There-
fore, employer-employee confidentiality plays a greater role
in the UK, than in the USA or Australia [14]. The issue is
complicated, however, by the specifics of legislative provi-
sions at the state level in the USA, where some states ‘re-
quire or encourage internal reporting before the whistle-
blower goes outside the organization’ [17].

The question on the ‘right recipient’ of the report can be
not only a reason for a collision at the workplace but can
even escalate to the courtroom. A case that happened in
the Los Alamos Laboratory illustrates how publicizing se-
curity and safety concerns allegedly led to retaliation
against a whistle-blower. This person reported on the per-
ceived lax security in the lab with regard to access to clas-
sified information ‘on the timing, destination and security
arrangements for transport of nuclear-weapons materials
to the laboratory’ by uncleared employees [43]. After the
perceived failure of Los Alamos managers to correct the
‘'systemic problems’, Gutierrez, the whistle-blower in ques-
tion, decided to go public and reported the issue ‘to feder-
al lawmakers, to a nuclear watchdog group suing the labo-
ratory and to three New Mexico newspapers’ [43]. Despite
the fact that the court ruled that federal law, i.e. the Energy
Reorganization Act, ‘supersedels] Los Alamos policies
against lab workers having unauthorized communication
with government officials and the media’, all Los Alamos
lab employees were ‘reminded’ after the ruling on the pro-
hibition on communicating with lawmakers ‘on lab issues
[which] could be construed as lobbying or could otherwise
harm the lab’ [43].

Interested in whom the respondents would trust to accept
their complaint, we asked them ‘If you were to report se-
curity non-compliances, who is the ideal recipient of
the report? Please list all options in the order of prefer-
ences from 1 to 6’. By asking such a question, one could
assess the reporting preferences and ultimately predict em-
ployees’ behavior. Based on the answers we received,
some tendencies might be discerned (see Figure 11).

The responses indicate that in nuclear or radiological or-
ganizations, supervisors are looked upon most favorably
as the recipients of the claim. This is followed in the list of
preferences by the head of the organization or a special
control body in the organization. This data coincides in
findings with other research where informants refer the is-
sue to the immediate supervisor first [44]. King [44] ex-
plains this by both, 1) established reporting channels with-
in the organization and 2) relational distance between
employees and upper management who might not be
aware of the specifics of the problem. Overall, the results
of our survey show the clear preference to contain an is-
sue within the organization, as the first two preferred re-
porting channels belong to the organization. Then are fol-
lowed by a specialized governmental body — 3 place.
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If you were to report security non-compliances, who is the ideal recipient of the
report? Please list all options in the order of preferences from 1 to 6, where 1 -is a
score assigned to the person or institution to which you will refer in the first plac

Your supervisor (if he/she is not the one in
question)

I 138

The head of your organization or special control I 200

body in your organisation

Specialized governmental body I 326
International structure created under the IAEA [ 4 .38
Independent NGO or other public organization I 4.77
Private organization hired to serve the role to . 494

investigate non-compliances
0.00

1.00 2.00 3.00 4.00 5.00 6.00

Figure 11: Preferred recipient of the report

Regarding a specialized governmental body one would
mean a governmental organ intended to oversee security
and receive complains on its violations. In Ukraine, for ex-
ample, the National Anti-Corruption Bureau of Ukraine or
NABU was established in 2014 as a law enforcement anti-
corruption agency, which investigates corruption in
Ukraine and prepares cases for prosecution. Therefore,
a person in Ukraine can (@anonymously if one so wishes) re-
port to NABU an event where high officials abuse or mis-
use their authorities for gain or personal preferences. An
international structure created under IAEA took the 4t
place (we hypothesized about the existence of such to see
if the responders would prefer this channel); the 5" place is
occupied by an independent NGO or other public organi-
zation, and the last in the list of preferences is a private or-
ganization hired to serve the role of investigating
non-compliances.

Miceli and Near [45], relying on previous research, con-
densed information on possible motives of internal report-
ing to two most powerful factors that can be explained by
‘deviance’ or ‘differential association’ theories. According
to the first theory, choosing a supervisor or structure with-
in an organization as the primary recipient for a complaint
is explained by minimized risk associated with reporting to
internal channels in comparison to an external one [45].
The latter theory accounts for ‘norms of loyalty’, meaning
that the climate prevalent in organizations ‘is generally an-
tagonistic toward exposing misconduct [externally]’ [45].

In that regard, Barnett [38] concluded that the conse-
quences of external whistle-blowing are more severe ‘both
for organizations and whistle-blowers’. For the former, it in-
flicts significant reputational damage, while for the latter it
imposes risks of retaliation due to public enunciation of the
violation [38]. In general, internal reporting hinders the em-
ployer-employee relationship the least and provides the
opportunity for earlier correction of violations [30].

From an organizational policy perspective, Lavena [42]
postulated that a supportive environment within an organi-
zation, where a supervisor is trusted by employees, con-
tributes to a decrease in external reporting. If an organiza-
tion does not tolerate dissent, thereby suppressing internal
disclosure, whistle-blowers might speak out and report
externally [17]. The finding that organizational size might be
mediating the reporting paths - the bigger the organiza-
tion, the greater the chances of external reporting, be-
cause, as suggested by Barnett [38], ‘bureaucracies do
not foster ideal environments for effective upward commu-
nication’ - should be considered in large research and de-
velopment organizations, and in industrial settings dealing
with nuclear and other radiological materials.

Summarizing what we have discussed before, there is
a definite value in establishing clear reporting policies with-
in an organization. At the same time, such policies should
not be restrictive; instead of instilling fear in employees for
escalating a complaint into a public domain, managers
should treat security reports seriously and build a partici-
patory work environment, characterized by solidarity, en-
gagement and openness.

4.5 Attitude regarding those who report

By replying to the question, ‘What, in your opinion, best
describes to the profile of people who report security non-
compliances?’ 83% of the respondents have chosen an
answer that says ‘They are everyday people who really
care about security in their organization and the nu-
clear community as a whole’ (see Figure 12). Therefore,
most of the respondents to our survey do not consider
whistle-blowing to be a deviant behavior. Here we should
admit that, although in our analysis here we use the term
whistle-blowing, in the survey we have purposefully decid-
ed to avoid using this word and used the term report/re-
porting instead. This is partly because of the dramatism
that could surround the term. Another reason is the
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What, in your opinion, best describes to the profile of people who report security
non-compliances? They are...

® Courageous people who are committed to
upholding security procedures and are not
afraid to go against the status quo.

u Everyday people who really care about
security in their organization and the
nuclear community as a whole.

u Careerists wishing to make a name for
themselves or impress their bosses (or
media, public, etc.).

Figure 12: Attitude to those who report

controversy that exists in some countries with regard to
translation of the word whistle-blowing and its ambivalent,
often negative, meaning, which will be discussed in greater
detail below. In that context, we used the word reporting,
which is more of a neutral term and does not bring nega-
tive connotations. Thus, it allowed respondents to answer
questions without being influenced by any painful historic
narrative and to assess the act of reporting rather than an
attitude towards the word.

Seeing reporting or whistle-blowing as a normal, not extra-
ordinary behavior seems to be in line with one strand of ar-
gument in the literature, according to which scholars as-
sert that ‘whistle-blowers have not been found to be
especially “moral” people, “religious” people, “political”
people, or “socially responsible” people’ but ordinary peo-
ple who decided to make it their business and to act ‘re-
gardless of their own good’ [46]. Another possible expla-
nation for the fact that a majority of the respondents see
whistle-blowing as an ordinary act could deal with a self-
reporting bias, as noted repeatedly in the literature about
whistle-blowing. Thus, respondents do not reveal their true
feelings if asked directly on the subject but try to choose
the answer which might seem rational to them or socially
acceptable [34]. Therefore, in line with proclaimed values
of being observant, the respondents might have chosen
the answer that seemed right to them and would corre-
spond to a strong security culture. To minimize the effect
of self-bias, we would recommend asking additional and
probing questions, including requests to the respondents
to assess actions described in short vignettes. Doing this,
however, would require large investments of time and not
every employee in the nuclear sphere would consider ded-
icating his or her working time to filling out such a survey.

W Ukrainian ¥ American i Other

Figure 13: Nationalities of respondents who characterize people
who report as “courageous people who are committed to uphold-
ing security procedures and are not afraid to go against the status
quo”

& Ukrainian H American i Other

Figure 14: Nationalities of respondents who characterize people
who report as “everyday people who really care about security in
their organization and the nuclear community as a whole”
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Interestingly, however, some eight respondents (15%) to
the survey, six of which (constituting 75 percent) were
Americans, one Ukrainian and one Lebanese, held the
view that reporting security non-compliances is a charac-
teristic that is attributed to ‘Courageous people who are
committed to upholding security procedures and are
not afraid to go against the status quo’ (see Figure 13).
Some possible explanations for this phenomenon might
be as follows. First, we assume that the respondents might
be influenced by the number of media coverages about
whistle-blowers in the nuclear industry who became dis-
advantaged after reporting incompliances or revealing nu-
clear safety or security weaknesses. Due to the fact that
the media, especially in the USA, had covered a lot of such
dramatic and often unfortunate events (albeit retaliation is
not as frequent as might seem from the media [26]), this
might contribute to a feeling of self-sacrifice and courage
that whistle-blowers allegedly need to have in order to
challenge the existing situation. Thus, U.S. nationals and
residents might have been more aware of retaliation
against ‘dissident’ employees than, for example, Ukraini-
ans, where media reports have not been that frequent,
neither about whistle-blowing nor on the retaliation. Sec-
ondly, some court cases in the USA have exemplified that
‘the law in the United States provides inadequate protec-
tion to whistle-blowers and gives organizations too little in-
centive to take corrective action, providing scant reason to
believe that whistle-blowers will succeed in their quest to
get wrongdoing stopped (e.g., Dworkin & Near, 1997;
Miceli et al., 1999)’ [16]. Finally, some of the respondents
had security functions as role-prescribed, i.e. security spe-
cialist (see Figure 1), and most of them happened to be
Ukrainians; therefore they (Ukrainians) might have consid-
ered reporting of violations as a duty rather than an act of
courage or disloyalty (see Figure 14.).

One Ukrainian, however, did not hold a high opinion of
whistle-blowers, as was shown by his choosing an answer
that describes people who report violations as ‘Careerists
wishing to make a name for themselves or impress
their bosses (or media, public, etc.)’. For him, reporting
is not a negative deviant behavior but rather an unethical
one which, as Appelbaum et al. [47] explain, ‘deals with
the breaking of societal rules’. One might assume that
a Soviet past, with its specific usage of reporting as an act
to suppress civil disobedience and gain benefits from a re-
gime, might have stigmatized reporting procedures in
post-Soviet countries. This is especially true if one consid-
ers that whistle-blowing might have a negative connotation
(it is translated in the Russian-speaking post-Soviet world
as ‘noHocuTenbcTBO’) related to reporting to the NKVD
(abbreviated from Narodnyi Komissariat Vnutrennikh Del,
meaning The People’s Commissariat for Internal Affairs) —
a ministry of the Soviet government responsible for securi-
ty and law enforcement and which is associated with re-
pression. Thus, receiving such an answer to the survey

from a citizen of a country which was part of the Soviet
empire is not something unusual or unexpected. In gener-
al, though, there might be in any country whistle-blowers
who may seek ‘self-aggrandizement and publicity’ [25].

To summarize, despite the overall optimistic picture re-
garding the prevalent attitude towards whistle-blowing as
a normal, ‘business-as-usual’ act, we would like to point to
the disturbing number of incidences when reporting was
not taken seriously and those where retaliation did take
place. Therefore, agreeing with the role of training on whis-
tle-blowing policies, ethics and organizational procedures
[32], we believe a set of generic templates for communica-
tions as well as dedicated training sessions will encourage
reporting in the nuclear and radiological sphere and help
minimize loopholes in security.

4.6 What is needed by employees to follow security
procedures in their organizations

Figure 15 reports the things that subjects of the study indi-
cated were the most important in helping them to follow
security procedures in their organizations. We asked re-
spondents to rank six factors in the order of importance.
The mean results indicate that additional training in se-
curity procedures and clear guidance from senior
management to follow the rules and management’s
own adherence to them were the most appreciated
factors, getting on average 2.71 and 2.74 rankings,
respectively.

An example that happened in Lithuania in 1992 might be
brought to the attention of the reader to showcase the im-
portance of training on security policies. A computer pro-
grammer named Oleg Savchuk, who placed a computer
virus, was sentenced in court for trying to sabotage a nu-
clear reactor at the Ignalina Nuclear Power Plant [48]. Al-
legedly, this worker was trying, in such a way, ‘to call at-
tention to a weakness in the plant’s control system and
then may have hoped to be rewarded for his service’ [49].
Though his true motives remain unclear, the attempt (even
though maybe with a benign final purpose) to damage the
facility is apparent, which clearly demonstrates the need
for training, both in security procedures and whistle-blow-
ing practices. We suggest that the latter not only will help
to improve security in organizations but also may reduce
the number of non-legitimate claims and deter frivolous
campaigns.

In our survey, we pointed to the need for practicing skills
during exercises. Glynn and Bunn [2] also suggested that
brainstorming on possible diversion scenarios and re-
sponding counter efforts of security personnel, which have
proven to be beneficial in the pharmaceutical business,
could be used to simulate security breaches in the nuclear
industry. Although a lot of similar exercises are currently
run in organizations that handle nuclear or radiological
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What do you think is most required of you personally to follow security
procedures in your organization? Please rank each of 6 factors from 1 to 6,
where 1 — is the most powerful factor and 6 — the least important

Additional training in what the procedures are
which are necessary to comply with (with an
opportunity to practice skills during exercises)

Clear guidance from senior management to
own adherence to them
Better understanding of the threat environment

and/or most direct and crucial elements for
protection in my organization

follow the rules and the clear example of their _ 274

The need to develop security procedures that
support my work and are user-friendly, etc.

Better interaction with security personnel to gain
better understanding of their work

Material or other incentives to have more
motivation to be on alert for security breaches

o

0.

2.7

1.00 2,00 3.00 6.00

Figure 15: Things required to follow procedures

materials, the benefits of brainstorming on potential vulner-
abilities and stimulation of vigilance are greater than simple
usage of preset security scenarios. This will also fit into the
need to give employees a better understanding of the
threat environment and/or most direct and crucial ele-
ments for protection in their organization (placed at
2.84 in the ranking). Although the design basis threat is
a classified document, secrecy should not hamper sharing
some of the information with employees; it might lead to
greater engagement from the side of workers in terms of
protecting critical elements and complying with proce-
dures. Also, engaging staff members in implementing the
IAEA’s self-assessment methodology of nuclear security
culture [50] serves as an additional learning experience,
enabling workers to apply generic principles to specific
needs of their organizations’ security regime.

The next factor in the ranking scale, with a score of 3.49,
was the need to develop security procedures that
support my work and are user-friendly, etc. One may
suggest that this is especially relevant in the cyber-dimen-
sion of nuclear security. There was a case described by
the media, where Edward McCallum, the former director of
safeguards and security programs of the U.S. Department
of Energy, was cited saying that many laboratories that
deal with nuclear materials or perform research on them
resist introduction of new network security architectures
and procedures, since they perceive them as ‘unnecessar-
ily expensive and a hindrance to operations’ [51]. This atti-
tude shows that a special effort should be made to explain

the importance of newly-established procedures and in-
crease their user-friendliness.

With regard to the ranking in our survey, the fifth place was
taken by the better interaction with security personnel
to gain better understanding of their work. This can be
closely related to training activities and empowerment ac-
tions described above; however, it also implies narrowing
of the communication gap between the security unit and
other personnel. This is because a person who is not part
of the facility’s security contingent may think security is
someone else’s responsibility and that security successes
and failures have little to do with anything that person does
or fails to do. In this regard, a study to determine possible
implications for whistle blowing in relation to the existence
of professional subcultures will be useful.

Unlike Miceli and Near [22], we did not receive support for
a statement that material incentives would encourage
whistle-blowing. Our participants downplayed the role of
financial rewards in encouraging them to follow secu-
rity procedures and stay on alert when they are
breached. Financially rewarding security vigilance could
have a negative effect, first, because people who have ob-
served the violation may, vice versa, be discouraged by
the financial incentives (in order not to be regarded as
‘hunters for financial gain’, which might contradict their
ethical principles and sometimes even cause ostracism by
their colleagues); second, there also can be those who
may misuse the system and reap financial gain by making
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illegitimate claims. With closer examination, Caillier [20]
finds an explanation to the phenomenon of disregard for
monetary benefits in public service motivation. The con-
cept of public service motivation takes its roots from the
‘special calling’ ‘to pursue the common good and further
the public interest’ [34]. Whether or not a low regard for
monetary rewards is a defining feature of public-service
motivation is not entirely clear, but it is definitely trivial, as
Brewer and Selden [34] showed, among public
employees.

5. Conclusions and recommendations

The issue of reporting on security breaches in the nuclear
and radiological sector has been overlooked for a long
time; the scarce discussions on the topic have usually
been limited to an acknowledgement of the problem of op-
erationalization of fair reporting in an organization’s policies
and lack of approaches in ensuring its effectiveness. At
the same time, instances of retaliation against whistle-
blowers who report security incompliances or raise con-
cerns about inappropriate security measures in the nucle-
ar field are disturbingly frequent, as was shown by some
anecdotal evidence in our work. Dworkin and Near [30]
reasonably admit that ‘the problem for organizations is not
how to avoid whistle-blowing, but how to diminish its neg-
ative consequences and to maximize its positive aspects’.
We find that this statement extends to the nuclear and ra-
diological sphere. Opportunities enclosed in reporting for
boosting a strong nuclear security culture are huge, but so
are the challenges. The task is to unearth drivers of report-
ing so that one can build on them, expose vulnerabilities
and work on the elimination of impediments, promote rais-
ing good-faith concerns and decrease adverse factors as-
sociated with whistle-blowing. With the pursuit of this cur-
rent study, we have contributed to an appreciation of the
importance of this task and, hopefully, have provided
some findings to be used further.

We have not encountered step-by-step guidelines on es-
tablishing reporting mechanisms on security matters in or-
ganizations that handle nuclear and radiological materials;
therefore, one may conclude that they are not very com-
mon and thus need to be explored. Therefore, on the
state-level, we would like to suggest looking at the areas
where such exist. For example, in the chemical industry,
Chemical Facility Anti-Terrorism Standards (CFATS) were
adopted with the aim of improving security at high-risk
chemical facilities in the USA. The recent report of the
Government Accountability Office on Critical Infrastructure
Protection. Improvements Needed for DHS’s Chemical Fa-
cility Whistleblower Report Process [see 7] provides some
useful suggestions on the regulatory level for fostering re-
porting procedures. We suggest familiarization with the
lessons drawn from the chemical industry so as to avoid
repetition of the same mistakes in the nuclear and

radiological sphere when operating a reporting mecha-
nism. In a long run, review of legislation in countries as well
as analysis of prospects of passage in the countries where
it is currently absent is warranted. Some work on the state
level (for instance, for the USA) has been done by re-
searchers [see 30], though it may require an update due to
the development of legislation and subsequent changes
since the time of the research.

On the organizational level, an overview of how reporting
on safety matters in nuclear and radiological organizations
is implemented could be beneficial. For example, in the
Brookhaven National Laboratory, USA, people are given
the authority to stop an activity that he or she believes
constitutes an imminent danger for the environment or
health. Every newcomer to the lab is trained in the Stop
Work Procedure. If the threat is not an urgent one, a 24-
hour hotline operates for reporting safety concerns; the
voice mailbox is checked by the operator at least twice
a day.

At the management level, we find it useful to consult the
work of Miceli et al. [14] A Word To The Wise: How Manag-
ers And Policy-Makers Can Encourage Employees To Re-
port Wrongdoing. It contains some guidance on how to
encourage reporting. Apparently, effective and efficient re-
porting procedures will require a climate and culture
change within an organization [42]. A nuclear security cul-
ture coordinator (referenced in the IAEA draft guidance)
should embark on these efforts, but alone little can be
done; a greater commitment from the highest level of man-
agement to the security personnel in organizations and
their appreciation of importance of reporting procedures
are imperative for progress in this area. All of the survey
participants indicated the value of clear guidance from
management on security provisions and their adherence
of the latter to the rules in general. Thus, reporting proce-
dures should be known by the staff of organizations that
deal with sensitive materials and transcribed into the mo-
dus operandi of the organization.

Our study has shown that professionals in the field will
trust their supervisors to be the recipient of their concern.
Consequently, supervisors have responsibilities for actions
and treating disclosed concerns with due regard. If the is-
sue shared demonstrates a risk to other operational units
or structures, the information should be transferred in con-
fidence to the right recipient; there is no place for a silo
mentality in security matters, where stakes are so high due
to the danger associated with the risk of unauthorized
possession of materials, their misusage or sabotage etc.

The study has shown that reporting typically is treated as
an ordinary behavior of normal employees who have
a strong conscience for security. However, some of the re-
spondents still feel that this is a risky undertaking, al-
though one with honorable intentions, whereas a minority
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does not believe in the good intentions of those who re-
port but rather see it as committing an act aimed at gain-
ing career benefits for themselves. This gives a reason to
suggest that education on whistle-blowing might be well-
perceived by the professional community in the nuclear
and radiological area and might help address the ques-
tions they might have and ease their concerns. This is es-
pecially needed so that morale in organizations is not
compromised by ineffective, incomprehensive introduction
of reporting.

Our study agrees that ‘finding the right encouragements or
inducements for whistle-blowers might be problematic and
certainly will require long term, concerted effort’ [22]. To
add to this, our study has shown a rather low regard of
professionals in the nuclear and radiological sphere to ma-
terial incentives; the relation of this phenomena to public-
service motivation theory needs to be tested.

Findings also suggest that security problems must be re-
garded in a complex manner. Our participants indicated
on numerous occasions that imperfect legislation, the level
of financing, inappropriate division of labor and blurred re-
sponsibilities etc. can compromise security in
organizations.
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Abstract:

The revelation of Irag’s clandestine nuclear weapons
program in the 1990s first made clear the necessity of
bringing new tools to bear in the implementation of IAEA
Safeguards. The adoption in 1997 of the Additional
Protocol by the IAEA Board of Governors paved the way to
the introduction of the State Level Approach. The IAEA’s
quest for such increased transparency regarding nuclear-
relevant activities continues to evolve with the adoption of
additional sources of safeguards-relevant information.
A wide variety of information is available through official
publications, academic and technical journals, and other
media from which to glean insights on not just the
capabilities of a nation-state, but also the direction of
research and development along the varied paths to
nuclear proliferation. Open source Information can also be
found via various blogs that have particular areas of
interest relevant to treaty monitoring and verification
organizations. Commercial satellite imagery has, since the
turn of the new millennium, become an increasingly
valuable open source for IAEA Safeguards purposes.

Open source information can play an important role in
several aspects related to the implementation of the Non-
Proliferation Treaty provisions. The paper will briefly
introduce the IAEA State-Level Concept (SLC), the role of
Open source information in this context and then focus on
some methodological considerations related to the use of
open source information to investigate the existence of
potential undeclared nuclear activities in a State. Finally,
the paper will show how the combination of heterogeneous
open source and geospatial information can lead to sig.
nificant, but otherwise unknown, information for nuclear
safeguards applications. In particular, the paper will
present an exemplary application, in which, following-up
on a single report from lIranian news, a review of
commercial satellite imagery (including that available cost-
free via Google Earth®) has made possible the identification
of the location of the facility now known as the
“Pasmangoor Nuclear Waste Storage and Stabilization
Facility” in Anarak, Iran, and a new near-by small (likely
pilot scale) ore processing facility that was completed near
a previously abandoned, but recently reactivated, mine.
The mine is known to contain copper, nickel, cobalt,

arsenic, and uranium, making the new facility potentially of
safeguards relevance.

Keywords: IAEA State-Level Concept, Open Source Anal-
ysis, Non-Proliferation.

1. Introduction

The revelation of Irag’s clandestine nuclear weapons pro-
gram in the 1990s first made clear the necessity of bring-
ing new tools to bear in the implementation of IAEA Safe-
guards. That program “exposed all too clearly the
limitations of a safeguards system focused exclusively on
declared nuclear material” [1] and which was only focused
upon declared nuclear sites. The adoption in 1997 of the
Additional Protocol [2] by the IAEA Board of Governors
helped “to detect deviations from what might be expected
in a peaceful nuclear program sooner” [3] and paved the
way to the introduction of the State-Level Concept (SLC).
The IAEA’s quest for such increased transparency contin-
ues to evolve with the adoption of additional sources of in-
formation. The Agency “carries out a comprehensive eval-
uation of all available safeguards-relevant information
— including data provided by the state, the results of the
agency'’s in-field activities and its extensive collection of
safeguards-relevant information from open sources (such
as scientific publications, conference records, and com-
mercially available satellite imagery) — looking for consist-
ency with the state’s declarations”. [4]

Commercial satellite imagery has, since the turn of the
new millennium, become an increasingly valuable open
source for IAEA Safeguards purposes. Moreover, “satellite
imagery is used routinely to evaluate information provided
by States on their nuclear activities and to plan inspec-
tions, visits to facilities to verify design information and to
conduct complementary access under the Additional Pro-
tocol.” [5]

Open source information can play an important role in
supporting several aspects of the SLC [6], integrating and
supplementing the information retrieved from States’ dec-
larations and infield verification activities. In particular,
Open source information has the potential of being the
main key source of information for identifying potential un-
declared nuclear activities in a State, an area that
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historically proved to be the most challenging of the entire
non-proliferation regime.

The paper will briefly introduce the IAEA State-Level Con-
cept (SLC), the role of Open source information in this con-
text and then focusses on some methodological consider-
ations related to the use of open source information to
investigate the existence of potential undeclared nuclear
activities in a State. Finally, the paper will show how the
combination of heterogeneous open source and geospa-
tial information can lead to significant, but otherwise un-
known, information for nuclear safeguards purposes. In
particular, the paper will present an exemplary application,
in which, following-up on a single report from Iranian news,
a review of commercial satellite imagery (including that
available cost-free via Google Earth) has made possible
the identification of the location of the facility now known
as the “Pasmangoor Nuclear Waste Storage and Stabiliza-
tion Facility” in Anarak, Iran and a new near-by small (likely
pilot scale) ore processing facility that was completed near
a previously abandoned mine. The area is known to con-
tain copper, nickel, cobalt, arsenic, and uranium.

2. The IAEA State-Level Concept

To implement the NPT [7], International Atomic Energy
Agency (IAEA) Safeguards saw significant changes in the
last 20 years aimed at meeting the verification challenges
posed by an evolving nuclear and geo-political context.
Through the Additional Protocol (AP), introduced in 1997,
verification activities on declared sites aimed at detecting
the diversion of material and the misuse of declared facili-
ties were supplemented by additional tools to assure the
absence of undeclared nuclear material and activities on
both declared sites and undeclared locations.

The IAEA’s State-Level Concept (SLC) foresees a holistic
approach to nuclear safeguards considering that the State
is a whole greater than the sum of its (declared) nuclear-re-
lated facilities. The SLC “applies to all States and involves
a comprehensive State evaluation and State-level safe-
guards approach, including the identification of specific
safeguards measures for each State, implemented through
an annual implementation plan.” [8]

Within the SLC, the IAEA verification activities are carried
out according to a tailored “State-Level Approach” (SLA),
adapted to each State, to be able to detect diversion or
misuse of declared nuclear material and facilities, as well
as the existence of undeclared nuclear material or activi-
ties [9, 10].

Central to the State-Level Approach (SLA) for safeguards,
the Acquisition Pathways Analysis (APA) allows the IAEA to

estimate the possible routes and the time needed to
achieve weapons-usable material. The estimates take into
account all the available safeguards-relevant information
on a State. On the basis of this analysis, the IAEA will then
be able to design and plan the specific verification activi-
ties needed to reach the safeguards technical objectives in
the State, with a schedule informed by acquisition path-
ways completion times and the effectiveness and efficien-
cy of the available safeguards measures. The State-Level
Approach follows an annual implementation plan, and is
re-evaluated and adapted yearly [9-11].

3. Open Source Analysis in Non-proliferation

Surprisingly enough, there is no universally accepted defi-
nition of “open source information” and “open source anal-
ysis”. For the purpose of this paper, in line with previous
works (see e.g. [12, 13]), “open source information” will be
defined as “publicly available material that anyone can law-
fully obtain by request, purchase, or observation.” [14] As it
can be seen, it is a very general and inclusive definition, de
facto excluding only explicitly classified information. Within
the NPT safeguards regime, the IAEA includes in the “open
source information” basket “information generally available
from external sources, such as scientific literature, official
information, information issued by public organizations,
commercial companies and the news media, and com-
mercial satellite imagery” [15] and trade data [16, 17].

The broadness of the open source information definition
above gives room to some fuzziness: for instance it is not
clear if grey literature (i.e. non-classified material not meant
for unlimited public dissemination and therefore not availa-
ble through the standard publication channels such as
technical reports, working papers, ephemeral publications,
etc.), which some studies consider to be open source [18],
can be assumed to be included.

If the definition of open source information is not universal-
ly shared, the definition of open source analysis is even
more fragmented. In this paper, open source analysis will
be defined as a process of “getting the right information
(what) to the right people (who) at the right time (when) for
the right purpose (why) in the right forum (where) and in
the right way (how)” [19] by “merging openly available data
and information coming from a wide variety of accessible
sources into an overall comprehensive and cohesive pic-
ture” [12].

Table 1 reports the four broad analytical areas in which
open source analysis in support to non-proliferation can
be grouped and presents some possible information
sources.
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Analytical Area

Sources

Technical/information analysis companies [20]

Scientific Literature, official information, information from public entities, commercial

Media monitoring

News, blogs, social networks [21, 22]

Imagery analysis

Commercial satellite imagery, photographs, video snapshots [23]

Import/export Analysis

Trade data [17, 24], legal/illicit procurement information

Table 1: Open source analytical areas potentially supporting non-proliferation. Adapted from [6].

One of the main problems with open source analysis in
non-proliferation is the fact that only a very small part of
the information collected can be considered to be relevant.
Typically the analyst needs to collect and then filter out
substantial quantities of information to assemble a sparse
and incomplete set, not necessarily contributing to knowl-
edge [25]. In addition, the quality of the information might
result to be dubious and the risk of deliberate deception
high [26-28]. Despite all these problems, open source
analysis has the potential of being one of the most promis-
ing sources of discovery and detection of undeclared nu-
clear activities on undeclared sites in a State. The following
sections will focus on the possibility to use open source
analysis to derive new insights on potentially undeclared
nuclear activities' in a Non-Nuclear Weapon State (NNWS)
that signed the NPT.

4. Some Methodological Considerations

While no verification activity is without issues, the detec-
tion of undeclared activities on undeclared sites faces for-
midable technical and epistemological challenges that
would require dedicated research. The following para-
graphs will provide a brief overview of some of them, high-
lighting the complexity of the task the IAEA has to carry
out.

4.1 |AEA Safeguards Implementation Statements

According to the NPT, The task of the IAEA is to imple-
ment safeguards on Non-nuclear-weapon States (NNWSs)
“for the exclusive purpose of verification of the fulfilment of
its obligations assumed under this Treaty with a view to
preventing diversion of nuclear energy from peaceful uses
to nuclear weapons or other nuclear explosive devices” [7].
Currently, NNWSs can be broadly categorized in four
groups:

1. States with a Comprehensive Safeguards Agreement
and the Additional Protocol in force, for which the
Agency already drew a broader conclusion;

2. States with a Comprehensive Safeguards Agreement
and the Additional Protocol in force, for which the
Agency has not already drawn a broader conclusion;

T For an overview on what are nuclear materials and activities to be declared (and
how they should be declared), see e.g. [8].

3. States with a Comprehensive Safeguards Agreement
but no Additional Protocol;

4. States without a Comprehensive Safeguards
Agreement.

For group 1, in 2017 the Agency concluded that for 70
States “all nuclear material remained in peaceful activities”
[29]. For groups 2 and 3 the Agency concluded that, “de-
clared nuclear material remained in peaceful activities” [29].
For group 4 the Agency “could not draw any safeguards
conclusion” [29]. As it can be seen, the IAEA was able to
exclude the presence of undeclared nuclear material and
activities only for group 1, limiting itself to a statement over
the declared nuclear material for groups 2 and 3.

The pivotal difference between the States in group 1 and
those in group 2 is the broader conclusion of absence of
undeclared material and activities. To reach a broader
conclusion, the IAEA “must draw the conclusions of both
the non-diversion of the nuclear material placed under
safeguards (as described above) and the absence of un-
declared nuclear material and activities for the State as
a whole” [30]. The broader conclusion allows the entry into
force of the Integrated Safeguards regime.

The evaluation and verification of declared nuclear material
and activities is conceptually straightforward (even though
it might be extremely resource-intensive), and is mainly
based on onsite verification activities and measurements.
The confirmation of the termination of past nuclear activities
and the dismantlement of the related facilities (e.g. a de-
commissioned civilian nuclear fuel cycle programmme or part
of it) is usually performed through information gathering
and complementary accesses, foreseen under the Addi-
tional Protocol, and does not represent unsurmountable
conceptual challenges as it is known that there was a pro-
gramme and the conditions of its termination have been
stated and could in principle be verified. The Agency con-
cludes that there is no undeclared nuclear material or activ-
ity in a State when “the activities performed under an addi-
tional protocol have been completed, when relevant
questions and inconsistencies have been addressed, and
when no indications have been found by the IAEA that, in
its judgement, would constitute a safeguards concern” [30].

The sentence there is “no indication of undeclared nuclear
material or activities” [29] can be read as “given the verifi-
cation activities planned and performed on the basis of
our past and present knowledge of the State, we found
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‘no indication of undeclared nuclear material or activities’
[29]” and therefore it is possible to conclude that “all nucle-
ar material remained in peaceful activities” [29]. The last
therefore relies on the inductive inference: “The n verifica-
tion activities performed did not find evidence of an unde-
clared activity, and they are considered to be sufficient to
state that any additional verification activities would not
find evidence of undeclared activities”. Hence we can con-
clude that there is no undeclared activity. Since “[t/he very
nature of an inductive argument is to make a conclusion
probable, but not certain, given the truth of the premises”
[31], it becomes extremely important to discuss how the
strength of this conclusion can be characterized and made
explicit, i.e. characterize its dependability.

While “Truth with a capital T is an attribute of statements
that correspond to facts in all possible contexts”, depend-
ability is an attribute of statements that correspond to facts
in a “specified (but often not clearly identified) context”
[19]. A statement is considered to be more or less depend-
able subject to the degree to which it has been tested.
Having to rely on dependability rather than on truth implies
that the aspect of uncertainty management is important to
make sure the decision-maker obtains an accountable
message.

Although there are several ways of describing uncertainty
(see e.g. [32]), here uncertainty will be set to include two
main aspects: aleatory and epistemic [33] Aleatory uncer-
tainty, also called randomness, is related to data exhibiting
an intrinsic lack of a specific pattern, and is investigated by
classical probability theory. This source of uncertainty is
intrinsic and cannot be eliminated. Epistemic uncertainty
describes the analyst’s less than perfect knowledge of the
data, and could theoretically (but de facto not practically)
be reduced to zero. In every analysis entailing uncertainty,
aleatory and epistemic uncertainties are intertwined and
need to be dealt with [34].

4.2 Dependability of Open Source Analysis in
identifying an undeclared nuclear activity is still
an unknown

Excluding the provision of third-party information and as-
suming no open anomaly or discrepancy arising from dec-
larations and inspections, the main source for discovering
potential undeclared nuclear activities in a State at the
Agency’s disposal is open source information collection
and analysis. To understand the degree of dependability of
the statement “no undeclared nuclear activity exists in the
State as a whole”, one would need to identify, for each nu-
clear activity:

1. Which are the potential indicators one might aim at to
identify its presence and what is their strength;

2. Which are the tools that would be able to identify the
existing indicators and what is their efficiency in detect-
ing them;

3. What is the effectiveness of the available detection
methods in detecting an existing signal in a real world
scenario. This implies the knowledge of, inter alia, the
size of the search space and the share of the search
space the safeguards staff can reasonably cover with
a given technique.

Some information about which are the potential indicators
of existence of a particular nuclear technology in a State is
available to the IAEA in the Physical Model [35] (point 1),
and, although to the authors’ knowledge it has never been
published in the open Literature, it is possible to create
a catalogue of potential tools able to detect the various in-
dicators (point 2). The task of producing this catalogue is
not without challenges as, for a given technology, the sci-
entific community has contrasting opinions about their dif-
ficulty of implementation and detection [36, 37].

Understanding the size of the search space and the share
of the search space the safeguards staff can reasonably
cover with a given technique still represents a challenge.
To make things worse, deliberate deception and signal
suppression by the proliferator could lower the detection
efficiency (Table 2 reports examples of concealment tech-
niques that a proliferator could adopt to suppress/scram-
ble potential signals available in the open source).

Gathering evidence for the presence of indicators of a nu-
clear engineering programme in a State, especially when
related to military aspects and therefore with active efforts
to keep it concealed, means having to deal with additional
epistemological issues [39]:

e The analyst is out to detect something whose existence
is uncertain. Making a parallelism with any classic meas-
urement performed by an inspector on declared nuclear
material in a declared facility [40, 41], while the three
postulates of the theory of measurement [42] inform the
inspector that he will never know the absolute true value
of the characteristics he is measuring, they also inform
him that the true value does exist and it is -within the lim-
it of the typical safeguards measurement campaigns -
de facto constant. In contrast, when searching for indi-
cators of a possible clandestine nuclear programme, the
analyst does not know whether such a programme real-
ly exists.

e Assuming that the clandestine programme exists, the
analyst does not know its characteristics, and therefore
would not be in the position to choose the best detec-
tion method for finding indicators of its presence?. This
not only impacts effectiveness and efficiency, but also
adds considerable epistemic uncertainty about the out-
come of the verification activities.

2 One of the purposes of the Acquisition Pathways Analysis step of the State Lev-
el Concept is to guide the analyst to the most likely characteristics of a possible
clandestine programme.
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e Media monitoring

OS Analysis Type of Signature Possible Concealment
e Technical/official information R&D activities * Manage publication activities
analysis

e Use widely available technical information
e Claim legitimate applications

e Cover stories

records

Environmental monitoring, public health o

Suppress effluents

e Suppress reporting

Imagery Analysis Security features of infrastructure Conceal or place within other secure facilities
Functional and Operational design features Mask true use through signature suppression
Import/Export analysis e Patterns of material acquisition e Shuffle, divert acquisitions
e Special equipment acquisition e Obtain from multiple suppliers/intermediaries
e |mports of dual-use equipment *  Mix with legitimate uses

e Develop clandestine networks
e Produce indigenously
e Divert equipment from legitimate activities

e Claim legitimate uses

Table 2: Examples of concealment techniques to suppress/scramble potential signals in the open source. Adapted from chemical and
biological weapon program signatures and concealment actions [38] as presented in [6].

Actions

Possible Sources

new information)

1. Monitor the New Media for cueing insights (cast a wide net for

Blogs, news aggregators, pushed emails from topical interest
groups, paid subscription services

collateral information

2. Search area of interest on virtual globes based on cueing from

Google Earth, Here, Bing Maps, Flash Earth, Yandex Maps, Arc
GIS (online base map imagery)

3. Review all related geospatial labeling

Wikimapia, Google Earth Community forums

4. Review all available ground imagery on social media, photo—
sharing sites, videos for additional possible insights

Lookr, Flickr, Worldflicks, Instagram, YouTube, etc. Some of
them available as Google Earth layers

5. Follow-up with search of cues and cues derived from labeling,
including imagery and news

Google, Bing, Yahoo, Yandex, Baidu, Armscontrolwonk,
ISIS-online, etc

6. Review all available historical overhead imagery on Google
Earth

Google Earth Historical Layer

7. Cross-reference images with commercial satellite imagery
vendor archives to:

a. Determine acquisition dates

b. Review most recent imagery in archives for any significant
changes

c. Determine if additional imagery purchase is warranted

Digital Globe, Airbus, etc.

Metasearch engines as Image Hunter are sometimes useful.

8. Determine if enough information is available to make an
assessment

Make determination with appropriate caveat (definite, probable,
possible, suspect, etc) or not enough information.

Table 3: Possible actions for promoting imagery-related discoveries in the Open Source [22].

¢ |[n addition to the above-mentioned issue, even in the
case in which the analyst chooses the appropriate meth-
od for detecting the existence of a given indicator, as
previously discussed the actual detection probability of
the presence of an indicator given its existence when us-
ing a given detection/measurement technique is often
not known as no dependable attempts to investigate this
aspect are available.

As a consequence, it is very difficult to tell the real, effec-
tive degree of dependability of verification activities for un-
declared activities on undeclared sites.

Despite the current efforts in trying to systematize the pos-
sibility of making new discoveries [43, 44], until the above
aspects are exhaustively investigated, it is likely that the
discovery of undeclared activities on undeclared sites will
remain serendipitous [22].

4.3 Potential actions for Deriving New Insights from
Open Source Imagery Information

Table 3 proposes a potential set of actions for promoting
discoveries in the Open source that might reveal potential
undeclared nuclear activities on undeclared sites as pre-
sented in [22].
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With all the caveats previously expressed, open source
analysis can provide insights on previously unknown as-
pects of a nuclear fuel cycle in a State, and the above ac-
tions can potentially enhance the possibility of making new
discoveries combining open source information and high
resolution satellite images. The next section will provide an
example of a new discovery in the field of potential nucle-
ar-related activities in a State. Where relevant, references
to the above actions will be made.

While some of the above actions are usually performed in
sequence (e.g. actions 2-3, sometimes actions 2-7), they
should not be intended as a rigid ordered sequence: de-
pending on the nature of the initial cue (e.g. a high-resolu-
tion image in a virtual globe or a blog post), the other ac-
tions will follow according to the most suited sequence.

5. Exemplary Application of Heterogeneous
Open Source Fusion for Deriving New and
Potentially Safeguards-Relevant Information

By following-up on a single media report of the construc-
tion of a national radioactive waste storage facility located
near Anarak, lran, it was possible to correctly locate and
characterize the radioactive waste site with commercial
satellite imagery (starting with Google Earth), but it also
became possible through subsequent open source analy-
sis of the geological setting of that radwaste site to discov-
er that a nearby, previously abandoned, mine — known to
be in an area containing copper, nickel, cobalt, arsenic,
and uranium — that had been reactivated, and, moreover,
that an ore processing facility (likely pilot-scale) had been
newly-established nearby to process ore from that mine.
This is illustrated in the following sections. Reference is
made of the “Actions” mentioned in Table 3.

5.1 Background

Anarak, Iran, is identified in the open literature as having
historically been the site of three nuclear-related sites. Two
were former uranium mines (identified as Talmessi and
Meskani) with the third a small interim solid radioactive
waste site. The mines have long been considered to have
been mined-out and abandoned. The interim solid radio-
active waste site was decommissioned in 2004. The solid-
ified radioactive waste previously stored there, was gener-
ated during operations on small amounts of imported UQ,
that had been prepared for targets at Jabr lbon Hayan Mul-
tipurpose Laboratories (JHL), irradiated at the Tehran Re-
search Reactor (TRR), and sent to a laboratory belonging
to the Molybdenum, lodine and Xenon Radioisotope Pro-
duction Facility (MIX) in Tehran for separation of ¥ in
a lead-shielded hot-cell. Iran had informed the IAEA that
the remaining nuclear waste was solidified and eventually
transferred to a waste disposal site at Anarak. Upon re-
quest by the IAEA, that waste was removed and trans-
ferred from Anarak to JHL in January 2004 for inspection.

As of that time, no more nuclear material was known to be
at the Anarak facility.> However, in October 2014, Iran me-
dia reported that “[c]hief of the Atomic Energy Organization
of Iran (AEQI) Ali Akbar Salehi paid a visit to a long-term
nuclear waste storage facility in the central province of Is-
fahan...to get update in the on the construction of the nu-
clear waste stabilization and storage facility.” (Action 1)

5.2 The Pasmangoor Nuclear Waste Stabilization
and Storage Facility

In early-2015, a search was conducted of commercial sat-
ellite imagery of the Anarak area, which made possible the
identification of a likely candidate for the “Nuclear Waste
Stabilization and Storage Facility” nearing completion near
Anarak, Iran [45]. Having first located that candidate site
on the most recent imagery available from Google Earth at
that time (July 16, 2013) and having seen on the historical
layer of Google Earth that the site was first underway by
October 2011 (Action 2 and 6), a review of Digital Globe
imagery archives revealed multiple acquisitions centered
on that same site, indicating that this site first began at-
tracting continuing interest by unknown others in early
2014 (Action 7). The facility exhibited the requisite features
for a secure storage vault-type radwaste structure situated
in a dry and stable area that is not susceptible to flash
flooding (see Figure 1 and Figure 2) [46]. Available geologi-
cal reports and a cross-section of the area, which highlight
previously abandoned uranium mines located nearby, de-
scribe the geological setting as that of a “graben-
syncline®, providing additional evidence for the site being
appropriate for the storage of radwaste, as the subsurface
geology is also stable. [47] (see Figure 3).

On April 7, 2016 (as part of the celebration of the tenth
“National Nuclear Technology Day” in Iran), Iran inaugurat-
ed the “Pasmangoor Nuclear Waste Stabilization & Stor-
age Facility”® and videos were presented by the Iranian
government and subsequently posted on YouTube, which
verified the above analysis (Action 4).” Those videos pro-
vided both aerial drone imagery of the site and interior
views of the main storage vault building with radioactive
waste storage canisters shown being off-loaded from
a delivery truck by an overhead crane and into one of the
concrete vaults. (see Figure 4 and Figure 5)

3 http://www.globalsecurity.org/wmd/world/iran/anarak.htm

4 http://www.tasnimnews.com/English/Home/Single/543275

5 A‘graben syncline’ is a concave fold of rock layers with its limbs lifted by faults,
as a result of which the core of the fold becomes displaced downward relative
to the rock layers on either side, as in a rift valley.

6 http:/www.tasnimnews.com/en/news/2016/04/07/1042135/
iran-unveils-12-nuclear-achievements-includingnew-n-waste-facility

7 https://www.youtube.com/watch?v=YbzzVeXIVOA and https:/www.youtube.
com/watch?v=_bQTYpz3ylg. The first mention of the Pasmangoor radioactive
waste storage site was in an IAEA report from 2000, which reported that it was
under preliminary site investigation. See: IAEA Waste Management Database:
Report 2 - L/ILW-SL, March 28, 2000. http://www .pub.iaea.org/MTCD/publi-
cations/PDF/rwmp-3/Report_2.pdf. The plans called for “near surface dispos-
al” in a “simple storage building.”

27


http://www.globalsecurity.org/wmd/world/iran/anarak.htm
http://www.tasnimnews.com/English/Home/Single/543275
http://www.tasnimnews.com/en/news/2016/04/07/1042135/iran-unveils-12-nuclear-achievements-includingnew-n-waste-facility
http://www.tasnimnews.com/en/news/2016/04/07/1042135/iran-unveils-12-nuclear-achievements-includingnew-n-waste-facility
https://www.youtube.com/watch?v=YbzzVeXlVOA
https://www.youtube.com/watch?v=_bQTYpz3ylg
https://www.youtube.com/watch?v=_bQTYpz3ylg
http://www-pub.iaea.org/MTCD/publications/PDF/rwmp-3/Report_2.pdf
http://www-pub.iaea.org/MTCD/publications/PDF/rwmp-3/Report_2.pdf

ESARDA BULLETIN, No. 57, December 2018

Meskani Cu-Ni-Co-As (U) Mine site |
(Previously abandoned, reactivated 2
Image  © 20 181GNES [ Airbus

Image = 2018 DigitalGlobe

Figure 1: The Pasmangoor Nuclear Waste Stabilization and Storage Facility and the adjacent new possible uranium ore processing facility
in relation to two known and previously abandoned uranium mines near Anarak, Iran. Given the proximity to two well-known uranium-
mining areas, it would not be unreasonable to assume that this entire area is now under the authority the Atomic Energy Organization of
Iran (AEOI).
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Figure 2: Overview of the new Pasmangoor Nuclear Waste Stabilization and Storage Facility near Anarak, Iran, as viewed on Google
Earth. Note that the facility is double-perimeter-secured with a graded exclusion zone in between.
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New Ore Processing Plant Found Nearby:
Geological section of the Talmessi mine and the Talmess syncline
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Figure 3: Geological cross-section running south to north (left to right) through the two former uranium mines and the new Pasmangoor
national nuclear waste stabilization and storage facility. The vertical scale is exaggerated and this figure is modified after [48] as reported
with the geological cross-section from [47].
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Famhty Anarak, Iran
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Figure 4: The Pasmangoor Nuclear Waste Stabilization and Storage Facility near Anarak, Iran. The white-roofed building is the concrete

vault radwaste storage building. See: https://www.youtube.com/watch?v=Ybzz\eXIVOA
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Figure 5: Interior views of the main concrete vault storage building as seen on an Iranian publicly posted video.

See: https://www.youtube.com/watch?v=_bQTYpz3ylg
5.3 The New Meskani Ore Processing Facility

The Pasmangoor Nuclear Waste Stabilization and Storage
Facility identification started from a news media report, con-
tinued on high-resolution imagery and was corroborated by
audiovisual posted on the web. The following example origi-
nated from the analysis of the high-resolution satellite images
of the Pasmangoor Facility, continued with the search of sci-
entific literature about the geology of the area and finally ob-
tained additional corroboration over time by monitoring the
evolution of the site’s activities on high-resolution satellite im-
agery and researching of the site with open source tools.

In July 2018, Google Earth provided more current (July 4,
2018) commercial satellite imagery of higher resolution of
both the Pashmangoor radwaste facility and a second facility
(which during initial construction appeared as some type of
“Entrance Facility” for the new radwaste site — Action 2). That
second facility could be identified remotely on satellite image-
ry as a small “ore processing facility”, and exhibited sufficient
features to be assessed as a small (e.g., pilot-scale) “possible
uranium ore processing facility” (See Figure 6). Among the
noteworthy features of that facility which compared favorably
with those found at the known Yellowcake Production Plant
(YPP) located near Ardakan, Iran, include: truck scales and
possible radiometry station on the road from the mine site
(see Figure 7, top); and a segregated ore pile storage area
(see Figure 7, bottom). Other identified features include: an
ore receiving, crushing, grinding and conveyor circuit; five

probable fine ore storage silos; a probable leaching building;
a probable mixer-settler solvent extraction shed; reagent stor-
age tanks; and a small concrete lined possible water-holding
tank. More recent imagery from mid-2018 shows that an
11-meter diameter clarifier/settler tank had been added, along
with what might be a growing processing waste pile (See Fig-
ure 8). Figure 9 provides another comparison of the ore pro-
cessing related infrastructure observed at the Yellowcake
Production Plant (YPP), Ardakan, Iran with that observed at
the new ore processing facility associated with the Meskani
copper-nickel-cobalt-uranium mine near Anarak, Iran.

Physical site security includes an entrance/exit checkpoint
near the main road, and makeshift earthern barrier walls,
which might also serve as visual obscuration berms for pe-
rimeter security along the road to the Pasmangoor nuclear
waste stabilization and storage facility (see Figure 10). Im-
agery from late May 2016 indicated that the ore processing
facility could have become operational, as the ore piles had
changed and liquid was visible in the formerly clean concrete
lined holding tank (action 6). The nearby Meskani copper-
nickel-cobalt-uranium mine site, which had been abandoned
for decades, had evidently been reactivated (Action 6), and
one large operations support building (with a blue roof) was
constructed during February 2014 (See Figure 11). The mine
and ore processing facility are serviced by a newly paved
access road, which had just been built to support the Pas-
mangoor radwaste site.
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Meskani Mine Ore Processing Facility, Anarak, Iran
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Figure 6: Late-2015 overview of the new small ore processing facility serving the newly re-activated, adjacent, Meskani mine. Labels
identify the more likely roles of each part of the facility for illustrative purposes and are not meant to be definitive.
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Figure 7: Comparison of features observed at the Yellowcake Production Plant (YPP), Ardakan, Iran with those observed at the new ore
processing facility associated with the Meskani mine near Anarak, Iran. The top left shows an ore discrimination station with scales and
radiometry for incoming ores from the Saghand uranium mine. The top right shows a similar appearing truck scale for the new small ore
processing facility near the Meskani mine. The lower left shows the uranium ore on a storage pad near the ore crushing and grinding
circuit at the YPP. The lower right shows mined ore piles on a storage pad at the new small ore processing facility near the Meskani mine.

31



ESARDA BULLETIN, No. 57, December 2018

b Ore receiving,
crushing, and conveyor

T gy, L. S ERae

SRR ] soteranc |

Truck scales :
w/possible radiometry

Road from i”c—aeﬂ\rltld b oo
Mazkanl mlnl‘:tlll

Retfining/processing bldgs. = é
(leaching, cxtraction,
concentration)

Imagel %20 18IGNES _-\Ilh.ll\

t ) o

28 JUN 2018 %

—
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Figure 9: Comparison of ore processing related infrastructure observed at the Yellowcake Production Plant (YPP), Ardakan, Iran with that
observed at the new ore processing facility associated with the Meskani mine near Anarak, Iran. An 11-meter diameter clarifier/settler tank
was added to the processing circuit of the ore processing facility near Anarak post-2015 (right), smaller than the 18-meter diameter clari-

fier/setter tank located at Ardakan (left).
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Figure 11: Close-up of the mining operations support area of the recently re-activated Meskani mine.
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not meant to be definitive. The original images can be found at http://Meskani.com

5.4 Dependability of the Identifications

The identification of the radwaste facility is now certain, as
it has been corroborated by official videos released by
Atomic Energy Organization of Iran.

The identification of the processing facility as an “ore pro-
cessing facility” has a very high degree of dependability, as
the high-resolution satellite images provided by Google Earth
over time allow a clear identification of the function of the in-
stalled infrastructure. Visual comparison with another well-
known ore processing facility in the same country do not
leave reasonable doubts on the correctness of the identifica-
tion. Upon further open-source investigation, that included
finding a Farsi labeled ground photo of the facility on the
Google Earth “Photos” layer®, it was possible to determine
that the facility is indeed a facility for the processing ores
from the Meskani mine. The identified operating company,
Meskani, has a web site® providing a detailed history of the
site, a discussion of ore process flow, an equipment list,
along with two ground photos of the facility (actions 1, 4, 5).
Figure 12 provides those two ground perspectives of the fa-
cility, with one showing the clarifier/settler tank, indicating
that the images were acquired post-2015. All available infor-
mation indicates that the ore processing facility is for the sole
purpose of refining copper from those ores.

& The photo, dated December 10, 2015, provides a panoramic view of the ore
processing facility with a label naming it as the “Meskani Copper Mine”
https://plus.google.com/photos/
photo/108081858346305578393/6365120356766431170

9 http:/meskani.com/

The Safeguards relevance of the ore processing facility can-
not be ascertained easily from the high-resolution satellite
images alone. While the area is known to contain uranium
[47], the reporting found on the Meskani mine website
claimed that the first cathode copper production of 99.99%
was manufactured in February 2015. With respect to possi-
ble uranium extraction, the website specifically states that
the AEQI (The Atomic Energy Organization of Iran) had, after
2005, “begun extensive studies aimed at solidifying radioac-
tive elements in the mine. Based on exploratory studies, the
presence of radioactive elements in this mine was not
proved, therefore, the organization returned the mine to the
Industrial, Mine and Trade Organization of Iran in 2007.” That
information expands upon other available reporting that the
AEOQI had renewed uranium exploratory efforts in the Mes-
kani area prior to 2007 [47]. The ability to remotely differenti-
ate and characterize an ore processing facility that extracts
copper vs uranium has been shown by other researchers
[49, 50] to be somewhat difficult apart from the identification
of a building housing the “Electro-winning” process step for
copper extraction, which would not be part of any uranium
processing flowsheet. The Meskani Mine website states
that the facility includes such an electro-winning step, and
the ground photos appear to provide support to that claim.
What could be the electro-winning hall is located immedi-
ately adjacent to a building that can be clearly identified as
an electrical power generator building (see Figure 8 and Fig-
ure 12). According to the research described above regard-
ing differentiation between a typical copper ore processing
facility and a typical uranium ore processing facility, “/ojne
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major difference between a dedicated Uranium Mill and
a dedicated Copper mill has to do with the scale of opera-
tion. For economic viability Copper mills have to produce
much larger outputs than Uranium mills. Thus invariably

a Copper mill is at least 2 to 3 times larger than a Uranium
mill” [50]. From an economic viability point of view, the size
of the Meskani Ore processing facility seems to err on the
small side for a copper processing facility.

No. Criterion H1 (copper mill) H2 (uranium mill)
Description
1 The area contains the | The area is well known for containing copper | The area is known for containing uranium, but open
material in object and [47, 48]. The quality of the copper ore in the | literature reports the presence of U as a trace
is compatible with area is reportedly sufficient for the operation | element with an abundance of ca. 10 ppm [47, 48],
mining exploitation of a copper mine well below the inferior limit considered for commer-
cial viability (ca. 1000 ppm™?). One source mentions
a literature study reporting the presence of “/a]
ggregate accumulations and single isolations of
uranium-bearing (7-30%) hard bitumen” [53].
According to another source the mine is among the
oldest exploited uranium deposits in Iran with up to
200 tons of uranium potentially available [54]
AEOQI performed U explorations over the years that
reportedly did not prove the presence of exploitable
radioactive material°.
2 | The site hosts all the Most of the site infrastructure is compatible Most of the site infrastructure is compatible with
needed infrastructure with a copper processing facility. The most a uranium processing facility. The most important
important facility for discriminating between facility for discriminating between a copper and
a copper and a uranium mill (the electro- a uranium mill (the precipitation facility) could not be
winning facility) could not be identified identified dependably [49, 50]. The presence of
dependably as the potential building hosting | a radiological portal at the weighing station cannot
it is substantially different from the usual be corroborated by the available images (Figure 7).
shape and characteristics [49, 50]
3 | The facility is consist- The processing facility is erring on the small The visual similarity with the Ardakan uranium ore
ent with other similar side for a copper mill to be considered as concentrate processing facility is striking (Figure 9).
installations commercially viable [50]. The size of the The size of the Meskani facility is compatible with
CCD? seems however compatible with the a small pilot scale uranium processing facility. Average
throughput declared on one website U abundance in the Saghand ore (processed in
dedicated to the facility®. The area has Ardakan) is however two orders of magnitude higher
historically been of interest for Cu extraction. | than the one reportedly available at Meskani*.
4 Collateral sources The processing facility has a dedicated There is no collateral reporting of uranium ore
corroborate the end website? identifying it as a copper mill, giving | processing having occurred at this facility (but
use details about the company, the site, the type | uranium has been reported to be one of the
of infrastructure and processes. The site elements, in addition to copper, occurring in the ore
contains also a small history of the site and that is being processed) One website® clearly
a couple of ground pictures (see Figure 12). identifies the site as a copper mill and explicitly
The pictures available on the site do not states that the site was subject to AEOI explorations
provide conclusive evidence of the existence | that reportedly did not find prove of radioactive
of an electro-winning facility. material and therefore the site was released.
The facility is close to an AEQI radiological waste
disposal and storage site, but there is no evidence that
the ore processing facility is under the purview of AEQOI.
The facility does not appear in the list of those
declared to the IAEA. Its close proximity to a declared
nuclear-related site makes the facility — easily revealed
by satellite imagery - highly unsuitable for a covert,
undeclared nuclear activity meant to remain secret,
and a strong candidate for complementary accesses.

Table 4: Analysis of Competing Hypotheses (ACH) for the Safeguards significance of the Meskani mine. The two hypotheses against identi-
fied criteria. The analysis has the sole purpose of illustrating the method and should not be considered as a dependable analysis of the site.

T http://www.world-nuclear.org/information-library/nuclear-fuel-cycle/mining-of-
uranium/uranium-mining-overview.aspx

2 https://www.nr.gov.nl.ca/nr/mines/prospector/matty_mitchell/pdf/prospecting_
for_uranium.pdf

8 “Counter Current Decantation” unit

4 https://www.iranwatch.org/iranian-entities/saghand-uranium-mine
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No. Criterion Description H1 (copper mill) H2 (uranium mill)
1 The area contains the material in object ++ +
2 | The site hosts all the needed infrastructure +/- +/-
3 | The facility is consistent with other similar installations +/- +
4 | Collateral sources corroborate the end use ++ --

Table 5: Evaluation of the two hypotheses on the basis of the evidence supporting/disproving the identified criteria. The evaluation has
the sole purpose of illustrating the method and should not be considered as a dependable analysis of the site.

The presence of a (possible) radiological portal at the
weighing stations would represent a non-conclusive indi-
cator, as the potential presence of radioactive material in
the ores might justify a radiation monitor characterizing the
truck loads leaving the facility for health and safety
reasons.

Methods for the analysis of competing hypotheses (ACH),
developed in the domain of intelligence analysis [51], are of
potential interest for open source analysts that need to be
able to “consider inconsistent and anomalous information,
develop competing hypotheses (which can include decep-
tions), and test hypotheses in a manner that reduces sus-
ceptibility to cognitive limits and biases” [52]. Table 4 and
Table 5 present a partial illustrative analysis of competing
Hypotheses for the Meskani ore processing facility. The
two hypotheses considered are H1: “The Meskani facility is
for copper processing” and H2: “The Meskani facility is for
uranium processing”. The objective is to illustrate a possi-
ble use of the ACH and not to perform a non-proliferation
analysis of the site used in the example. The analysis is il-
lustrated making use of a subset of available information
on the topic.

With this ACH illustration, while acknowledging that it is
being derived from a limited subset of information, we can
arrive at one valuable insight: Given the available collateral
sources, H1 (“The Meskani facility is for copper process-
ing”) is largely favored over H2 (“The Meskani facility is for
uranium processing”).

In the purely hypothetical case in which the collateral
sources were to be considered part of an elaborate de-
ception scheme, the advantage of H1 over H2 would de-
crease considerably, and conclusive identification of the
facility’s purpose would require either additional evidence
gathering or onsite access. It is therefore particularly im-
portant, for any open source analysis, to characterize thor-
oughly the completeness, coherence and quality of the in-
formation upon which the analysis is based, and make
such characterization an explicit part of the message
passed to the evaluation team.

6. Conclusion

The revelation of Irag’s clandestine nuclear weapons pro-
gram in the 1990s first made clear the necessity of

bringing new tools to bear in the service of the IAEA and
other international non-proliferation efforts. The adoption in
1997 of the Additional Protocol by the IAEA Board of Gov-
ernors paved the way to the introduction of the State-Level
Concept (SLC). Open source information can play an im-
portant role in supporting several aspects of the SLG, inte-
grating and supplementing the information retrieved from
States’ declarations and infield verification activities. In
particular, Open source information has the potential of
being the main key source of information for identifying po-
tentially undeclared nuclear activities in a State, an area
that historically proved to be the most challenging of the
entire non-proliferation regime.

While no verification activity is without issues, the detec-
tion of undeclared activities on undeclared sites faces for-
midable technical and epistemological challenges; and un-
til such sites are thoroughly investigated it is likely that the
dependability in excluding their existence cannot come
close to that for declared activities on declared sites, and
any new discovery of such undeclared activities will remain
serendipitous. Nonetheless, open source analysis can pro-
vide insights on previously unknown aspects of a nuclear
fuel cycle in a State, and the actions presented in this pa-
per can potentially enhance the possibility of making new
discoveries combining open source information including
high-resolution satellite images.

The serendipitous discovery of a new ore processing facil-
ity near an AEOI operated radiological waste site located
near a previously abandoned mine in an area containing
copper, nickel, and uranium provides an excellent analyti-
cal case study exemplar, combining heterogeneous open
source and geospatial information to derive significant, but
otherwise at that time unknown, information for nuclear
safeguards applications. While all currently available open
source information indicates that uranium is not currently
being extracted as a byproduct of copper ore processing
at the Meskani mine, the site has attracted the interest of
AEQI and, as recently as 2007, was under study by the or-
ganization as a potential source of “radioactive elements”™.
As a consequence, this exemplar is an instructive case in
the combined use of open source analysis to identify po-
tentially relevant industrial activities and analyze their safe-
guards significance.
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Abstract:

Every year, thousands of days are spent by IAEA
inspectors in nuclear fuel cycle (NFC) facilities and other
sites around the world. A large portion of this time is used
for carrying out in-field measurements by various non-
destructive assay (NDA) techniques and for taking
environmental samples (ES) and/or destructive analysis
(DA) samples. Comparably intensive resources are needed
to maintain continuity of knowledge (CoK) on the
verification data collected through these activities by
means of a range of sophisticated containment and
surveillance (C/S) systems. The IAEA collects,
authenticates, quality controls, maintains and evaluates
a large body of verification data and compares them with
State declarations to support two of the main objectives of
safeguards under the State-level concept (SLC), that is: the
detection of diversion of nuclear material and of
undeclared production or processing of nuclear material at
declared facilities and locations outside facilities (LOFs).

In recent years, the NFC Information Analysis Section of
the Safeguards Department Division of Information
Management (SGIM-IFC), which is in charge of the
evaluation of verification data, has been faced with
a number of challenges: the first and most demanding is
the need to evolve facility-based evaluation concepts to
innovative, consolidated concepts that can integrate
different types of information and support credible State-
level safeguards conclusions, the second is the increasing
volume and diversification of verification data to be
evaluated given static resources, and the third is the need
to keep abreast of modern methodologies and
technologies with a view to ensure optimal effectiveness
and efficiency.

This paper reviews the conceptual and methodological
issues associated with these challenges and the approach
that was applied to address them while taking advantage
of the corresponding development opportunities. It
presents the overall strategy adopted as well as the
supporting project plan and the progress made to date in
the related project components, with a special emphasis
on the implementation of data visualization tools.

Keywords: evaluation; State-level Concept; methodology;
diversion detection; visualization.

1. Introduction

The main mission of the IAEA Department of Safeguards is
to provide credible assurances that States are abiding by
their safeguards obligations. Since the safeguards system
was strengthened after the discovery of a clandestine nu-
clear weapon programme in Iraq in the early 1990s and its
legal authority was subsequently reinforced by the addi-
tional protocol (AP) in 1997, the nature and sources of in-
formation collected and evaluated by safeguards experts
have extensively diversified and the volume of material to
be researched has considerably increased. The Division of
Information Management provides the Department of
Safeguards with services of data processing, secure infor-
mation distribution, information analysis and knowledge
generation and consists of teams of professionals special-
ized in the analysis of different types of information plus
a team in charge of information integration. These special-
ists play a critical role in the work of the Division of Opera-
tions’ State evaluation groups (SEGs) in identifying, analys-
ing and consolidating safeguards-relevant information from
all sources to draw independent, non-discriminatory and
soundly based conclusions for all States having concluded
a safeguards agreement (Fig. 1) [1,2,4].

All-source safeguards-relevant information falls in three
broad categories:

e |nformation declared by States, which consists in nucle-
ar material accountancy (NMA) reports and reports sub-
mitted to the IAEA pursuant to the AP to the States’
safeguards agreements.

e |Information resulting from verification activities, e.g. re-
sults of NDA measurements, DA samples and ES sam-
ples, seals verification, surveillance review and other ver-
ification activities.

e Other relevant information, e.g. from open sources (OS)
or provided by third parties, such as, for example, me-
dia, scientific publications, IAEA and public databases,
trade import/export information and commercial satellite
imagery.

The organizational structure of the Division of Information
Management reflects these categories, which correspond
to different analytical competencies. Besides the Integra-
tion and Coordination Team, it comprises four specialized
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Fig.1: All Source safeguards-relevant information analysis — from data to actions [3]

Sections: the Declared Information Analysis Section whose
role is self-explanatory, the State Factor Information Analy-
sis Section in charge of general OS information analysis,
the State Infrastructure Analysis Section specialized in ge-
ospatial information and satellite imagery analysis and the
Nuclear Fuel Cycle (NFC) Information Analysis Section
which collects, performs quality control of, stores, and
evaluates results from in-field NDA measurements and
from ES and DA samples to compare them with State
declarations.

This paper will focus on the activities of the NFC Informa-
tion Analysis Section. Its objective is to describe the chal-
lenges and opportunities encountered in this area from the
evolution of the safeguards landscape and concepts [5],
from the need for enhanced efficiency to cope with an
ever increasing volume of data under static and some-
times reduced resource conditions, as well as from the
progress made in information technology (IT) and data
processing and evaluation methodologies. Section 2 be-
low describes the strategy that was developed to address
these challenges in a consistent, integrated and synergic
manner, while utilizing state-of-the art IT tools and innova-
tive data analysis and presentation. For each component
of this strategy, it will review the progress accomplished to
date as well as future development plans.

2. Verification data evaluation and its evolution
under the State Level Concept

Every year, thousands of days are spent by IAEA safe-
guards inspectors in NFC facilities and other sites around
the world. A large portion of this time is used for carrying
out in-field measurements by various NDA techniques and
for taking ES and/or DA samples. Comparably intensive
resources are needed to maintain CoK on the verification
data collected through these activities by means of a range
of sophisticated C/S systems. The IAEA collects, authenti-
cates, quality controls, maintains and evaluates a large
body of verification data. In this context, the specific mis-
sion of the NFC Information Analysis Section, as illustrated
in Fig. 2 below is defined as follows: to contribute to the
Department’s provision of credible safequards conclusions
through the evaluation of verification data from samples
(ES, DA) and in-field measurements (NDA) and their com-
parison with State declared information in order to detect
and deter diversion and undeclared activities at declared
facilities and sites.

2.1 ES data evaluation - detection of undeclared
nuclear material and activities

Fig. 2 shows that the role of ES data evaluation [12,13] is
different from that of NDA and DA data evaluation and that
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States with CSAs

to detect any diversion of declared nuclear
material at declared facilities or locations
outside facilities where nuclear material is
customarily used (LOFs);

tfo detect any undeclared production or
processing of nuclear material at declared
facilities or LOFs;

to detect any undeclared nuclear
material or activities in the State as a
whole.

Verification Data Evaluation

Material balance evaluation
- p—

~ |INDA

State reports

e
> @ ’DA

Environmental Sampling

Fig.2: Role of verification data evaluation in supporting safeguards objectives under the State-level concept (example: States with
a comprehensive safeguards agreement (CSA)).

it requires different expertise profiles. Its purpose is to con-
firm that NFC facilities are operated as declared, that there
are no undeclared nuclear materials or activities in these
facilities and, within the limits of its implementation modali-
ties, that there are no undeclared nuclear materials or ac-
tivities in the State as a whole. The principle of ES rests on
the premise that nuclear processes release traces of nu-
clear and other material that constitute a signature of these
processes and that can be transferred to samples collect-
ed at appropriate places. The characteristics of materials
found on swipe samples (e.g. isotopic ratios, association
with radionuclides or other elements) are compared with
those predicted by specialized process-modelling tools.
Particle analysis methods rely on the detection and meas-
urement of individual nuclear material bearing particles on
the sample. Bulk analysis methods involve the analysis of
an entire swipe sample - in this case, the analytical results
represent average values associated with the nuclear ma-
terial contained within the sample [7].

ES was implemented in the context of strengthening the
effectiveness of the safeguards system following the dis-
covery of Irag’s clandestine nuclear weapons programme
in the aftermath of the 1991 Gulf War. Its feasibility and de-
tective power were established through a series of field tri-
als in the context of the Programme 93+2 with the support
of Member States. Analytical laboratories that would later
form the basis of the present international network of ana-
lytical laboratories (NWAL) demonstrated their capability to
perform the extremely low-level radiochemical and isotop-
ic measurements needed for the analysis of environmental
samples. The field trials also showed that swipe sampling
is the preferred method and it is now the standard, al-
though other types of samples may be collected accord-
ing to the technical objective pursued. For example, small

quantities of ore or other compounds are regularly collect-
ed for material characterization as described below.

Since 1995, ES samples have been taken at locations
where |IAEA inspectors have access during inspections
and design information verifications (DIV) and, following
the approval of the Additional Protocol by the IAEA Board
of Governors in 1997, ES can be taken at a broader range
of locations in States where an AP is in force. ES has ex-
panded over the years to include all NFC facility types and
the number of ES collected increased steadily to reach the
current number of up to ~400 samples per year. Sub-sam-
ples are distributed to the NWAL, which presently includes
21 laboratories in 8 States in addition to two European
Commission Joint Research Centers and the IAEA safe-
guards analytical laboratory (SAL) in Seibersdorf, Austria.

ES continues to evolve through scientific and technical de-
velopments supported by Member States’ laboratories in
close collaboration with the IAEA. Technical Meetings are
held every year, alternatively focusing on bulk or particle
analysis, to review technological advances, among other
objectives, and to discuss potential developments with
representatives of the NWAL. For example, age dating
[14,15,16] makes it possible to establish the chronology of
certain processes based on the isotopic composition of
plutonium bearing particles. Age dating of uranium bearing
particles based on thorium in-growth would require an im-
provement of the sensitivity of laboratory analyses but is
also of high interest for potential future applications. An-
other promising development field is nuclear material char-
acterization (aka impurity analysis) [17, 18], which associ-
ates samples of ore and other uranium compounds with
signatures in terms of the trace elements they contain (for
example lanthanides). These signatures, compared with
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global databases currently being populated, can be used
to determine the origin of these materials by applying spe-
cialized statistical algorithms. Trace element fingerprints
can also provide information about processes the material
may have undergone. More generally, stable chemical ele-
ments in nuclear material bearing particles could reveal
chemical signatures associated to processes such as re-
processing or enrichment. The feasibility and technical re-
quirements of such evaluation methods are currently being
investigated. An existing routine application of impurity
analysis is to determine if the purity of the material sam-
pled is suitable for fuel fabrication or isotopic enrichment
and hence, if it should be subject to nuclear material ac-
countancy measures under article 34 (c) of INFCIRC/153
(Corr.).

Since they have been developed in the wake of the
strengthened safeguards system and in synergy with the
evolution of safeguards concepts in the last decades, ES
evaluation processes and deliverables are well integrated
in the present SLC system. ES evaluation reports are deliv-
ered to Operation Divisions at both sample and State level
according to increasingly performant time targets. Weekly
performance indicators are regularly issued to monitor the
timeliness of the process and the number of ES samples
evaluated in different categories. The ES evaluation pro-
cesses are effectively and efficiently supported by a state-
of-the art ES database, automated report generation tools
and regularly upgraded expert NFC modelling tools. This
advanced IT environment makes it possible to compare
the characteristics of isotopic species found in samples
with those predicted by theoretical models and with iso-
topic species observed at other facilities worldwide. How-
ever, the unique expertise necessary for ES evaluation is
very rare and its application to safeguards requires a long
on-the-job training period. Therefore, a well-thought-out
long-term recruitment and training plan is needed to main-
tain an adequate level of professional capacity and capa-
bility in the ES evaluation area.

2.2 DA and NDA data evaluation - detection of
nuclear material diversion

For their part, the NDA and DA data resulting from inspec-
tors’ verification sampling plans and combined with bulk
measurements, i.e. weight and volume measurements, are
compared with the State’s NMA reports to detect diver-
sion through the material balance evaluation (MBE) pro-
cess. MBE is a complex analytical activity which assesses
and combines all quantitative declared information and
verification results. In particular, at bulk handling facilities
(BHF) where material is processed in loose forms (gases,
liquids, powders), complex measurement systems are
needed to establish the flows and inventories of material.
The conclusions regarding material balances rest on re-
source-intensive statistical and metrological analyses
based on the estimation and propagation of measurement

uncertainties into uncertainties associated to balance sta-
tistics. The objective of these analyses is to determine if
the BHF operators’ imbalances and the differences be-
tween nuclear material amounts declared by operators
and measured by inspectors can plausibly be explained by
legitimate measurement errors and, hence, to draw con-
clusions on the absence of diversion from these facilities.

In contrast with ES data evaluation, MBE was developed
at a much earlier stage of the safeguards’ history and is
rooted in the criteria-driven, facility-based approach which
has long underpinned the IAEA’s conclusions. While MBE
principles and methodologies remain generally valid in the
framework of a State-level evaluation, their scope (previ-
ously restricted to material balance areas (MBA) within fa-
cilities) needs to be expanded to the analysis of the nucle-
ar material flows, inventories and balances of the whole
State, taking into account the increasing use of random in-
spection schemes in State level approaches (SLA) and the
implications for the statistical analysis of data collected ac-
cording to these patterns. In addition to this undertaking,
which poses a number of methodological challenges, new
approaches are needed to address increasingly large and
diversified data flows, to optimize the distribution of limited
MBE resources and to align them with the State-level tech-
nical objectives (TO) identified through the acquisition path
analysis (APA) performed by the SEGs. In addition, MBE
results need to be consolidated and compared with infor-
mation from other sources. Last but not least, considera-
ble progress was made in the field of IT and statistical
methodologies since MBE was first developed several
decades ago. The current migration of the safeguards De-
partmental IT platform under the Modernization of Safe-
guards Information technology (MoSalc) project provides
a unigue opportunity to adapt and evolve methodologies
and to integrate them into new software tools.

An additional and stringent practical challenge is to effec-
tively address these development needs under a static
budget with a small group of statistical analysis profes-
sionals whose primary mission is to deliver timely input to
safeguards approaches, evaluations and conclusions for
all States with extended NFCs. Priority mandates also in-
clude a substantial support to the IAEA verification activi-
ties under the Joint Comprehensive Plan of Action
(JCPOA) in Iran. Furthermore, evolving evaluation ap-
proaches and processes make it necessary to regularly
communicate and collaborate with stakeholders within
and outside the Safeguards Department through the or-
ganization of training and liaison actions. A fruitful project
to evolve safeguards verification data evaluation must
therefore rest on a well-structured and synergic strategy,
based on a clear long-term development plan and taking
into account manpower limitations while making the best
use of available extra-budgetary support, e.g. in the form
of Member State Support Program (MSSP) human
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resources and expertise. The strategy implemented by the
NFC information analysis Section since its creation in July
2011 and illustrated schematically in Fig. 3 is articulated
around a set of components whose common objective is
to promote and provide new types of evaluation reports
designed to effectively support the work of SEGs in draw-
ing sound safeguards conclusions:

-

a
add

Human
Resources

'
Newideas &
Methods

Processes &
Qc

Fig.3: Organization and components of the NFC Information Anal-
ysis Section strategy to evolve verification data evaluation under
the State-level concept

Quite evidently, the starting point of any
strategy, as represented at the top of
the diagram is to ensure sufficient hu-
man resources (HR) both in terms of
manpower and expertise. The first im-
plementation phase of the project there-
fore consisted in rebuilding a team of competent statistical
data evaluators after the Safeguards Department capabili-
ty and capacity in this field had virtually vanished following
retirements and rotation of long-standing specialized staff.
This was achieved through an extensive recruitment and
training campaign completed in 2013 and 2014. However,
maintaining adequate staffing, based on a regularly re-
viewed succession plan, remains a continuous effort, giv-
en the current shortage of adequate expertise on the
world market.

-

Human
Resources

In order to address the methodological
, component of the project and to foster

new ideas, a biennial Technical Meeting
(TM) on Statistical Methodologies for
Safeguards was initiated to establish an
overview of the methodological land-
scape in this field, gather worldwide expertise in address-
ing current gaps and questions, draft recommendations

New ideas &
Methods

around the high-level structure represented in Fig.4 below
and build a network of specialists to remedy the lack of in-
ternal resources by identifying potential MSSP support
tasks. The first TM was held in Vienna in October 2013.

Uncertainty
Quantification

Random
wverification
schemes

Data Evaluation

Fig.4: Three high-level interconnected methodological develop-
ment areas as identified during the 15t TM on Statistical Method-
ologies for Safeguards (Vienna, October 2013).

Considerable progress, described in numerous publica-
tions [10], was made to date in the first two areas (uncer-
tainty quantification and random verification schemes) and
led to the preparation of several new safeguards technical
reports (STRs), thanks to extensive MSSP support in the
form of cost free experts (CFEs) and individual support
tasks. The next phases planned include the harmonization
of uncertainty quantification terminology between safe-
guards partners (evaluators, facility operators, laboratories)
in preparation of the periodic review of international target
values (ITV -2020) as well as a methodological consolida-
tion of random inspections schemes. These topics will be
the focus of the 3@ TM in October 2017. On completion of
the prerequisite methodological work on uncertainty quan-
tification and random verification schemes, the final phase
will consist in reviewing and upgrading data evaluation
methodologies which constitute the cornerstone of the
overall project.

In parallel to the methodological review,
evaluation processes and procedures
are being adapted to the Departmental
organisation which supports the work
of the SEGs under the State-level con-
cept. Process improvements were im-
plemented in coordination with Operation Divisions in or-
der to optimize both timeliness and quality based on
available resources. Direct collaboration with inspectors in
the framework of State-level approaches have significantly
increased as well as in-field integration of evaluator exper-
tise through their participation in inspections and design
information verification (DIV) activities. This has greatly

Processes &
Qc
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improved communication and collaboration between in-
spectors and evaluators and, in some cases, has allowed
the resolution of long-standing issues. Quality control (QC)
continues to be an essential component of the data evalu-
ation activities and is now implemented at the level of the
source data, of the evaluation process and of the resulting
conclusions, by systematic peer-review, and by an addi-
tional review by inspectors in charge of facilities and States
to ensure that all in-field and operational information has
been taken into account.

In the context of the re-engineering and
integration of safeguards databases
and software under the MoSalc project
and their migration into the secure inte-
grated safeguards environment (ISE), all
legacy software that was developed
over the last decades to support statistical analysis, e.g.
sampling plans, verification performance evaluation, analy-
sis of DA sample results, and MBE, are also being re-engi-
neered and integrated under the Statistical Testing, Evalu-
ation and Planning for Safeguards (STEPS) project. The
STEPS project is designed to take into account both meth-
odological and best practise developments and is expect-
ed to substantially increase the efficiency of the evaluation
processes through the automation of calculations, QC
checks and report generation.

In the framework of the State-level con-

cept, operations inspectors and safe-

guards analysts need to understand

and consolidate conclusions from

many different sources of information.
" A structured programme of seminars is

organised by the NFC Information
Analysis Section to ensure effective communication with
safeguards analysts from different areas and with Opera-
tion inspectors. These seminars address the mathematical
rationales underlying safeguards verification strategies as
well as the statistical treatment of the quantitative data de-
clared by NFC facility operators and collected by opera-
tions inspectors. Their objective is to present the mathe-
matical and statistical methodologies applied in safeguards
in a clear and progressive way, using a minimum of formal-
ism and with special emphasis on practical examples tak-
en from everyday safeguards experience.

In addition to training and regular liaison
with IAEA partners, a valuable measure
in monitoring the quality of NMA and
verification data is a trilateral liaison
framework [11] with the SRA'® and facili-
ty operators to discuss MBE results for
the elapsed material balance period, re-
view trends in material balance statistics, investigate their

0 State or regional authority responsible for safeguards implementation.

causes and agree upon recommendations and possible
remedial actions. When available, DA sample results from
three laboratories (IAEA, RSAC/SSAC™, facility operator)
are also examined to identify biases and compare analyti-
cal uncertainties. Using not only IAEA’s and operators’
measurement results but also the SRA’s results can help
to investigate the source of significant pairwise differences
of DA sample results. The cooperation of SRAs and facility
operators with the IAEA in the framework of trilateral liaison
meetings provides a useful mechanism to remedy any is-
sue related to the quality of the operator’'s measurement
systems before it becomes a safeguards concerns, there-
by promoting a proactive rather than reactive approach.
This considerably enhances safeguards effectiveness and
efficiency since the root cause of NMA issues may be diffi-
cult to establish at a later point, when their effects on the
material balance have reached a safeguards significant
threshold. In several instances, yearly trilateral liaison
meetings organized between the IAEA, the SRA and plant
operators have noticeably improved the operators’ ac-
counting procedures and/or measurement performance.
In addition, trilateral meetings considerably increase the
quality of communications between safeguards partners
by fostering direct contacts between IAEA, SRA experts
and facility staff specialized in NMA and by making it pos-
sible to maintain continuity of knowledge on complex tech-
nical files in case of rotation of responsible staff on all
sides. Given their in-depth knowledge of industrial pro-
cesses, operational conditions and accounting systems,
nuclear fuel cycle facility operators are often the most
knowledgeable when it comes to identifying the source of
procedural or measurement issues. A regular dialogue
with them is an important confidence building measure
that improves their understanding of safeguards objectives
and practices and engages them to willingly cooperate in
ensuring the performance of the facility’s accounting and
measurement system.

Evaluation
Reports

As was commented above, the bases
for evolving DA, NDA and MBE data
evaluation reports and designing new
report types were laid by the NFC Infor-
mation Analysis Section as a keystone
and convergence point since the strate-
gy described in this paper was first im-
plemented. However, the deployment of new reports is
progressive and depends on the development stage of the
project components described above. The central chal-
lenge is to design a concept addressing the complexity of
MBE at State level while optimizing its effectiveness at de-
tecting diversion and/or misuse at key points of the State
nuclear fuel cycle. This paragraph describes some of the
main guiding principles, i.e. a) evolution from a facility ori-
ented approach to a State-level approach b) integration of

1 State/regional Systems of Accounting and Control.
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the Physical Model [8], as a backbone of the method, to
support flow analysis and information consolidation; c) use
of modern visualization tools to extract significant facts
and patterns and identify potential inconsistencies in grow-
ing volumes of data [6].

The table in Fig. 5 compares the main features of the new
data evaluation reports with the former facility-oriented
concept:

BEFORE

* Facility based evaluation
+ For BHF holding more than 150
+ Fixed criteria (e.g. detection of 15Q)

NOW

* Facility and State evaluation,

+ For any facility if relevant.

+ Focus on technical objectives.
+ Enhanced analytical content.
+ Supports SIR and SER.

* Integrated in SE cycle:

* Not fully developed in SER

* SR “crunch” - 60 facilities (~210
MBE) in 2.5 months, Needs:

v All BHF CIR Part | completed.
v All NDA reported and QC.

v All DA reported and QC.

¥ Uncertainties (RSD) actualized.

v effort spread over the year.
¥ improved quality.

v More sustainable under
reduced resources.

+ Combined with enhanced liaison.

Fig.5: Evolution from a facility oriented approach to a State-level
approach

In addition to providing a solution to resource limitations relat-
ed to internal processes and timetables, the highlight of this
new evaluation approach is that it is in line with one of the
main tenets of the SLC, i.e. it addresses specific technical ob-
jectives (TO) resulting from the SEGs’ APA and makes it pos-
sible to focus analytical resources on these TO as opposed
to systematically checking a certain number of predeter-
mined criteria. For example, while MBE evaluation was per-
formed in the past for BHF holding more than one significant
quantity (SQ) only, it can now be performed for any facility in
agreement with the SEG if this is considered relevant to an
identified acquisition path. Conversely, although it is impor-
tant to mention that all large BHF will continue to be subject
to MBE, the thoroughness of the evaluation may be adapted
to prioritize analytical resources in case diversion during a giv-
en material balance period was covered by effective and con-
clusive measures (e.g. C/S), making MBE redundant, or in
case the effectiveness of MBE is insufficient (e.g. low detec-
tion probabilities due to very large material flows/inventories).

The key principle of the method consists in visually repre-
senting nuclear material flows on a backdrop structure
based on the Physical Model (PM) as shown in Fig 6. It
can be outlined as follows:

e Facilities are represented by boxes grouped according
to their function in the State nuclear fuel cycle (stages of
the PM).

e For a period that can be customized by the user, nuclear
material flows between facilities are visualized by solid
curves whose colour represents material types and
whose width is proportional to their magnitude

(normalized in SQ), which can be read from the tick
marks on the PM separation lines.

® Beginning and ending inventories are represented ac-
cording to the same scale convention.

e Flows into and out of the States are symbolized by
ellipses.

The APAs developed by SEGs identify paths, steps and the
corresponding TOs which involve diversion or misuse of nu-
clear material at declared facilities. This makes it possible,
as described above, to align data evaluation efforts with the
results of the APA, taking into account the other safeguards
measures foreseen by the SLA. In addition, operational links
between facilities that can influence specific MBE statistics
and their trends are emphasized and integrated in the data
evaluation. Initial EXCEL-based prototypes (2011) and later
automated trials (2013) performed in collaboration with
SEGs demonstrated that the interest of the nuclear material
flow diagrams underlying this method —referred to as San-
key diagrams'™ or “Snakeys” in reference to their sinuous
appearance (Fig.6 below) - go beyond data evaluation and
can usefully support the general work of SEGs, inter alia,
the APA itself. The method has now evolved from the key el-
ements described above to include a number of interactive
features which support the current Departmental evolution
from paper to electronic deliverables. In addition, the original
concept is designed to integrate other types of relevant in-
formation (e.g. APA, SLA as well as ES, NDA and DA verifi-
cation results). It is envisioned that, in future, it could serve
as a possible portal to safeguards information in a State
seen from a nuclear material perspective.

3. Conclusion

A structured, comprehensive and synergic long-term strategy
is implemented by the Department of Safeguards’ Division of
Information Management NFC Information Analysis Section
to evolve the evaluation of verification data in order to ensure
the integration of its concepts, methods and processes into
the SLC framework while optimizing its effectiveness in de-
tecting undeclared nuclear material and activities and diver-
sion of nuclear material at declared facilities. The present pa-
per presents the complementary and mutually supporting
components of this strategy, which converge towards the
promotion and provision of new types of data evaluation re-
ports designed to better support the work of SEGs.

An essential and innovative feature of this new generation
of safeguards data evaluation reports is that it utilizes the
power of modern [T, which allows interactivity, supports the
Department’s evolution to secure electronic deliverables
and takes advantage of data visualization to complement
the limited capacity of the human brain to extract useful
and relevant information from large volumes of data.

2 Sankey diagrams are named after Irish Captain Matthew Henry Phineas Riall
Sankey, who used this type of diagram in 1898 in a classic figure (see panel on
right) showing the energy efficiency of a steam engine (from Wikipedia)
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Fig.6: Snapshot of a nuclear material flow “Snakey” diagram for a hypothetical State
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Fig.7: Data visualization can help analyze and understand large volumes of data
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Abstract:

Approximate Bayesian Computation (ABC) is an inference
option if a likelihood for measurement data is not available,
but a forward model is available that outputs predicted
observables, such as gamma counts, for any set of specified
input parameters, such as item mass. This paper reviews
ABC and illustrates how ABC can be applied in safeguards
metrology. A key aspect of metrology is uncertainty
quantification (UQ), approached from physical first principles
(“bottom-up”) or approached empirically by comparing
measurements from different methods and/or laboratories
(“top-down”). Although ABC is not yet commonly used in
metrology, an example using enrichment measurements is
used to illustrate potential advantages in ABC compared to
current bottom-up approaches. Using the same example,
ABC is also shown to be useful in top-down UQ. And, the
example shows good agreement between bottom-up and
top-down measurement error relative standard deviation
(RSD) estimates, while also allowing for the effects of item-
specific biases. As a diagnostic, in applications of ABC, the
actual coverages of probability intervals are compared to the
true coverages. For example, if an ABC-based interval for
the true measurement RSD is constructed to contain
approximately 95% of the true values, then one can check
whether the actual coverage is close to 95%. It is shown that
one advantage of ABC compared to other Bayesian
approaches is its apparent robustness to miss-specifying
the model while maintaining good agreement between the
nominal and the actual coverage.

Keywords: approximate Bayesian computation; metrolo-
gy; non-destructive assay; uncertainty quantification

1. Introduction

Nuclear safeguards aim to verify that nuclear materials are
used exclusively for peaceful purposes. To ensure that
States honor their safeguards obligations, measurements
of nuclear material inventories and flows are needed. Sta-
tistical analyses used to support conclusions require UQ,
usually by estimating the RSD in random and systematic
errors associated with each measurement method [1-9].

To monitor for possible data falsification by the operator
that could mask nuclear material diversion, paired

(operator, inspector) data are assessed. These paired data
are declarations usually based on measurements by the
operator, often using destructive assay, and measure-
ments by the inspector, often using non-destructive assay
(NDA). Statistical tests are applied one-item-at-a-time, and
also to assess for a possible trend by computing the over-
all difference of the operator-inspector values using the

D statistic, one version of which is defined as

50, -1
X
U=

—I where j indexes the sample items,O; is

the operator declaration, /; is the inspector measurement,
n is the verification sample size, and N is the total number
of items in the stratum. The D statistic and the one-item-
at-a-time tests rely on estimates of operator and inspector
measurement error RSDs that are based on top-down UQ
from previous inspections [1,2]. Inspector NDA measure-
ments are made using portable neutron and gamma de-
tectors taken into the facility, which involves challenges for
UQ (Section 3). Such an assessment depends on the as-
sumed measurement error model (for example, if the er-
rors scale with the true value then a relative error model is
appropriate) and associated uncertainty components, so it
is important to perform effective UQ [2,3,4,8,9].

Another quantitative assessment in safeguards that re-
quires UQ involves the material balance defined as MB =
T+ lgegin = Tou — longy Where T is transfers and [ is inventory.
The covariance %, ; of a sequence of n material balances
is an n-by-n matrix with the MB variances on the diagonal
and the covariances between pairs of MBs on the off-di-
agonals. The entries in X, ,; are estimated using measure-
ment error variance propagation applied to estimates of
the RSDs in random and systematic error variances for

each of the operator’'s measurement methods [1, 4-7].

MB evaluations and verification data assessments rely on
estimates of measurement error RSDs. Historical paired
(operator, inspector) data is used for top-down UQ, apply-
ing analysis of variance (ANOVA), to estimate RSDs. Bot-
tom-up UQ propagates errors in all key steps of the assay
to predict the RSD in the estimated nuclear material mass;
this error propagation is similar to that used in the guide to
expression of uncertainty in measurements [GUM, 10]. It is
common for RSD estimates from bottom-up UQ to be
smaller than those from top-down UQ [2, 9]. Currently,
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a gap between bottom-up and top-down RSD estimates
does not directly impact inspectors’ conclusions, because
the top-down RSD estimates are used to set alarm thresh-
olds in MB evaluations and verification data assessments.
However, only when there is good agreement between
bottom-up and top-down UQ can the potential to improve
an NDA method be fully understood.

Because MB evaluations and verification data assessments
rely on top-down estimates of random and systematic (see
Section 2) measurement errors, top-down RSD estimates
set a target for bottom-up UQ. One step to improve UQ is
to improve bottom-up UQ so that its RSD estimates are in
better agreement those from top-down UQ [2, 9]. Another
step to improve UQ is to estimate the uncertainty in the
RSD estimates so that any gap between bottom-up and
top-down RSD estimates can be assessed for significance
(which is not currently done in practice). Toward the goal of
improving UQ, this paper introduces ABC for both bottom-
up and top-down UQ. Any Bayesian approach provides
a probability distribution for the unknown model parame-
ters, which are the unknown random and systematic RSDs
in this context, so the uncertainties in the RSD estimates
are known. And, ABC has two potential advantages over
other Bayesian methods in this context. First, ABC appears
to be more robust to small or modest misspecifications of
the data likelihood. Second, ABC can easily accommodate
comprehensive bottom-up UQ, including effects such as
uncertainties in nuclear data and model-based adjustment
of test items to calibration items [9].

This paper is organized as follows. Sections 2 and 3 de-
scribe top-down and bottom-up UQ, respectively. Section
4 describes approximate Bayesian computation (ABC [11-
13]). Section 5 applies ABC to top-down and bottom-up
UQ for safeguards for NDA using the enrichment meter
principle (EMP [14-16]). Section 6 is a summary.

2. Top-down UQ applied to paired (operator,
inspector) data

An effective measurement error model must account for
variation within and between groups, where a group is, for
example, a calibration or inspection period. A typical mod-
el for relative errors for the inspector (/) (and similarly for the
operator O) is

Ly zﬂjk(1+81/ +R/jk)’ (1)

where /, is the inspector’'s measured value of item k (from
1 to n) in group j (from 1 to g), is the true but unknown val-

ue of item k from group j, Ry, ~N(0,87, ) is a random error

of item k from group j, S, ~ N(0,8% ) is a short-term sys-
tematic error in group j. To better understand Eg. (1), Fig. 1
plots 10 simulated values in each of 3 groups of
d=(0O-1)/ 0O values. Section 5.1 contains more informa-
tion regarding Fig. 1.

The measurement error model sets the stage for applying
ANOVA with random effects [17-19]. Neither R,U_ nor S, are
observable. However, for various types of observed data,
one can estimate their respective variances 8y, and &, For
the error model in Eq. (1), the standard deviation o, of D,

2
is o,= Nz[i—;

8s =05, +05, so alarm thresholds for D that correspond
to user-specified false alarm probabilities can be selected.
Similarly, the one-at-a-time tests also require estimates of
87 and J%, which are obtained by applying random one-
way ANOVA to real paired difference data that are as-
sumed to follow Eq. (1). Reference [3] evaluates impacts on
alarm probabilities of using estimates of &z and &7 instead
of the true quantities In some safeguards contexts such as
MB evaluation, the estimates of 87 and &z must be parti-
tioned into 87, and &7, and &5, and 85, respectively [2, 3].
Note from the expression for o, that 87 is divided by the
number of observations ng, and that &7 is divided by the
number of periods g, which makes sense according to the
error model (1) and in view of Figure 1.

2
+%] where 62 =6>,+0, and

Error model (1) does not include long-term systematic er-
ror. The short-term systematic error is assumed to change
between inspection periods [14,19] due to re-calibration
and possibly other effects. In practice, there are some-
times tests for long-term systematic error, where long-term
means as long as (or longer than) the data evaluation peri-
od, which is typically multiple inspection periods or years.
Any long-term error is investigated and will be assumed in
this paper to be zero.

3. Bottom-up UQ

NDA uses calibration and/or modelling to infer nuclear ma-
terial (NM) mass using detected radiation such as neutron
and gamma emissions. Three issues in UQ for NDA are:

1. NDA is applied in challenging settings because the de-
tector is brought to the facility where ambient condi-
tions can vary over time, and the items are often heter-
ogeneous in some way. Because of such challenges,
dark uncertainty [20] can be large, as is evident when-
ever bottom-up UQ predicts smaller RSD than is ob-
served in top-down UQ.

2. There is no UQ guide for NDA that is analogous to the
GUM. But, the GUM is typically followed for the error
variance propagation steps in UQ, and each NDA
method has a specific and documented implementa-
tion of UQ (for example, ASTM C1514 [15] for the EMP).

3. NDA is often used when test items differ substantially
from calibration items; therefore, the concept of item-
specific bias is important, and is addressed in
Section 5.
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Figure 1: Example (simulated) of 10 d = (O —/) / O values in each of 3 groups.

In NDA, error variance propagation is used as a compo-
nent of bottom-up UQ by propagating errors in inputs.
Bottom-up UQ is often approached by using the GUM'’s
measurement equation, expressed as

Y = (X, X0 X, @

for measurand Y and inputs X, X,,...,X,. The GUM ap-
plies the delta method to Eq. (2) to propagate error vari-
ances in the X, to estimate the standard deviation in Y. The
input quantities can include, for example, measured count
rates, estimates of calibration parameters or other measur-
ands, such as measured values in steps an assay method.
The delta-method assumes that f(X,, X,,...,X,,) in Eq. (2)
can be well approximated by a first-order Taylor series ex-
pansion around the mean values of each, and then the lin-
ear approximation to f(X,,X,,...,Xy) can be used to esti-
mate o} given estimates of the variances for each X; (and,
correlations between the can be accommodated). If the
first-order Taylor series is not sufficiently adequate, the
GUM recommends Monte Carlo simulation. Note that
Eqg. (2) implies that Y is random, so the GUM implicitly

adopts a Bayesian viewpoint (Section 4) without explicitly
stating a prior distribution for Y [21, 22].

Recently, the NDA community is recognizing a need for
more comprehensive bottom-up UQ that thoroughly ad-
dresses uncertainty in model-based adjustments of test
items to calibration items [2,9]. Toward that goal, several US
national laboratories are collaborating on a multi-year pro-
ject to improve UQ for NDA and the standard committee
ASTM C26.12 is another group also working on UQ for
NDA. One possible outcome of these collaborations is bet-
ter guidance on bottom-up UQ for calibration data that al-
lows for both errors in predictors and for item-specific bias.
It is also possible that approaches for better bottom-up UQ
will be provided in the next version of the GUM [21, 22].

4. ABC

Bayesian ANOVA such as could be applied to data gener-
ated from Eq. (1) has been studied [17], and Bayesian meth-
ods are slowly being adopted in metrology [9,10,21,22].
However, Bayesian ANOVA using ABC has not been well
studied. In any Bayesian approach, prior information
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regarding the magnitudes and/or relative magnitudes of &7,
and J% can be provided [21-23]. If the prior is “conjugate”
for the likelihood, then the posterior is in the same likeli-
hood family as the prior, in which case analytical methods
are available to compute posterior prediction intervals for
quantities of interest. In order that a wide variety of priors
and likelihoods can be accommodated, modern Bayesian
methods do not rely on conjugate priors, but use numerical
methods to obtain samples of 67, and &%, from their approx-
imate posterior distributions [23]. For numerical methods
such as Markov Chain Monte Carlo [23], the user specifies
a prior distribution for 85 andd, and a likelihood (which
need not be normal). ABC does not require a likelihood for
the data (but this section provides clarification regarding
the need for a likelihood in this NDA context), and, as in any
Bayesian approach, ABC accommodates constraints on
variances through prior distributions [11-13, 24-26].

The “output” of any Bayesian analysis is the posterior dis-
tribution for each model parameter, and so the output of
ABC for data generated from Eq. (1) is an estimate of the
posterior distributions of 85, and 3. No matter what type
of Bayesian approach is used, a well-calibrated Bayesian
approach satisfies several requirements. One requirement
is that in repeated applications of ABC, approximately 95%
of the middle 95% of the posterior distribution for each of
87, and &% should contain the respective true values. That
is, the actual coverage should be closely approximated by
the nominal coverage. A second requirement is that the
true standard deviation of the ABC-based estimates of 87,
and §§, should be closely approximated by the standard
deviation of the ABC-based posterior distributions of 87,
and 67, Inference using ABC can be briefly summarized as
follows:

ABC can be described using this high-level algorithm description:

ABC Inference

Foriin1,2,...,N

1. Sample & from the prior, @ ~ £, ().

2. Simulate data y’ from the model y” ~ P(y | 6).

3. Denote the real data as y. If distance d(S(y’),S(y)) < &, accept & as an observation from f,__...(6|y).

Experience with ABC suggests that the ABC approxima-
tion 10 £ e (@ | ¥) improves if step (3) is modified to in-
clude a weighting function so that values of @ ~ f_ (¢) that
lead to very small values of the distance d(S(y"),S(y)) are
weighted more heavily in the estimated posterior [24,25].

In ABC, the model has input parameters 6 and outputs
data y(f) and there is corresponding real data y_, .. For ex-
ample, the model could be Eq. (1), which specifies how to
generate synthetic / (or O) data, and does require a likeli-
hood; however, the true likelihood used to generate the
data need not be known to the user. Synthetic data is gen-
erated from the model for many trial values of 6, and trial
6 values are accepted as contributing to the estimated
posterior distribution for 6| y_, . if the distance d(y,,,. ¥(6))
between y, .. and y(8) is reasonably small. Alternatively,
for most applications, it is necessary to reduce the dimen-
sion of y, . to a small set of summary statistics S(y,,.)
and accept trial values of @ if d(S(y,, ). S(y()) < £, where
€ is a user-chosen small threshold near O. Here, for exam-

ple, Yops =d =% data in each inspection group, and

S(¥.s) includes within and between groups sums of
squares Specifically, the ANOVA-based estimator of 57

A 1 g, O —
in Eq. (1) is 05 = d, —d.’},and the usual
q. (1) is &3 n—g{;;( L —d))
& =,
DG/ :
estimate of 85, is 05 == oo —7’?. The quantities 67

and §A§ are therefore good choices for summary statistics
for ABC. Recall that because trial values of 6 are accepted
if d(S (Vs ). S(¥(6)) < €, an approximation error to the pos-
terior distribution arises that several ABC options attempt
to mitigate. Recall also that such options weight the ac-
cepted @ values by the actual distance d(S(y ., ).S(y(8))
(abctools [25] in R [26]).

To summarize, ABC applied to data following Eg. (1) con-
sists of three steps: (1) sample parameter values of 82 and
8% from their prior distribution Porior0); (2) for each simulat-
ed value of 0 in (1),simulate data from Eq. (1); (3) accept
a fraction of the sampled prior values in (1) by checking
whether the summary statistics computed from the data in
(2) satisfy d(S(¥,y ). S(¥(B)) < . If desired, aiming to im-
prove the approximation to the posterior, adjust the ac-
cepted 6 values on the basis of the actual
A(S(¥,ps ). S(¥(6)) value. ABC requires the user to make
three choices: the summary statistics, the threshold &, and
the measure of distance d. Reference [11] introduced
a method to choose summary statistics that uses the esti-
mated posterior means of the parameters based on pilot
simulation runs. Reference [12] used an estimate of the
change in posterior pposte,ior(e) when a candidate summary
statistic is added to the current set of summary statistics.
Reference [13] illustrated a method to evaluate whether
a candidate set of summary statistics leads to a well-cali-
brated posterior, in the same sense that is used in this pa-
per; that is, nominal posterior probability intervals should
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have approximately the same actual coverage probability,
and the posterior variance should agree with the observed
variance in testing.

5. EMP Example

The mass of 25U in an item can be estimated by using the
measured net weight of uranium U in the item and the meas-
ured 23°U enrichment (the ratio 23°U/U). Enrichment can be
measured using the 185.7 keV gamma-rays emitted from 235U
by applying the EMP. The EMP aims to infer the enrichment
by measuring the count rate of the strongest-intensity direct
(full-energy) gamma from decay of 2%°U, which is emitted at
185.7 keV [14-16]. The EMP assumes that the detector field of
view into each item is identical to that in the calibration items
(the “infinite thickness” assumption), that the item is homoge-
neous with respect to both the 23U enrichment and chemical
composition, and that the container attenuation of gamma-
rays is the same as or similar to that in the calibration items so
that empirical correction factors have modest impact and are
reasonably effective. If these three assumptions are met, the
known physics implies that the enrichment of 2%U in the U is
directly proportional to the count rate of the 185.7 keV gam-
ma-rays emitted from the item. It has been shown empirically
that under good measurement conditions, the EMP can have
a random error RSD of less than 0.5 % and a long term bias
of less than 1 %, depending on the detector resolution, stabil-
ity, and extent of corrections needed to adjust items to cali-
bration conditions. Some bottom-up UQ examples for the
EMP in [14,16,19] have estimated random error RSD ranging
from less than its 0.5% target to approximately 1.0% (be-
cause of item-specific biases arising due to container thick-
ness variations and other effects,) but less than the 2% to 4%
reported from corresponding top-down UQ for the 2%°U mass
in UO, drums. Also, top-down UQ reports total error RSD
(random and short-term systematic) of 4% to 20 % for some
items analyzed in [19] (the RSD tends to be larger for smaller
values of enrichment).

The known nominal enrichment in each of several stand-
ards can be fit to observed counts in a few energy channels
near the 185.7 keV energy as the “peak” region and to the
counts in a few nearby energy channels below and above
the 185.7 keV energy but outside the peak area to estimate
background (two-region EMP method), expressed as

Y=BN+R, @3),

where Y is the enrichment, N is the peak count rate near
185.7keV, R, is random error and 4, is a calibration constant.
Figure 2 is an example low-resolution (Nal detector) gamma
spectrum near the 185.6keV region. The gross count and the
two background ROI counts can be combined into one net
count, resulting in one predictor as in Eq. (3). For example, if
the same number of energy channels are used for both the
peak and background ROI, then Net count rate = Peak count

rate — Background count rate. There is usually non-negligible
error in N, so errors in predictors cannot be ignored when fit-
ting Eq. (3) to calibration data [14]. Alternatively, both peak
and background counts can be used as predictors [14-16].
There will be measurement errors in the gross and back-
ground count rates and there will often be correction factors
applied, for example, to adjust test item container thickness
to calibration item container thickness. There is much litera-
ture regarding errors in predictors and whether to fit Y as
a function of N (reverse calibration) or to fit NV as a function of
Y and invert to solve for Y (inverse calibration). Both options
should be investigated using simulation, because analytical
approximations have been shown to not be sufficiently accu-
rate either to decide between options or to assess the uncer-
tainty in the chosen option [14,27]. However, the root mean
squared prediction error (RMSE) of reverse calibration (Eqg. (3)
is an example of reverse calibration) has been generally found
to be the same as or smaller than that of inverse calibration.

Calibration data is used to compute the estimate ,5’1 of the
model parameter £, in Eq. (3). The variance of ,5’1 is not
necessarily well approximated by the usual least squares
expression because of errors in N. Therefore, [14,27] sug-
gest that the RMSE in Y be estimated by simulating the
calibration procedure, which allows for errors in N arising
from Poisson counting statistics, and also arising from oth-
er sources, such as container thickness (with or without an
adjustment for the measured container thickness) varying
among test items. Errors in N due to imperfect adjustment
for container thickness can manifest as item-specific bias.
The ABC strategy below illustrates how item-specific bias
can be understood and estimated. The RMSE in Y is de-
fined as usual, as (Y - Y, )) = EY —E(YP) + (EY - Y, ) =
= variance + bias?.

Note that one can express the calibration Eq. (3) as in
Eq. (2), where X, is /3, and X, is N, with var(4) estimated by
simulation, so GUM'’s Eq. (2) could be used to estimate
var(ﬁ) and Cov(ﬁ, )92) , although [22] points out that GUM’s
Eq. (2) is not actually designed to be applied to calibration
applications, regardless of whether there are errors in the
predictors.

In general, item-specific bias can arise due to item-specific
effects, expressed as

CRIM = g(X,, X,,.... X,,), @),

where CR is the item’s neutron or gamma count rate, M is
the item NM mass, g is a known function, and X, X,,..., X,
are N auxiliary predictor variables such as item density,
source NM heterogeneity, and container thickness, which
will generally be estimated or measured with error and so
are regarded as random variables . To map Eqg. (4), to
GUM’s Eq. (2), write

M=CR/g(X, X,....X,)=h(X

iR

54



ESARDA BULLETIN, No. 57, December 2018

! ! ! . ! ! |

i i i o i i i

o ! ! ! ! ! |
S r + BkgROI ! ! i BkgROI |

1 1 1 o 1 1 1

o | i i I o i i i
— @ i 1 ! i ' i
4 i i i o i i
) i i i i i i
W ! ' o ' ' :
@ ! ! ! ! : :
i= i i i i i i
a2 3t i i 2 i i i
= Sleeo e e  © ! |
@ 1 1 1 1 1 1
s i i i i i i
g 1 1 1 1 1 1
0 i i i Peak ROI i i i
()] 1 1 ! ! el ! |
O | 1 1 ! ! ! |
El i i i i i i

! ! ! ! ° |

s b i i | T 5

i i i i e i

! ! ! ! o |

| | | | ;T

: I : i i R I

160 180 200 220
Energy (keV)

Figure 2: Example low-resolution (Nal detector) gamma spectrum near the 185.6keV peak with two background regions (one region

below the 185.7 keV peak and one region above the 185.7 keV peak).

where the measured CR is now among the M = N+1 in-
puts. Note that Eq. (5) is the same as Eq. (4), but some of
the X account for item-specific departures from reference
items used for calibration. More specifically, Eq. (3) can be
re-expressed as

Y =g (item)N +R, (©),

where the calibration constant £,(item) varies across items
and R, is the random error in Y. Equation (6) is a random-
coefficient regression equation, and real and/or simulated
data generated from Eq. (6) can be used to estimate the
average value of g,(item). Eq. (6) is a model that can ex-
plain item-specific bias, which is usually regarded as a ran-
dom error (across items). Many NDA examples adjust test
items to calibration items using some type of modelling
[2,14]. In the EMP, an additional input variable X, could be
an adjustment for container thickness to be applied to the
detected net count rate in Eq. (6). And, one way to model
the effect of imperfect adjustment for each item’s contain-
er thickness is to include another random error in

simulated net count rates used as synthetic calibration
data, rather than to modify 4,. In practice, net count rates
are sometimes adjusted to account for the measured con-
tainer thickness, using Beer’s law, which states that the
gamma intensity after passing through a container with
densityp, attenuation coefficient # and thickness t is mul-
tiplied by exp(—upt)). Note that errors in N have the same
impact as errors in g,(item) because the term g, (item)N
appears in Eq. (6).

5.1 ABC applied to the EMP

The purpose of this bottom-up example is to show how to
apply ABC and to show how ABC makes a bottom-up es-
timate of random and systematic RSDs such as those il-
lustrated in Figure 1, and how ABC includes uncertainty in
the estimated RSDs. ABC applied to the EMP can be im-
plemented in the following 7 steps.

1) Estimate the average regression coefficient ﬂﬂ in Eq. (6)
using available real calibration data, typically consisting of
approximately 3 to 5 (Y,N) pairs. The real calibration data
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used here are Y = 0.355, 0.80, 2.175, 3.305, 5.0 (*%°U en-
richments of 5 standards) and the corresponding N=
0.062, 0.139, 0.37, 0.575, 0.866 net count rates.

2) Use the estimate ,6A'1 from (1) to generate many (S = 10°
or more) synthetic calibration runs using Y = g,(item)N + R,
to generate synthetic sets of 5 paired (Y;N) values, with run
i producing the estimate ,&, This example generated the
B,(item) values randomly and uniformly from 0.85 to 0.95.
3) Specify a prior distribution for the true enrichment g, . If
little is known about the true enrichment values, then, for
example, specify a uniform prior ranging from the lowest
possible true enrichment to the highest possible true en-
richment. This example used wide a uniform distribution
from 0.355 to 5.0, which avoids extrapolating outside the
range of the true enrichments.

4) Specify a background count rate # (this example used
Mg = 0.05) and use the estimated regression coefficient ¢,
from the regression equation N = e,(item)Y + R,, to gener-
ate a net count rate «,, that corresponds to a value of g,
sampled from its prior distribution. This example used an
RSDinY of 0.1% and in R,, of 5%.

5) Specify a count time (this example used 600 seconds) t,
simulate B ~ Poisson(u,t), G ~ Poisson(u,t), and compute
a net count rate (assuming the same number of energy
channels for the peak and background ROIs) N = % —?
6) Repeat (4) and (5) many (10° or more) times to construct
a large collection of simulated true enrichments g, and
corresponding net count rates N, which is an effective
summary statistic.

(7) For each simulated test case, simulate a value of g,
from its prior, use steps (4) and ( ) to generate N__,, and
compute the distance d(N,,N,) =| N, =N, | from N, to

eachofthei=1,2, ..., 10° reallza‘uons from step (6), and
accept those u, generated in step (6) that correspond to
[N =N,| < £ as observations from the posterior s, |N
(which in this case is somewhat complicated to specify an-
alytically) weighting inversely by the distance | N, =N, | if
desired. Linear regression was not used in this ABC imple-
mentation for predicting 4, for each simulated test value of
N, although it could have been, and note that regression is
used in step (2) to generate the 10° pairs of (#,,N) in the

training data for ABC.

The result in applying steps 1-7 is an estimate of the pos-
terior distribution for the true enrichment g, similar to that
in Fig. 3, as explained below. To assess ABC performance,
the two criteria mentioned can both be used: the estimat-
ed standard deviation of the posterior should be in good
agreement with the observed standard deviation across
test items, and the nominal probability interval coverage
should also be in good agreement with the actual cover-
age. The data plotted in Fig. 1 were generated using the

steps just given to apply ABC for both operator and in-
spector data, assuming for simplicity that both used the
EMP and both recalibrated at the beginning of periods 1,
2, and 3. The estimated standard deviation of
d,, =(O-1)/ O (which includes both within- and between-
group standard deviations) from top-down data such as
that in Fig. 1 (also using ABC as outlined in Section 4) is
0.11, which is very close to that predicted from the bottom-
up ABC (0.12 as explained in the next paragraph) posterior
standard deviations for O and /.

Recall from Section 4 that the usual ANOVA-based esti-
mator of 7, (using the multiplicative form of Eqg. (1) for both

operator and inspector) is 62, = d, —d )},

p P ) Rd n-g {;;( K /) )
g — =

z( /_d)2 ~2

and the usual estimate of 62, is 62, = = 7= —%

The quantities, &4, and &3, are therefore good summary
statistics for ABC, and were used to implement ABC for
the top-down analysis of data such as that in Fig. 1.

The 0.12 bottom-up prediction for the standard deviation
ofd, =(0-1)/ 0O isillustrated by plotting the posterior for
O for a particular N value in Fig. 3, which has a total (ran-
dom plus systematic) RSD of 0.08 (from the 7-step proce-
dure). Because this example assumes both O and | made
the same type of EMP measurements, the bottom-up pre-

diction of the RSD for d,=(0-/)/O is given by

(0.08? +0.08%) =0.11 (from bottom-up). The 0.12 top-
down estimate of the RSD of d, (see Fig. 4, using data
such as the data in Fig. 1) is the RSD of the ABC-based
posterior distribution for 5%, from top-down UQ, withg =3
groups and n = 10 paired measurements per group (as in
Fig.1). The 0.12 estimate has an associated 14% RSD, and
an approximate 95% probability interval for 5%/ is 0.086
to 0.15.

One advantage of having a probability interval for both the
bottom-up and top-down estimate of 6% is that one can
assess whether differences between the top-down and
bottom-up estimates of §,  are significant. In this exam-
ple, bottom-up UQ using ABC agrees very well with corre-
sponding top-down UQ using ABC that used simulated
O and / values as in Fig. 1; which means that in this appli-
cation, ABC is well-calibrated. Trial and error was used to
select £ =0.01 to obtain good agreement between the
ABC-based predicted standard deviation and the ob-
served standard deviation. Coverages of the ABC-based
probability intervals were checked and, as mentioned, ex-
cellent agreement between nominal and actual was ob-
served. Specifically, the 99%, 95%, and 90% probability
intervals contained approximately 99%, 95%, and 90%,
respectively of the true values of 4, .
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Because bottom-up RSD estimates are often compared to
top-down RSD estimates to look for un-modelled effects
(“dark uncertainty” [20]), it is important for RSD estimates
to include information regarding uncertainty in the estimat-
ed RSDs. In this example, ABC provides estimates of the
uncertainty in the parameter estimates (in this case, the
estimated RSDs) in the same manner that any Bayesian
analysis does, by providing a posterior distribution for each
parameter. Because the top-down and bottom-up RSD
estimates are essentially the same in this example, there is
no evidence of dark uncertainty (and there should not be,
because no dark uncertainty was simulated).

Assuming a normal distribution is not always a good approx-
imation for the actual distribution of (O-/)/O values used in
top-down UQ. So, regarding robustness of ABC in top-down
UQ, it has been found that the actual coverages are essen-
tially the same (to within simulation uncertainty) as the nomi-
nal coverages, at 90%, 95%, and 99% probabilities, for
a normal distribution and all of the non-normal distributions
investigated (uniform, gamma, lognormal, beta, t, and gener-
alized lambda with thick or thin tails) for the distribution of the
random error term R, in Eq. (6). Regarding robustness of
ABC in the bottom-up context, a key aspect of ABC is the
ease with which different forward models linking model pa-
rameters (such as the true RSDs in Eq. (2)) to model output
and corresponding summary statistics. For example, the
Poisson model used in the ABC implementation for the EMP
can be easily replaced with an overdispersed Poisson model
if exploratory analysis of real data suggests overdispersion.

/N
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Figure 3: The bottom-up ABC-based estimate of the posterior J,
(or &)
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Figure 4: The top-down ABC-based estimate of the posterior for
o7 with RSD of 14%.

6. Discussion and Summary

ABC was used for both bottom-up and top-down RSD es-
timation in simulated EMP data (using a calibration set of 5
real EMP data pairs). ABC provided robust estimates of
the posteriors for model parameters (the RSD values), so
bottom-up RSD estimates could be compared to top-
down estimates while accounting for parameter uncertain-
ty (as defined by the width of the posterior).

ABC is very well-suited for bottom-up UQ in more challeng-
ing NDA applications, for example, when the measurement
data is summarized using higher-dimensional summary
statistics, such as the estimated net areas in peak regions
of interest in gamma spectrometry [28,29], using microcal-
orimetry. Current microcalorimetry algorithms fit approxi-
mately 15 peak areas (associated with gamma ray ener-
gies) associated with different isotopes of Pu, U, and Am.
These 15 peak areas are the summary statistics used in an
ABC approach that requires a sophisticated forward model
relating known isotope abundances to detected peak area
[28,29]. The nuclear data that enter any analysis approach
(ABC or other methods) include gamma emission energies,
branching ratios, and half-lives. The branching ratios and
half-lives determine the relative intensities of each peak for
a given Pu isotopic fraction. Reference [29] indicates that
uncertainties in emission energies are not as important in
microcalorimetry as they are in lower resolution gamma
spectroscopy such as that obtained in high-purity Germa-
nium detectors, where spectral deconvolution is more chal-
lenging. ABC is compelling in spectrometry because ABC
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requires user-chosen summary statistics such as estimated
peak areas, ABC can easily accommodate uncertainty in
nuclear data, ABC can provide an estimate of the posterior
distribution of each unknown parameter, including the un-
known isotopic abundances. However, ABC requires
a good-quality forward model linking the summary statis-
tics to the isotopic abundances as well as to fundamental
nuclear data that has recognized uncertainties.

Only when there is good agreement between bottom-up
and top-down UQ can the potential to improve an NDA
method be fully understood. Many NDA methods require
calibration, so one type of bottom-up UQ involves calibra-
tion data. Although calibration might appear to be a simple
application of regression, [9,14] illustrate that simulation is
needed for effective bottom-up UQ in NDA because sam-
ple sizes are small, a ratio of random variables in the cali-
bration analysis is used, and there are non-negligible error
variances in predictor and response. In addition, calibra-
tion data should include item-specific effects that will be
present in testing data. As illustrated for the EMP, ABC is
a good tool for bottom-up UQ. Once improved bottom-up
UQ is implemented, any remaining disagreement between
bottom-up and top-down UQ could indicate, for example,
that there are missing sources of uncertainty in bottom-up
UQ [20], that the data and/or error model are not what are
assumed, or that correlations among inputs in the measur-
and equation (Eq. (2)) are not adequately estimated.

ABC is also effective for top-down UQ, for example, in paired
(O,)) data. The advantages of a modern Bayesian approach
applied to paired (O,/) data include the facts that one can: (1)
accommodate any prior and any likelihood; (2) enforce any
type of constraint, such as ratios of variances, with appropri-
ate choice of prior, and (3) assess whether an implementa-
tion is well calibrated; for example, simulation can assess
what fraction of 95% posterior probability intervals actually
contain the true parameter such as aﬁd. Disadvantages of
a Bayesian approach include: (1) bias has to be assessed by
sensitivity studies that vary the true and assumed likelihood
and/or prior, and (2) numerical approaches such as Markov
Chain Monte Carlo are easy to implement, but the user must
perform convergence diagnostics to check whether one is
really sampling from the correct posterior. ABC does not
avoid such convergence issues, but the illustrated simulation
strategy allows one to assess whether the chosen summary
statistics, the distance measure, and the acceptance thresh-
old lead to a well-calibrated approach.
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Abstract:

In nuclear safeguards, two measurement methods are
sometimes used to infer nuclear material mass. Suppose
that the method 1 and 2 estimates are 1.0 kg and 1.5 kg,
respectively. Using generalized least squares (GLS) to
combine two estimates has a long history dating to its
development by Gauss in 1795. In some settings, GLS
exhibits curious behaviour, as described in Peelle’s
Pertinent Puzzle (PPP) where the GLS estimate to combine
the 1.0 and 1.5 estimates is 0.88. PPP was introduced in
1987 in the context of combining two or more estimates of
fundamental parameters that arise in nuclear interaction
experiments. When PPP occurs, the GLS estimate is
outside the range of the data, which has led to concerns
that GLS estimation is flawed. This paper describes GLS
estimation and PPP and points out that PPP can only
occur if the two estimates are highly correlated and have
different variances. Next, this paper shows that PPP can
arise in an example from safeguards, in which the goal is
to estimate the average nuclear material mass in N items.
A sample of n, items from the population of N items is
measured by a lower-quality assay method; a subsample
n, ofthe n, sampled items is also measured by a higher-
quality assay method. This paper shows that PPP can
arise in applying GLS to combine the estimates from the
lower-quality and higher-quality assay methods, for any of
three different measurement error models. Model A is the
same as that used by a conventional safeguards model.
Model B is a modification of model A. Model C arises
when both assay methods are calibrated using reverse
regression, which in recent uncertainty quantification
studies has been shown to outperform classical regression
followed by inversion.

Keywords: combining two measurements, generalized
least squares, Peelle’s pertinent puzzle

1. Introduction

Nuclear safeguards aim to verify that nuclear materials are
used exclusively for peaceful purposes. To ensure that
States are honouring their safeguards obligations, meas-
urements of nuclear material inventories and flows are
needed. Statistical analyses used to support conclusions
require uncertainty quantification (UQ), usually by

estimating the relative standard deviation (RSD) in random
and systematic errors associated with each measurement
method [1-10].

This paper uses a safeguards quantitative verification
measurement example to show the importance of accu-
rate UQ of measurement errors and to show that although
PPP can arise, GLS is still an effective option to combine
two or more measurements of the same unknown true
quantify.

The safeguards example modified slightly from [1] is as fol-
lows. The average nuclear material mass in N items is to
be estimated by selecting n, items at random and measur-
ing these items with measurement method #1, a non-de-
structive assay (NDA) device, such as a neutron multiplicity
counter. The NDA device is then re-calibrated by randomly
selecting a subset n, of the n, items and measuring them
by measurement method #2, a destructive assay (DA)
method, a balance and mass spectrometer. The problem
is to estimate the population mean using the (n, + n,)
measurement results and to determine the variance of the
estimate. As a specific example, the population may be
N containers of U. The quality characteristic is the average
mass of U-235.

Suppose in this example that the method 1 estimate is 1.0
kg and the method 2 estimate is 1.5 kg. For a particular
covariance matrix [2] that contains the variances of the two
estimates on the diagonal (0.1134 and 0.0505) and the co-
variance between the two estimates on the off-diagonal
(0.06), the GLS estimate that combines the 1.0 and 1.5 es-
timates is 0.88. Under what conditions is it reasonable for
the GLS estimate to be less than the smaller of the two
measurements of nuclear material (NM), or greater than
the larger of the two measurements? As [3] explains, the
0.88 estimate is reasonable if the two methods have large
positive correlation and method 1 has smaller variance.
Note that if the GLS estimate fell between 1.0 and 1.5, it
would appear that the two methods have negative correla-
tion. Because 0.88 is smaller than both 1.0 and 1.5, it ap-
pears that the two methods have a strong positive correla-
tion, which is indeed the case. The unequal variances of
method 1 and 2 provide information regarding whether the
population NM mass is more likely to be less than the min-
imum or greater than the maximum of the two estimates.
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In this case, the 0.88 estimate is closer to the method 1
estimate, which has smaller variance than the method 2
estimate.

This paper is organized as follows. Section two reviews
GLS and PPP. Section three describes the safeguards ex-
ample from [1], and modifies the measurement error as-
sumptions from the example. Section four presents simu-
lation results and shows that PPP can arise in the
safeguards example. Section five summarizes and empha-
sizes the importance of accurate UQ.

2. Generalized Least Squares (GLS) and
Peelle’s Pertinent Puzzle (PPP)

21 GLS

GLS for parameter estimation has a long history dating to
its development by Gauss and Legendre in the early 1800s
[11]. PPP was introduced in the context of estimating fun-
damental parameters that arise in nuclear interaction ex-
periments [2]. In PPP, the GLS estimate is outside the
range of the data, eliciting concerns that GLS is flawed
[4,5]. Reference [3] defended GLS in the PPP context and
provided an example when PPP can occur. Although PPP
examples remain relatively rare, the present paper illus-
trates that PPP can occur in the example from [1], and also
defends GLS as an effective option to combine two (or
more) estimates of the same quantity, regardless of wheth-
er PPP occurs.

To illustrate GLS, denote the results of two assay methods
on the same item as X, and X,. GLS applied to X, and X,
provides the best linear unbiased estimate (BLUE) & of «,
regardless of whether PPP occurs [6]. Here, “best” means
minimum variance and unbiased means that the average
of 4z across many realizations of the same procedure is the
L (X M € A

true value . Note that one can write = +
M,

,

e R
where [ ! ]=( , or if there are also systematic errors,
e2

2
e S R
Tl= T 4] ] W where S, is the systematic error of
eZ 82 F])Q)

method 1, A, is the random error of method 1, and similarly
for method 2 [7-10]. This paper uses either ¢ or T, depend-
ing on the context, to denote the true NM mass in an item.

X )
Denote the 2-by-2 covariance of [X1 'as X with the

2)
method variances o7, and o3, as the diagonal entries and

the method covariance o2, =03, as the off-diagonal

X
entries. The well-known GLS estimate is i = 0(3721[ 1 ]

X2
where G" =(11)

o’ =(G'T'G)".

c=(G'L'G)", and the variance of i is

In the example, u# is the unknown and writing
it=aX, +(1-a,)X,, note that

o, =ajoy +(1-a) oy +2a(1-a)oy . Then the GLS
solution /}:CGTZ‘[X‘ J arises from standard calculus

2

(by setting the derivative of ofl with respect to a, to zero
and solving for a,) or from projection matrix results in linear
algebra. The result is a,=c, where c=(c,c,)=
=(c,,1-¢,)=(G"2'G)'G’L7" The estimate 4 is a weighted
average of the two estimates, with weights summing to 1.
In the case of uncorrelated measurements, with zeros on
the off-diagonals of X, the weights are proportional to the
inverse of the respective variances, so
a,=c, =0, /(o7 +0%). If the measurements are uncorre-
lated, then the GLS estimate is guaranteed to be between
the two estimates.

2.2 PPP

PPP is defined as either [ >max(x, x,) or
£ <min(x,, x, ). Sivia [12] gave a condition on X for which
PPP cannot occur, expressed as: if p < min(ﬁ,ﬁ) then
o, O,
PPP cannot occur. In practice, entries in £ are estimated,
and so [3] shows that there are situations where it appears
that PPP occurs when it does not, and vice versa. A theo-
rem in [3] shows that if g, and a, =1-a, have opposite
signs, then PPP occurs:

Theorem 1. Suppose &, and a, = 1—a,have opposite signs.
Then either [I >max(x,, x,) or fi <min(x,, x,). That is,
fwill always fall outside the range of (x,, x,). The simple
proof from [3] of Theorem 1 is given here.

Proof. First assume a,>1 and a, <0. If x, < x, then
i =ax, +a,x, <ax, +a,X, = x, because a, <0. Similarly,
if x,>x, then u=ax,+a,x,>ax,+a,x,=x, because
a, <0. The proof is completed by next assuming a, <0
and &, > 1, and following similar steps.

3. The Safeguards Example

Jaech [1] used the following model, Eqg. (1) for the better
(DA) measurement and Eq. (2) for the worse (NDA)
measurement:

Xy =T, +5+hR, (1),
Xy =PT + Ry, ),

where T, is the true value (in kg) of item /, S, is the system-
atic error of method 1, R, is the random error of method 1,
[ is a constant that is estimated from calibration data. Es-
timation error in ﬁA’ leads to systematic error in method 2. In

no no
this context, g is estimated using ﬂ:ZXZ, ZX”,

i=1 i=1
which is a ratio of random variables. In many applications,
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including this one, the variance of a ratio of random varia-
bles must be estimated by simulation because the esti-
mate of variance based on the linear first-term Taylor se-
ries approximation is not accurate [8-10]. Then, the method

1 estimate of the population mean is j, = ZXL, /n, and the

i=1
method 2 estimate is z, =%ZX2‘, /'n,. This example in-
i=1

volves measurement error in both X, and X,, so the
literature on “errors-in-predictors” is relevant [13,14] , and
the variance in Z is estimated by simulation in Section 4.

Rather than the way that GLS was presented in Section 2.1,
GLS is often presented in the context of estimating £ in
a linear regression relating response Y to, for example, pre-
dictors X, and X,, denoted Y = 8X +e [6], where X is
a matrix with n rows containing X, values in column 1 and
X, values in column 2. Perhaps this is why [1] did not recog-
nize this safeguards example as one for which known GLS
results apply (as shown in Section 2.1). So, instead of ap-
plying known GLS results, [1] re-derived the GLS solution,
by setting the derivative of an approximate expression for
0'; with respect to g, equal to zero to solve for the value &,
that minimizes the approximate expression for 0'5. The ap-

proximation result from [1], which is evaluated in Section 4,
2 _ 2
na“ +n, —2an, —1//\/}0}2, rol+ O
n(n-n,) n,

n(1-ay’o?,
I71(I7 - /71),52

. 2~
isoy, = {

N
@), where o2 = Y (T, =T /(N =) (4).

i=1
To arrive at Eq. (3), reference [1] ignored estimate error in
£, assumed £ = /f, and applied standard error variance
propagation to a linear Taylor-series approximation of 4.
Simulations in Section 4 show that estimation errors in the
covariance matrix £ can lead to the belief that PPP occurs
when it does not, and vice versa.

This paper uses three distinct error models for example 1.
Jaech’s [1] Equations (1) and (2) will be referred to as mod-
el A. As model B, instead of Equations (1) and (2), one
could use the more common error models [7]:

’EX <
I
~
+ o+
K%
—+
ey
©)

where Eq. (5) is the same as Eq. (2), and Eg. (6) explicitly
provides the systematic error for method 2. Again, T, is the
true value of item i, SX1 ~ N(O,0'31),is the short-term sys-
tematic error of method 1, R, ~N(0,05) is the random
error of method 1, and similarly for method 2 in Eq. (6).
Note that model B is not the same as model A unless
S, =T(£ 1), which is a relative error model for S,

As for model C, the data that were used to calibrate meth-
ods 1 and 2 prior to measuring the sampled items could
be used. Recent numerical evaluations of four calibration

options have led a recommendation to use reverse calibra-
tion [8-10], using n (X,,,T;) pairs to fit T, = 4, + £.X, + R,
and n (X,,,T)) pairs to fit T, = £, + 5,,X,,; + R,, for method
two. The calibration options evaluated in [8] are to apply
classical regression, fitting X, =&, + &7 + A, , and then in-
verting to solve T = (X, —&,)/ &, (and similarly for method
two), or to apply reverse calibration, directly fitting
T, =, + 5X, +R,. Both options can adjust for errors in
predictors or not, so there is a total of four calibration op-
tions. The reverse calibration option without adjusting for
errors in predictors (but using simulation with errors in pre-
dictors to accurately evaluate the behaviour of the esti-
mate) has been found to have the same or smaller estima-
tion error, so it is the only option evaluated in Section 4.
Figure 1 plots the observed bias in 1 (of 10%) simulation
with 3 standards, and as shown in [8], model C can be ex-
pressed as:

=

with both additive and multiplicative systematic errors. The
additive systematic error arises from estimation error in the
intercept. The multiplicative systematic error arises from
estimation error in the slope, increasing from O at the mid-
dle of the calibration data to large positive or negative val-
ues near the ends of the calibration data. Some of the
well-known results for least squares regression are rele-
vant for evaluating calibration data; however, reverse cali-
bration is not a straight-forward application of regression
because of the errors in predictors, and [8-10] recommend
simulation for accurate model fitting and uncertainty quan-
tification arising from calibration data.

2,
g B,
‘% 1 Method 1
-“.‘_} i % 7 Method 2
1222;2)}

.8 7 ‘_%z;
@ 422“%
m 5o N
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Figure 1: Bias versus true value for method 1 and method 2
in one calibration.
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4. Simulation Results for the Safeguards

Example

Recall that PPP was introduced in [2] for
0.1134 0.06

z= for which the values
0.06  0.0506

a,=1.22a,=-0.22, minimize 0'5 and

4=122x1-0.22x1.5=0.88. Estimation errors in the
sample covariance matrix 3 to estimate £ can make it ap-
pear that PPP does not occur. For example, in 10° simula-
tions in R with n = 10, 100, and 1000 (X,, X,) pairs, the rel-
ative frequency that £ leads to the wrong conclusion that
PPP does not occur is 72%, 40%, and 0%, respectively.
Estimation errors in the sample covariance matrix 3 to es-
timate £ can also make it appear that PPP does occur
0.1134 0.0506
0.0506  0.06 }
a,=0.13,a,=0.87, so PPP does not occur, but in 10°
simulations in R [15] with n = 10, 100, and 1000 (X, X,)
pairs, the relative frequency that 3 leads to the wrong con-
clusion that PPP does occur is 32%, 14%, and 0%,
respectively.

when it does not. For example, with =[

It was found using 10° simulations in R [14] that PPP can
occur for models A, B, and C. It was also found that Eq. (3)
is not sufficiently accurate for af, (see results in Sections
4.1-4.3). The values in the covariance matrices given below
are repeatable to the number of digits shown across sets
of 108 simulations. In all the results below,
N = 100, =100,0, = 50.

41 Model A

The example from [1] was evaluated by simulation in R [15]
using n, =30,n, =50, =10, =014=110,,=0.1.

384 399 which
399 838

implies that the correlation between Method 1 and 2 is
0.70, and that a, =1.04,a, =-0.04, so by Theorem 1, PPP
occurs. Figure 2 plots the root mean squared estimation
error in 4 versus a.

The estimated covariance matrix is & =

Figure 3 plots the observed and predicted o, using Eq. (3)
from [1] versus a,. Note that Eq. (3) from [1] is not an accu-
rate approximation. It is noted here that reference [1] did

mn
not use 4, :%zXz,/nw, but instead used
i=1

1 n—=no
L, :z z X,, 1(n,—n,), which uses only those NDA
i=1
measurements that were not used to estimate 2.
All simulations evaluated both options. It was found that
both options can lead to PPP, but the first option has

smaller estimation error, so the reported results all used

mn
/}22%2X2_,/n1. However, Figure 3 used
i=1

n=no

i, = % Z X,, 1 (n, —n,) because Eq. (3) from [1] was for
i=1

ny=no

N 1

Hy =~ z X, 1(n, =ny).
Y =

4.2 Model B

The modified example from [1] was evaluated by simulation
in R [15] using n,=20, n,=5, o, =10, =10, =2,0,, =2.
333 343

, which
343 784

implies that the correlation between Method 1 and 2 is
0.67, and that a, =1.02,a, =-0.02. so by Theorem 1, PPP
occurs.

The estimated covariance matrix is < =

4.3 Model C

The modified example from [1] was evaluated by simulation
in R [15] using N = 100, n,=20, n,=10, T =100, &, =50,
B, =14,=100 , 0+, =0.003,04, =0.003,0;, =0.04,
0p, =0.04. There were 3 calibration items, with true val-
ues of 100, 550, and 1000 grams. The estimated covari-
835 850
850 1357
relation between Method 1 and 2 is 0.80, and that
a,=1.03,a, =-0.03, so by Theorem 1, PPP occurs.

ance matrix is £ = which implies that the cor-

Models A, B, and C can all exhibit PPP and for the numer-
ical examples chosen, models A, B, and C have
a,=1.04,a,=-0.04 , a,=1.024a,=-0.02, and
a,=1.03,a, =-0.03, respectively.

25
—

RNMEE
25

20
|
)

Figure 2: The RMSE versus &, for model A. The minimum RMSE
occurs at @, =1.03,a, =-0.03.
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-- Predicted
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50
/

Figure 3: Observed and predicted value for Model A (from Eq. (3)
from reference [1]) of 0, versus a,.

5. Summary

Recent work on uncertainty quantification [8-10] for NDA
has found that simulation is needed for high-quality uncer-
tainty quantification. This paper provides another example
where simulation is needed for high-quality estimation of
the 2-by-2 covariance matrix £ of two assay methods. The
example was a safeguards measurement example from [1]
in which a sample of items was assayed using both a low-
er uncertainty (DA) method and a higher uncertainty (NDA)
method was re-evaluated. First, it was shown that general-
ized least squares can be applied to optimally combine the
resulting two estimates, 4, and /z, of the population mean.
/. Second, it was shown using simulation for any of three
measurement error models, that there is large positive co-
variance between the two estimates, 4, and #,, and one
estimate has much larger variance than the other. Third, it
was shown that PPP can occur for all three models. Be-
cause PPP is a somewhat rare phenomenon, this finding is
of interest. However, safeguards analysts need not be con-
cerned if PPP occurs in such an example; because it is an
understandable behaviour of GLS [2-4,16] in examples
with large positive covariance matrices. Analysts are ad-
vised to use simulation to ensure high-quality estimates of
X so that analysts know when PPP does occur. Reference
[16] considers alternatives to PPP when there is non-negli-
gible estimation error in X.
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Abstract:

The Digital Cherenkov Viewing Device (DCVD) is one of the
tools available to a safeguards inspector performing
verifications of irradiated nuclear fuel assemblies in wet
storage. One of the main advantages of safeguards
verification using Cherenkov light is that it can be
performed without moving the fuel assemblies to an
isolated measurement position, allowing for quick
measurements. One disadvantage of this procedure is that
irradiated nuclear fuel assemblies are often stored close to
each other, and consequently gamma radiation from one
assembly can enter a neighbouring assembly, and
produce Cherenkov light in the neighbour. As a result, the
measured Cherenkov light intensity of one assembly will
include contributions from its neighbours, which may
affect the safeguards conclusions drawn.

In this paper, this so-called near-neighbour effect, is
investigated and quantified through simulation. The
simulations show that for two fuel assemblies with similar
properties stored closely, the near-neighbour effect can
cause a Cherenkov light intensity increase of up to 3% in
a measurement. For one fuel assembly surrounded by
identical neighbour assemblies, a total of up to 14% of the
measured intensity may emanate from the neighbours.
The relative contribution from the near-neighbour effect
also depends on the fuel properties; for a long-cooled,
low-burnup assembly, with low gamma and Cherenkov
light emission, surrounded by short-cooled, high-burnup
assemblies with high emission, the measured Cherenkov
light intensity may be dominated by the contributions from
its neighbours.

When the DCVD is used for partial-defect verification,
a 50% defect must be confidently detected. Previous
studies have shown that a 50% defect will reduce the
measured Cherenkov light intensity by 30% or more, and
thus a threshold has been defined, where a >30%
decrease in Cherenkov light indicates a partial defect.
However, this work shows that the near-neighbour effect
may also influence the measured intensity, calling either for
a lowering of this threshold or for the intensity contributions
from neighbouring assemblies to be corrected for. In this
work, a method is proposed for assessing the near-
neighbour effect based on declared fuel parameters,
enabling the latter type of corrections.

Keywords: DCVD; partial defect verification; Cherenkov
light; Geant4; Cross-talk

1. Introduction

Irradiated nuclear fuel assemblies are commonly stored in
water for radiation protection, as well as for decay heat re-
moval. As a result of the interactions of the radiation emanat-
ing from the fuel assemblies with the surrounding water,
Cherenkov light is produced This Cherenkov light has fre-
quently been assessed by safeguards inspectors, using the
presence, characteristics and intensity of the Cherenkov light
to verify that the object under study is an irradiated nuclear
fuel assembly, and not some other non-radioactive item.

The dominant path of Cherenkov light production is that
gamma rays emitted in the decay of fission products enter
the water, and are either photo-electrically absorbed or
Compton-scatter off an electron. If the electron receives
sufficient energy from the gamma ray, it will radiate Cher-
enkov light. In addition, high-energy beta-decay electrons
can pass through the cladding and enter the water to pro-
duce Cherenkov light directly, though this contribution will
be minor compared to the Cherenkov light produced by
gamma decays. Neutrons cannot directly produce Cher-
enkov light since they have no electric charge, but radia-
tion following a neutron interaction, such as e.g. inelastic
scattering or fission of a uranium nuclei, can contribute.
However, due to the low intensity of neutron emissions
compared to gamma emissions, this contribution is ex-
pected to be negligible.

The Digital Cherenkov Viewing Device (DCVD) is one of the
tools available to safeguards inspectors to measure the
Cherenkov light emissions from irradiated nuclear fuel as-
semblies in wet storage. The DCVD can be used for gross-
as well as partial-defect verification [1]. The type of partial
defect analysis under study in this paper relies on compar-
isons of the measured intensities to predicted intensities,
where removal or replacement of a fraction of the fuel rods
will result in a lowered Cherenkov light intensity.

One of the main advantages of the DCVD is that the fuel
assemblies do not have to be moved to an isolated area
for measurement. A downside of measuring the assem-
blies where they are stored is that gamma radiation from
closely stored assemblies can enter neighbouring
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Measured intensity

/

Predicted intensity

Figure 1: lllustration of the calibration procedure and partial defect verification method using the DCVD. For each fuel type, a linear fit is
made between the predicted and measured intensity, where the fitted slope relates the predicted and measured intensity values. If any
measured value deviates by more than 30% from the predicted (red square), a partial defect may be suspected.

assemblies and cause Cherenkov light emission there.
This cross-talk, referred to as the near-neighbour effect, in-
troduces a measurement error that is not compensated for
in the currently deployed inspection procedure. The aims
of this paper are: (i) to characterize and quantify the near-
neighbour effect under selected fuel storage conditions, (ii)
to identify how the near-neighbour effect affects the par-
tial-defect verification procedure currently used, and (iii)
suggest a method for its compensation.

1.1 Partial defect verification of used nuclear fuel
using the DCVD

There are two methods used to detect partial defects in
nuclear fuel assemblies with the DCVD. The first method
uses image analysis to detect empty rod positions, and
can be used to detect any removed rods in visible posi-
tions, as seen from the measurement position above the
fuel. The second method is used to detect possible substi-
tution of 50% of the fuel rods in an assembly. This method
relies on the comparison of the measured intensity to
a predicted intensity, based on operator-provided fuel dec-
larations. In this analysis, the measured fuel assemblies
are grouped by fuel type, so that each group contains fu-
els with the same physical design. For calibration within
each group, the measured and predicted intensities are re-
lated by a linear fitting, as illustrated in Figure 1. As a result
of this calibration, the predicted intensity values do not
correspond to absolute measured intensity, but to a rela-
tive intensity of all fuel assemblies of the same type, and
deviations from the group’s linear fit call for further investi-
gations of possible reasons. It is known from simulations
that if 50% of the rods in an assembly are substituted with
non-radioactive rods, the Cherenkov light intensity will be
reduced by at least 30% [2]. Thus, if any measured intensi-
ty of an assembly is more than 30% lower than expected,
a partial defect may be suspected.

Up until recently, the prediction method used was based
on a parameterization of the Cherenkov light intensity as

a function of burnup and cooling time in a BWR 8x8 con-
figuration [3]. This method is currently being replaced by
a new method [4], which more accurately considers the
fuel irradiation history by calculating the inventory of fission
products using ORIGEN [5], by considering the geometry
of the fuel assemblies, and by including Cherenkov light in-
tensity contributions from both gamma and beta
decays [6].

1.2 DCVD measurements and the near-neighbour
effect

During a measurement, the DCVD is typically mounted on
the railing of a moveable bridge, looking down on the fuel
storage pond. The fuel assemblies are typically stored
densely enough that radiation from one fuel assembly may
enter neighbouring assemblies and create Cherenkov light
there. Due to the relatively long distance that the radiation
must travel to reach a neighbour, only gamma-ray emis-
sions are expected to contribute to the near-neighbour ef-
fect. The intensity of neutron emissions is too low in com-
parison to gamma emissions to contribute significantly,
and the ranges of alpha and beta particles are too short to
contribute. This work hence considers only Cherenkov
light produced due to gamma-decays of fission products.
The magnitude of the near-neighbour effect is a function of
the distance between the fuels, the amount of storage
rack material present in between the assemblies and the
energy spectrum of the gamma-ray emissions, which de-
pend on the fuel cooling time.

In Figure 2, an example is shown of the storage situation at
the Swedish Central Interim Storage Facility for Spent Nu-
clear fuel (Clab), where 25 BWR fuels are stored in one fuel
basket. The fuels are stored very close to each other, be-
ing separated by 4 mm of borated steel. At a reactor fuel
pond, there is typically more distance in between the fuels
for criticality safety reasons, and it is also more likely that
fresh or low-burnup fuel is stored close to high-burnup
fuel, which in turn may cause a significant near-neighbour
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Gamma radiation causing
Cherenkov light emission in
neighbouring assemblies N 5

% N4

Main N1 N3

Figure 2 : Left: DCVD image of 25 BWR fuels stored at the Swedish Central Interim Storage Facility for Spent Nuclear Fuel (Clab). Image
courtesy of Dennis Parcey, Clab, and the Canadian Nuclear Safety Commission (CNSC). Right: For an active assembly emitting gamma
radiation, called main, this paper analyses the Cherenkov light produced in the neighbouring assemblies, labelled N1 to N5, by gamma
radiation originating from the main assembly. For symmetry reasons, all surrounding assemblies in a 5x5 grid may be defined using labels

N1 to N5.

intensity in the low-burnup neighbours. Low-burnup fuel
will give rise to relatively low levels of gamma emission and
consequently low levels of Cherenkov light, in comparison
to high-burnup, short-cooled fuel. Accordingly, a large
fraction of the gamma radiation in a low burnup fuel may
have its origin in neighbouring high-burnup fuel, thus a sig-
nificant fraction of the Cherenkov-light emission in the low-
burnup fuel may be attributed to the near-neighbour effect.
To be able to refer to the different neighbouring position in
a storage rack, Figure 2 also labels the five neighbour po-
sitions considered in this work, where position N1 shares
one side with the main assembly causing the near-neigh-
bour effect in the studies, N2 shares a corner with the
main assembly, and N3-N5 are one row/column further
away. Other positions in a 5x5 grid may be referred to us-
ing these labels due to the symmetry of the storage
situation.

2. Definition and characterization of
the near-neighbour effect

In this work, the near-neighbour effect is studied in terms
of the effect of one assembly emitting gamma radiation
(“Main” in Figure 2) to its neighbours (N1-N5). The results
will be presented as the ratio, NNR, of the Cherenkov light
intensity in a neighbour (/....,) Produced by gamma radi-
ation from the main assembly, as compared to the intensi-
ty in the main assembly itself (/ or

ma/’n) ’

|
NNR = -2elghbour. 1)

main

Note that by this definition, the intensity / . is caused only
by fission product decays in the main assembly. For real
measurements, this value is not accessible due to the
near-neighbour effect, though /. can be predicted using
one of the available prediction models [3] [6]. Furthermore,
this study is limited to gamma-ray and bremsstrahlung
emission, whereas it has been shown that beta particles
may increase /... by 1-10%, depending on fuel assembly
type, irradiation history and cooling time [4]. There are neg-
ligible beta particle contributions to / because of their

neighbour
short travel range in water.
2.1 Simulations

To characterize the near-neighbour effect, simulations
were run for two different fuel assembly configurations,
BWR 8x8 and PWR 17x17, and for two different fuel stor-
age situations. The simulations were performed using
a toolkit based on Geant4 [7], which is a further develop-
ment of a previously used toolkit for simulating the Cher-
enkov light production in irradiated nuclear fuel [8].

The fuel assemblies were modelled including fuel rods and
control-rod guide tubes for PWR, respectively a water
channel and a fuel channel surrounding the rod configura-
tion for BWR. The dimensions of the simulated fuel assem-
blies are given in Table 1. In addition, walls of a square
steel storage rack were also included in the simulations.
Vertically directed Cherenkov light was analysed in the
simulations, since the DCVD will measure the vertical light
component given the measurement situation with the
DCVD situated above the fuel. Cherenkov light at an angle
smaller than 3 degrees to the vertical axis was considered
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representative of the vertical light component in the simu-
lations, and this value also allows for comparisons with
earlier simulation results [8]. This angle is wide enough that
sufficient statistics can be obtained in the simulations in
reasonable time, while being narrow enough to represent
the vertical component.

BWR 8x8 PWR 17x17
Number of fuel rods: 63 264
Fuel pellet diameter [mm]: 10.44 8.18

Cladding thickness [mm]: 0.91 0.57

Rod centre to centre
distance [mm]:

16.3 12.6

Table 1: Dimensions of the simulated fuel assemblies.

The fuel depletion code ORIGEN [5] was used to assess
the gamma spectrum for fuel assemblies with burnups of
10, 20, 30 and 40 MWd/kgU, and cooling times ranging
from 0.25 to 60 years. The initial enrichment was set to 2%
in all cases. These fuel parameter sets were chosen to be
comparable to earlier studies [3] [8] . Fuels with 10, 20 and
30 MWd/kgU burnup were simulated as irradiated for four
cycles, where each cycle consisted of 312.5 days of irradi-
ation and 46 days of cooling, for a total of 1250 irradiation
days. The power levels for the three lower burnups were 8,
16 and 24 kW/kgU, respectively. For the 40 MWd/kgU
case, the power level remained at 24 kW/kgU, and the fuel
was irradiated for 5 cycles. Note also that the gamma
spectrum provided by ORIGEN includes both gamma-rays
from fission product decays as well as bremsstrahlung
produced when beta-particles are stopped in the fuel
material.

2.2 Effects of burnup and cooling time for BWR
assemblies

Figure 3 shows results of the simulations of the near-
neighbour effect for BWR 8x8 fuels with a burnup of 40

0.1 .

MWd/kgU, for the fuel storage situation shown in Figure 2,
with a 4 mm steel wall separating the assemblies. As can
be seen, the N1 position is most strongly affected by the
near-neighbour effect, with an NNR up to 2.9% of the main
assembly intensity. For the N2 position, the near-neigh-
bour effect is weaker, however; the NNR value is affected
by attenuation in the assembly at N1, and will differ if the
N1 position is occupied or vacant (called “N2” respectively
"N2 only” in Figure 3). Accordingly, it is not only important
to consider the properties of the emitting fuel assembly
when estimating the near-neighbour effect; it is also im-
portant to consider which nearby positions that do not
contain fuel to estimate the effect correctly. With N1 occu-
pied, the intensity in N2 is up to 0.4% of the main assem-
bly intensity, and with the N1 absent, it is up to 0.9% For
the N3 position, if N1 and N2 are occupied the near-neigh-
bour effect is at most 0.05%, and could be neglected.
However, if N1 and N2 are absent, the near-neighbour in-
tensity in N3 can be up to 0.5% (called “N3 only” in Fig-
ure 3), comparable to the intensity found at N2. The inten-
sities in the N4 and N5 positions were found to be
negligible in all cases simulated.

As can also be seen in Figure 2, the near-neighbour inten-
sity ratios NNR, (Eq. (1)), reach maxima at a cooling time of
around 1 year. As an example, the N1 position has a maxi-
mum NNR value at 1 year of 2.9%, which decreases to
1.9% after 40 years cooling. This is due to the changing
gamma spectrum of the fuel assembly with cooling time
[9]. For short-cooled fuel, several high-energy gamma-
emitting isotopes are still present, which have relatively
long range and thus contribute more to the near-neighbour
intensity. As the fuel cools, the gamma emissions become
dominated by the 662 keV emissions of Cs-137, which are
of lower energy and has a relatively shorter range. As
a consequence of the changing gamma spectrum with
time, compensating for the near-neighbour effect will
require assessing the gamma spectrum of all assemblies

0.1 1
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Figure 3: The magnitude of the near-neighbour effect as a function of cooling time, for BWR 8x8 assemblies. The N2 and N3 positions
were simulated both for the situation that all neighbouring positions contained fuel (denoted N2 and N3, respectively), and for the situation
that only two fuel assemblies were present, one at “main” and one at one neighbour position, (denoted “N2 only” and “N3 only”, respec-
tively). Error bars denote 1 o uncertainty, and may be smaller than the point symbol for some data points.
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Figure 4: Ratio of NNR (see Eqg. (1)) between BWR and PWR fuels as a function of cooling time, for the N1 and N2 neighbour storage
positions. In the N2 case, all the N1 positions were occupied. Error bars denote 1 ¢ uncertainty, and may be smaller than the point sym-

bol for some data points.

contributing to the measurable intensity at the event of
measurement.

While the near-neighbour effect is noticeably affected by
the cooling time, dependence on burnup is small, although
a slight decrease with burnup is seen in the relative near-
neighbour intensity at short cooling times. Note that while
the near-neighbour intensity ratio changes little with burn-
up, the dependence of absolute Cherenkov light intensity
on burnup is strong; high burnup implies high Cherenkov
light intensity in both the fuel assembly emitting the radia-
tion as well as in its neighbours.

2.3 Differences in the near-neighbour effect for BWR
and PWR fuels

To investigate the differences in the near-neighbour effect
for different fuel assembly configurations, the simulations
in section 2.2 were complemented by simulations for
a PWR case, where each PWR fuel was separated by
a 5 mm steel wall, corresponding to closely stored fuel as-
semblies. In Figure 4, the ratios of NNR (see Eq. (1)) be-
tween BWR and PWR for the N1 and N2 positions are
plotted, as a function of cooling time. The ratios are fairly
flat at short cooling times, whereas for cooling times long-
er than 5 years, the near-neighbour intensity ratio, NNR,
decreases more rapidly with cooling time for BWR as
compared to PWR. This is likely due to a combination of

the changing gamma spectrum and thus the mean free
path of the gamma rays with time, and the differences in
distance between an active rod and the water in the neigh-
bouring assembly for the two configurations Accordingly,
the near-neighbour effect depends on the fuel assembly
configuration, and thus a compensation procedure may
have to take the fuel type into account. Furthermore, one
may note that NNR is higher for BWR fuel than for PWR
fuel (the ratios between the fuel types is >1), given that
both assembly types are stored closely.

2.4 Effects of fuel assembly spacing

To investigate the dependence of the near-neighbour ef-
fect on the storage distance between fuel assemblies, the
simulations in sections 2.2 and 2.3 were complemented
with an additional more spacious storage geometry, which
corresponds to the storage situation for BWR fuels at the
Forsmark Nuclear Power plant, for comparison with the
experimental results reported in [10]. In these simulations,
each fuel assembly was surrounded by a 2.5 mm-walled
square steel channel, similar to the storage rack found at
Forsmark. For the PWR simulation, the same relative fuel
distance, as compared to fuel size, was simulated as in the
BWR case, and the same wall thickness (2.5 mm steel)
was used. The results for each simulated configuration are
presented in Table 2 for 1-year cooled 40 MWd/kgU burn-
up fuel.

Storage Fuel size Wall thickness Fuel assembly N1 intensity N2 intensity

configuration [mm] [mm] centre-to-centre ratio (NNR) ratio (NNR)
distance, [mm]

BWR close 130 4.0 135 2.84 + 0.03% 0.39 + 0.02%

PWR close 215 5.0 220 2.60 £ 0.01% 0.26 £ 0.01%

BWR spacious 130 25+25 195 1.43 £ 0.02% 0.54 £ 0.02%

PWR spacious 215 25+25 322 0.63 = 0.01% 0.18 £ 0.01%

Table 2: The near-neighbour intensity ratio (NNR in Eq. (1)) for two fuel types and two different fuel centre-to-centre distances. In the spa-
cious simulations, each fuel was surrounded by a separate steel wall. In the simulations for the N2 intensities, the N1 positions were oc-
cupied. The uncertainties are due to statistics in the Monte-Carlo simulations, and are presented for the 1 o level. The simulated fuel as-
semblies had a cooling time of 1 year and a burnup of 40 MWd/kgU.
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As can be seen in Table 2, the near-neighobur intensity in
N1 is smaller for the more spacious storage geometry. For
position N2 in the BWR case, the intensity becomes high-
er. The reason is that the assemblies in N1 positions
strongly attenuate radiation travelling between the Main
and N2 position in the close storage configuration. In the
more spacious storage configuration, the N1 fuels interfere
less with the radiation from the Main assembly, leading to
a net increase in the N2 intensity ratio, despite the in-
creased distance between them. For the PWR case, the
result in larger absolute distances in the spacious storage
geometry lower the N2 intensity ratio. Had the simulated
distance been smaller, it may have been possible to ob-
serve the same effects as for the BWR case.

3. Comparison of simulations with experimental
results

In 2012, a series of measurements were conducted at the
Forsmark nuclear power plant, where the near-neighbour
effect was quantified for the N1, N2 and N3 fuel positions
[10], when all other positions were vacant. This was done
by; (i) moving one active fuel assembly (defined as “Main”
in Figure 2) to an isolated location and measure it to record
the/ ., intensity of Eq. (1), and; (i) place it relative to a fresh
fuel assembly in the N1, N2 and N3 positions and measure
the subsequent intensity increase in the fresh fuel assem-
bly, corresponding to /..., in EQ. (1). For details on these
measurements, we refer to [9]. Here, the measured config-
urations have been simulated to provide an experimental
benchmark of the simulation procedure, as further de-
scribed below.

3.1 Measured and simulated geometries

In the measurements, the active assembly was of one
BWR 10x10 type, while the fresh fuel was a different BWR
10x10 design. The properties of the storage racks at the
Forsmark plant are accounted for in Table 2, denoted
“BWR spacious”. The irradiation histories of the fuel as-
semblies were made available to the authors, courtesy of
the operator, Vattenfall.

In the simulations, the fuel irradiation histories were used
to calculate the assemblies’ gamma emission spectra by
means of the ORIGEN code [5]. Using these spectra, sim-
ulations were run for the Forsmark storage configuration.
However, the fuels simulated were BWR 8x8, while the

irradiated fuels measured at Forsmark were all 10x10, in-
cluding several part-length rods. The reason for not simu-
lating the 10x10 fuel type was that information regarding
the assembly manufacturer, and consequently the exact
geometry data for the fuel types were unavailable for confi-
dentiality reasons. However, the outer dimensions are sim-
ilar for BWR 8x8 and 10x10 fuels, and both assembly
types have a similar fuel to water ratio. Furthermore, differ-
ences in fuel pellet diameter results in different self-shield-
ing by the rods, but an increase in absorption will lower
both the Cherenkov light intensity in the assembly and in
the neighbours, which partially compensates for the
changes to the NNR. Consequently, the BWR 8x8 simula-
tions may be considered to be representable also for
10x10 fuels in this context.

3.2 Results

In Table 3, the simulated near-neighbour intensities are
compared to the intensities measured at Forsmark [10].
The overall agreement is good, especially for the N1 posi-
tion where the near-neighbour effect is the strongest. One
may note that the N1 position is slightly underestimated,
while the N2 and N3 positions are overestimated. The de-
viations may be explained by differences between the sim-
ulated and measured fuel assembly configurations, or by
measurement uncertainties. Further investigations would
be required to draw more solid conclusions on the
deviations.

Another result of these simulations is that for fuel assem-
blies in this storage geometry, the N2 intensity is not much
affected by the presence or absence of a fuel in the N1
positions. In the case of both N1 positions occupied, the
simulated N2 NNR is 0.41 + 0.01 %, and with the N1 posi-
tions vacant it increases to 0.43 = 0.01 %.

4. Detection limits in presence of the near-
neighbour effect

As mentioned in section 1.1, partial defect verification us-
ing the DCVD relies on the fact that a 50% substitution of
rods with non-radioactive content will reduce the Cherenk-
ov light intensity by at least 30%, which, accordingly, is
taken as the limit for partial defect. Fuel assemblies where
measured intensities are more than 30% lower than pre-
dicted are detected as being subject to partial defect,
whereas other assemblies pass the inspection. This

Neighbour position Measured neighbour intensity Simulated neighbour intensity
N1 1.25% 1.16 £ 0.02%
N2 0.36% 0.43 £ 0.01%
N3 0.12% 0.18 £ 0.01%

Table 3: Comparison of the measured near-neighbour effect (data from [10]), to a simulated near-neighbour intensity for a similar configu-
ration, which was obtained using a gamma spectrum calculated with ORIGEN, taking into account the operator-declared fuel irradiation
history. Simulation uncertainties are due to the Monte-Carlo nature of the simulations. Uncertainties in the measurements were not pro-

vided in [10].
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Figure 5: Calculated reduction of the 30% light intensity limit as a function of the near-neighbour intensity.

situation becomes slightly more complicated in presence
of the near-neighbour effect, since the light being meas-
ured is partly caused by the fuel under study, and partly by
the neighbouring fuels. As a consequence, the limit of 30%
will be reduced when near-neighbour intensities influence
the analysed data. This is shown in Figure 5, where the
30% intensity reduction is adjusted to also take into ac-
count the near-neighbour effect.

As a consequence of the data in Figure 5, the detection
limit for partial defect at 30% lower intensity than expected
would have to be lowered, unless the near-neighbour ef-
fect is corrected for. Lowering the detection limit would
bring more stringent requirements on the accuracy of the
models used for predicting the Cherenkov intensities as
well as on the experimental precision that govern the ac-
curacy of measured data in order to maintain the partial-
defect detection capability. If the methods cannot meet
these higher requirements, one must either allow a larger
number of false alarms (using a lower threshold for partial
defect according to Figure 5), or endanger the partial-de-
fect detection rate (keeping the 30% intensity reduction
threshold).

One situation where the near-neighbour effect would be
particularly strong is when measuring a storage site with
a population of neighbouring fuels with highly varying
Cherenkov light intensities, due to largely varying burnups
and cooling times. In such a situation, low-intensity fuel as-
semblies will be more strongly affected by the near-neigh-
bour effect as compared to high-intensity ones. If the ef-
fect is not corrected for, the fuel intensity predictions will
systematically underestimate the intensity of low-intensity
fuels, while over-estimating the measured intensity of high-
intensity fuels. Referring to Figure 5, considering a low-in-
tensity assembly where as much as 50% of the intensity
comes from neighbouring fuels, a diversion of 50% of its
fuel rods may only cause a 15% decrease in measured in-
tensity. It is doubtful that the current experimental and pre-
dictive methods may be further developed to offer the

precision required for confident detection in such extreme
cases, unless the near-neighbour effect is included in the
analysis.

In conclusion, to avoid changing the detection threshold
while maintaining the partial-defect detection capability,
methods for correcting for the near-neighbour effect
should be considered. Such correction methods are fur-
ther discussed below.

5. Methods for correcting for the near-
neighbour effect

In this section, two methods for correcting for the near-
neighbour effect are presented. The basics of both meth-
ods are that each measured intensity can be expressed as
a sum of the intensity from the assembly under study, /,
and the intensities from its nearest neighbours:

/measured = /O + 2/ (// : ‘9/‘ ) (2)

Here, &, denotes the ratio of the intensity that neighbouring
assembly / emits in the studied assembly to the intensity it
emits in its own position, (/). One may note that ¢, goes in
the opposite direction compared to NNR defined in Eq. (1),
but for symmetry reasons their values should be identical.
The two methods presented below differ in how the &; are
determined, where section 5.1 describes a method based
on experimental data and section 5.2 describes a simula-
tion-based method.

5.1 Least-squares fitting of experimental data

In [10], an experimental method to assess the near-neigh-
bour effect was tested on a set of BWR fuel assemblies
measured at Clab, under the conditions shown in Figure 2.
The proposed method uses Eq. (2), limited to neighbours
in relative positions N1 and N2 (referring to Figure 2). The
method suggests collecting experimental intensities for the
complete set of fuels in one storage rack and determining
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the ¢, and ¢, factors by performing a least squares fit of
Eq. (2) for the experimental data set, based on predicted
intensities. These fitted &,,, and ¢&,, can then be used to
predict the measured intensity of an assembly, given
a prediction of the intensity of the assembly and its neigh-
bours, or alternatively to subtract the intensity caused by
the near-neighbour effect from the measurements.

Ref. [10] presents values of ¢,, and &, obtained from fit-
ting of the experimental data set. In this work, simulations
of the storage conditions at Clab for the assemblies under
study have been performed to provide an independent
evaluation of the deduced values. A comparison of the
simulated and the experimentally fitted intensities from [10]
is shown in Table 4.

Neighbour Simulated ¢ Fitted ¢,
N1 1.82 + 0.05% 16%
N2 0.17 £ 0.02% 9.5%

Table 4: Comparison of the simulated near-neighbour intensity for
closely-stored BWR fuels (as shown in Figure 2) and the fitted val-
ues reported in [10].

Table 4 shows poor agreement between simulated and fit-
ted values, and the simulations suggest that the fitted val-
ues overestimate the near-neighbour effect by almost an
order of magnitude. Considering the relatively good agree-
ment between simulations and measurements shown in
Table 3, there is reason to suspect that the fitting proce-
dure may not be adequate to accurately quantify the near-
neighbour effect. Probable reasons for this deficit are that
the fit is based upon a rather small set of fuels, and that
the equation system may be ill-conditioned, making it sen-
sitive to stochastic noise. One may assume better results if
larger data sets are used or if constraints are introduced
on the near-neighbour intensities, based on expected
ratios.

5.2 Simulation-based corrections

As shown in section 3, simulations can provide relatively
accurate estimates of the relative intensities from neigh-
bouring fuel. However, since the near-neighbour simula-
tions are time-consuming, a method is needed to take the
near-neighbour effect into account in a quicker way, which
can be used by inspectors in the field. Here, a solution is
suggested, where the near-neighbour effect is parameter-
ised as a function of fuel geometry, fuel centre-to-centre
distance, and gamma-ray energy. The parameterisation
would be based on large simulations done in advance, al-
lowing for fast deployment for in-field inspections.

Based on the results presented here, primarily the N1 and
N2 positions would need to be considered when assess-
ing the near-neighbour intensity, and only rarely will the N3
position be significant. Given the irradiation history, or at

minimum the burnup and cooling time, of an assembly and
all its neighbours, ORIGEN can be used to assess the
gamma-ray energy spectrum of each fuel assembly. By
binning the spectrum, it is possible to run simulations with
initial gamma rays from each bin, to assess the near-
neighbour intensity of gamma-rays of each energy. These
simulations will have to be done for a large number of en-
ergy bins, for each fuel assembly configuration, and for
several fuel centre-to-centre distances. The results will be
the magnitude of the near-neighbour effect €, for a fuel at
neighbour position i and for gamma rays with energy in
bin j. These simulations can be done in advance, and only
have to be done once for each case.

To calculate the near-neighbour intensity at the event of
measurement, the user selects the pre-calculated €, val-
ues applicable for the fuel type and storage situation appli-
cable to the measurement situation. These values are
combined with the calculated, binned gamma-ray emis-
sion spectra of the neighbouring fuels, based on the oper-
ator declared fuel declarations. If the binned spectrum of
a fuel is given by Sj for bin j, the intensity caused by one
neighbour at position / (/, ,.,,..) C@n then be calculated as:
#bins

I =Ye, s )

neighbour i L
j=1
The total near-neighbour intensity contribution in an as-
sembly is then the sum of the intensity of all present neigh-
bours, each calculated using Eq.3. This value can either
be added to a predicted assembly intensity /; to give a pre-
diction of the measured intensity; alternatively it can be
subtracted from the measurement to obtain an experimen-
tal value of assembly intensity /, twithout neighbours.

6. Conclusions and outlook

Fuel assemblies in wet storage are often verified using the
Digital Cherenkov Viewing Device, which enables inspec-
tion without requiring the fuel to be moved to an isolated
measurement location. Since the fuel assemblies are
stored closely, gamma rays from one assembly may enter
a neighbouring assembly and create Cherenkov light, the
so-called near neighbour effect. This paper describes how
simulations can be used to estimate the magnitude of the
Cherenkov light intensity that occurs in a neighbouring po-
sition due to the near-neighbour effect. The simulations
have been validated using experimental data. The near-
neighbour effect will be particularly influential in cases
where long-cooled, low-burnup fuels containing relatively
low activity levels are stored next to short-cooled, high-
burnup fuels containing relatively high activity levels.

It has been shown that the partial-defect detection limits
may need adjustment unless the near-neighbour effect is
corrected for. Two possible methods for such corrections
have been described; one method based on experimental
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data and one simulation-based method. Building on the
fact that simulations have proven capable reproducing ex-
perimentally recorded near-neighbour intensities, the latter
method is recommended, and a methodology allowing for
quick in-field use has been presented. The methodology is
based on extensive, time-consuming simulations, which
are done in advance to create parameterisations specific
for storage configurations, assembly types and gamma-
ray energies. These parameterisations may then be used
for fast assessment during inspection.

While some experimental data is available regarding the
near-neighbour effect, more is required to verify the simu-
lations performed, and to assess the performance of the
suggested method for predicting the near-neighbour ef-
fect. Knowing the accuracy of the near-neighbour predic-
tion model will allow for higher limits to be set regarding
what magnitude of near-neighbour effect can be tolerated
in the measurements, which increases the partial-defect
detection performance of the DCVD. Additional experi-
mental data will also be useful for further refining the near-
neighbour prediction model, which can further enhance
the DCVD partial defect detection capabilities.

The studies presented in section 3 suggest that it may be
possible to e.g. treat all BWR fuel assemblies as being
identical with respect to the near-neighbour effect. Thus, it
may be possible to simulate only a few selected fuel ge-
ometries of widely varying configuration, and use those
simulations to assess the near-neighbour effect for all fuel
types. This would greatly reduce the amount of simula-
tions necessary to perform to parameterize the near-
neighbour effect, but further studies are required to assess
what uncertainties are introduced by this simplification.
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Abstract:

The InCounter Quantification System and the associated
iQS-01 software package are designed to support
characterization of nuclear materials retained in process
equipment associated with nuclear deactivation and
decommissioning (D&D) processes at gaseous diffusion
plants. The InCounter is designed to perform automated
measurements inside process piping, resulting in a more
efficient and reproducible estimate of process holdup.
Each InCounter features a thallium doped sodium iodide
scintillation (Nal(Tl)) gamma detector, a LIDAR sensor for
surface mapping, and a video camera for visual inspection.
This combination of sensors allows the user to make
a better-informed decision regarding the nature and
disposition of holdup deposits. The output from multiple
sensors also allows the user to better understand variables
that may cause biases in measurement results.

Several testing procedures were developed to assess the
performance of the InCounter to initial design
specifications. These testing procedures included verifying
device physical capabilities for performance limits and
positional accuracy, measurement quality and subsequent
analysis algorithms for mass quantification and Total
Measurement Uncertainty (TMU), and software reliability in
accordance with the Nuclear Quality Assurance (NQA-T)
Software Quality Assurance (SQA) regime. The InCounter
underwent testing at various points in development at
multiple facilities in the United States. This included testing
at the Oak Ridge National Laboratory (ORNL) Safeguards
Lab to evaluate initial detector characteristics, at the
Portsmouth Gaseous Diffusion Plant (PORTS) to assess
physical characteristics, at the Paducah Gaseous Diffusion
Plant (PGDP) using uranium surrogate sources for
measurement quality and analysis accuracy, and in-house
at the Innovative Solutions Unlimited, LLC corporate facility
to assess full integration testing.

Keywords: Non-Destructive Assay; Robotics; Gamma De-
tection; Non-Proliferation; Holdup.

1. Introduction

The iQS project is a design effort to produce a customiza-
ble platform for measurement acquisition and data track-
ing in regulated environments. The core software suite al-
lows for a variety of endpoint sensors to be connected to
an autonomous device that is controlled by pre-defined
and scripted software routines. The current offering for
such devices is the InCounter, an internal-to-pipe traveling
robot that features an Nal(Tl) gamma detector, a light de-
tection, imaging and ranging (LIDAR) sensor, and a cam-
era as its sensor platform. The software system tracks and
manipulates the resultant signals from these sensors from
acquisition through final reports, thereby streamlining the
analysis process and avoiding transcription errors [1].

From the beginning of the InCounter design process, vari-
ous testing procedures were performed to ensure the soft-
ware and hardware components satisfy defined quality as-
surance requirements. The objective of the different tests
varied depending on the current status of the design. Sub-
sequent testing protocols were developed based on the
results of previous tests modifications made to the In-
Counter design.

A system capabilities description and design narrative are
provided first to describe the baseline test requirements.
Then, as a precursor to formal testing, exploratory meas-
urements made at Oak Ridge National Laboratory (ORNL)
are described.

The first formal test of InCounter capabilities was per-
formed with the assistance of the Portsmouth Gaseous Dif-
fusion Plant (PORTS) during the beta stage of design. The
physical characteristics of the InCounter were tested at
PORTS. Subsequent verification and validation (V&V) test-
ing of version 1.0 of the combined hardware and software
system was performed at inSolves main office. After ensur-
ing proper functioning to requirements, the U-235 quantifi-
cation model accuracy was tested using uranium stand-
ards at the Paducah Gaseous Diffusion Plant (PGDP) using
version vi1.1-beta of the system. Each set of testing is de-
scribed sequentially to explain how each builds upon the
successes and lessons learned of the previous testing.
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Figure 1: The InCounter cart resting on a stand. From right to left,
the camera, lights, LIDAR, detector and surrounding detector
housing, and cart chassis.

2. Design Inspiration

The iQS project has its roots in brainstorming improve-
ments to the Ortec Holdup Measurement System 4
(HMS4) in 2014 after it was recognized that the design of
small detection hardware would be sub-optimal for char-
acterizing holdup deposits of low-enriched uranium. Initial
InCounter designs focused mainly on hardware improve-
ments with some exploration of a modified version of the
Generalized-Geometry Holdup (GGH) method. The current
form of the project began in 2016 after studying the D&D
projects at gaseous diffusion plants in both Portsmouth,
OH, USA and Paducah, KY, USA.

The initially chosen measurement targets for the hardware
system were long, straight pipes of varying sizes. Although
holdup is more common at valves, elbows, expansion
joints, or other uneven surfaces, these targets were cho-
sen as the simplest measurement geometry to traverse
with robotics and as the most applicable measurement
need for the InCounter design, due to the fact that thin-film
deposits for long sections of straight pipe can dominate
the process holdup inventory given the large amount of
surface area relative to that of the valves, elbows and ex-
pansion joints. Furthermore, although the reduction in
overall measurement uncertainty has not been deter-
mined, improvements are expected because the deposit
distribution can be observed and a more direct measure-
ment can be performed without having to make correc-
tions for the wall of the pipe. Each pipe is to be measured
for 2%5U holdup, typically in the form of UO,F, attached to
walls or within components [2]. An initial prototype system
was designed to travel on rails external to the pipe (see

Figure 2). However, this design was modified into the In-
Counter to permit in-pipe travel to simplify the engineering
design of the InCounter system and improve the quality of
the measurement.

Figure 2: The GammaTrak: an early concept of external measure-
ment system that became a precursor to the InCounter. It trav-
elled on tracks and featured a rotating detector shield for field-of-
view modifications.

Concurrent with the InCounter hardware development was
the initial design of the software for controlling the data
stream associated with acquisition, analysis, data package
review, and management approval. Existing data process-
ing methods included steps of handwritten transcription in
the field and potentially weeks to months for generation
and approval of the final data package. It was recognized
that a networked, computer-centric data pathway would
vastly speed up the process while also including automatic
error checking. In addition, this allowed the custom devel-
oped 2%U mass quantification algorithms to be integrated
directly into the data pipeline.

2.1 Generalized-Geometry Holdup

The procedure for mathematically determining the 235U
mass for a process deposit from the associated gamma
spectrum has typically used the Generalized-Geometry
Holdup (GGH) method. GGH models the deposit as
a point, line, or area source. It relies on experimentally de-
termined calibration data to provide a conversion coeffi-
cient from gamma peak counts to mass of the associated
isotope [2].

It was noted that several aspects of the GGH method
could be improved, including inverse-squared distance as-
sumptions and source angulation during calibration [3]. In
addition, correction factors for material attenuation do not
necessarily account for thickness changes at an angle to
the target [4].

When the focus of the iQS project became the internal
measurement of pipes via the InCounter, a new model was
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necessary. The two-dimensional (2-D) geometries offered
by GGH in the form of points, lines, and areas with finite
width corrections, or a combination thereof with varying
distances along the same detector axis, were not sufficient
for three-dimensional (3-D) representation of material with-
in the pipe. The new modelling method borrowed from
GGH’s basis of utilizing experimental responses to
a standard to calibrate the instrument, but was expanded
to applicable cylindrical geometries [4][5].

2.2 Quality System for Non-Destructive Assay

At the PORTS and PGDP sites, NDA measurement quality
is ensured by the Quality System for Non-Destructive As-
say Characterization (QSNDA) program document. QSN-
DA provides requirements for qualification of new instru-
ments and the acquisition of new measurement data, such
as requirements for duplicate measurements and control
check frequency [6].

The iQS system is designed to support the stringency of
calibration and measurement quality required under QSN-
DA. Several of the requirements of QSNDA resulted in the
definitions found in the iQS system requirements docu-
ment [7].

3. iQS-01 Project and InCounter Descriptions
3.1 InCounter Quantification System

The InCounter is designed directly to its intended meas-
urement environment: the inside of long, straight pipes.
This measurement environment was considered in the
chassis design, sensor selection and placement, and the
contamination control features.

Movement of the InCounter is accomplished via connect-
ed drive wheels at the front of the cart that have large, an-
gled tires to improve traction by increasing contact against
the potentially irregular contours of the pipe. Position
tracking is handled by an interior encoder system attached
to the free-spinning back wheels. The back wheels are de-
signed with very thin wheels to provide a consistent con-
tact point that allows for positional calibration [1].

Within the chassis, motors are located in the front com-
partment beneath the detector housing. The computing
and power systems are located in the rear compartment.
Power is provided by a hot-swappable lithium ion battery
commonly used for hand-held power tools [1].

3.1.1 Sensors

The InCounter features three sensors: a Nal(Tl) gamma
detector with a 5-cm. by 5-cm. crystal, a camera with as-
sociated lighting, and a LIDAR sensor. The sensor array is
positioned along the axis of the pipe, allowing easier mod-
eling of deposits using radial symmetry [1].

Figure 3: Sensor locations relative to a physical zero location.
From left to right: camera, LIDAR, center of detector crystal, and
the front of the cart.

Concurrent gamma detector is the key component of the
InCounter system and features a field-of-view (FOV) of ap-
proximately 15 cm in front of and 15 cm behind the center
of the Nal crystal. The detector is not collimated, but the
chassis of the cart is designed to accommodate the addi-
tion of collimation if needed. Due to the absence of colli-
mation, the detector response decreases with distance,
which is accounted for in the detector calibration proce-
dure. The detector exclusively provides input to the mass
quantification algorithms discussed in section 3.2.1 [5].

The LIDAR sensor and camera provide the ability to per-
form visual inspection of the measured deposits and of in-
ternal pipe condition. The LIDAR sensor rotates along the
pipe axis, providing a 2-D “slice” of the surface. Many of
these slices can be combined into a point cloud represent-
ing the interior physical contour of the pipe. Due to limita-
tions in the precision of LIDAR measurements, the point
cloud data is not used for quantification analyses, but it
does serve as a visual aid to operators and analysts for
determination of future measurement plans and the appli-
cation of the correct model selected for quantification [1].

3.1.2 Atmosphere

The chemical reactions that give rise to the typical UO,F,
deposit also release hydrofluoric acid (HF) as a byproduct,
which can build up in the internal volume of the pipes and
result in a corrosive atmosphere. In an effort to protect the
more delicate sensor and computing hardware, the In-
Counter is designed to be resistant to HF.

The chassis and detector housing are made of aluminum
to ensure low weight and resist corrosion without signifi-
cantly attenuating the detector. The gamma ray transmis-
sion rate through the aluminum housing is approximately
95% at the 185 keV gamma ray of 2%°U. Fasteners are
made of stainless steel [1].
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Seams between the chassis plates are sealed with a cor-
rosion resistant caulk. The tires of the InCounter are a cus-
tom blend material and are 3-D printed [1]. The material
was subject to hydrofluoric acid bath testing without losing
integrity or corroding.

3.2 iQS-01 Software Backbone

The iQS software suite serves two purposes: to provide
control for the InCounter or other hardware endpoint and
to serve as the data pipeline. It is split into different pro-
grams: a control server within the InCounter that handles
wireless networking, sensor interfacing, and low-level In-
Counter control functions; a control application allowing an
operator to run the InCounter; and the Workbench, which
allows an analyst to review data, run analyses, generate
reports, and access administrative features of the suite [1].

Control of the InCounter can be done manually, but usual-
ly relies on a custom scripting language that grants the unit
autonomy during data collection. This script can control
movement and sensor acquisition and respond condition-
ally based on sensor input. Meanwhile, all data is sent to
a central database in real-time, allowing operators and an-
alysts to review data within seconds of collection [8].

3.2.1 Mass Quantification Methodology

Analyses are run within the Workbench, either on analyst
command or automatically upon data collection. The mass
quantification takes the results of the detector response
calibration and the measured gamma spectra to return an
estimate of the mass of 2%°U in the pipe (units: g 23U per
foot (30.5 cm) pipe) [5].

The method begins with the detector response calibration.
A small, mixed gamma source set consisting of exempt
quantities of '**Ba, ’Co, %°Co, and *’Cs is moved around
the internal surface of a test pipe. Spectra are collected for
a sample of source locations within the pipe, spaced even-
ly around the circumference by angle and along the axis of
the pipe by distance. The detector crystal is taken as the
origin in these measurements, and on-axis measurements
are taken over a few meters on each side of the detector
to establish FOV boundaries and detector response. This
calibration varies by the internal radius of the pipe, which
depends on the construction standards. On each spectral
peak, Gaussian fits are applied, and the counts in each
peak are compared to the decay corrected source assays
to determine a total efficiency of detection at that energy
and location, including both detector and geometric effi-
ciencies. High order (4™ degree or higher) polynomial fits
are applied to the total efficiencies as a function of energy.
Polynomials were chosen after exploring several options
including exponential and power functions. Although poly-
nomials do not permit extrapolation, the energy range of
interest is well bounded by the calibration peaks. These ef-
ficiency curve fits are used to interpolate the 186 keV peak

efficiency needed to calculate the 2%°U mass from the In-
Counter measurement [5].

On initial run of quantification for a set of measurements,
default models of the physical deposit shape are created
by the software. This default model assumes a thin film of
holdup material over the entire interior surface of the pipe.
Using a thin-film assumption, self-attenuation is not includ-
ed in this first calculation, allowing for rapid calculation for
a large number of measurements. After expert review of
measurements of interest, custom models can be defined
by an analyst to account for different distributions and
thicknesses of deposit. Models are digitally represented as
collections of voxels in cylindrical coordinates having a set
thickness and spanning finite lengths of 8 around the pipe
circumference and z along the pipe axis. Each voxel corre-
sponds to the location of a calibration response point with
the associated efficiency curve. Self-attenuation of the de-
posit and attenuation of the cart chassis are included in
the evaluation of each voxel's expected response to the
detector, which are all combined to return a single quantifi-
cation coefficient for the model [4].

Similar to GGH, the quantification coefficient is multiplied
by the result of the peak analysis of 22°U - in this case, the
Gaussian fitting of the 186 keV peak - to return total esti-
mated mass.

4. Oak Ridge National Lab Testing — Detector
performance

The Oak Ridge National Lab (ORNL) has several uranium
standards in its Safeguards Lab that were key to establish-
ing the basis of detector reliability on the InCounter (see
Table 1 on next page). When testing at ORNL, the InCoun-
ter was in a v1.0-beta design, and the iQS software was
still in active, pre-v1.0-alpha development. The purpose of
this testing was to verify detector performance and com-
pare uranium standards to mixed source sets, as well as
run initial tests of the mass quantification algorithms that
were updated in later versions of the system.

Source | 25U Weight Percent | Total Mass 23°U (g)
No.
1 0.3166 + 0.0002 0.52
2 0.7119 = 0.0005 1.2
3 1.9420 + 0.0014 3.28
4 2.9492 + 0.0021 4.99
5 4.4623 + 0.0032 7.54
6 20.107 = 0.020 39.12 + 0.04
7 52.488 + 0.042 101.81 £ 0.10
8 93.1703 £ 0.0052 181.12+£0.12

Table 1: Sources used as standards during ORNL testing. All
numbers provided by Safeguards Lab source certificates.
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The sources listed in Table 1 come from two sets: SRM
969 for low assay sources, and CRM 146 for the 20% and
greater assay sources. Specifically included are SRM 969-
031 (1), SRM 969-071 (2), SRM 969-194 (3), SRM 969-295
(4), SRM 969-446 (5), CRM 146 — NBL 0021 (6), CRM 146
—NBL 0022 (7), and CRM 146 — NBL 0023 (8).

41 Mixed Source Qualification

The mixed source set used to calibrate the Nal(Tl) scintilla-
tion detector was chosen to allow easy licensing and loca-
tion flexibility for calibration procedures. In addition, by uti-
lizing a fitted efficiency curve, other isotopes besides 225U
can be measured. The challenge is in qualifying exempt
quantity, non-uranium sources for use in a uranium meas-
urement system. Measurements were taken of 23U stand-
ards at varying enrichments, and efficiencies of each
measurement were compared to the evaluated efficiency
generated by fitting the efficiencies of the mixed gamma
source: see Figure 4, in which measured efficiencies as
red dots are compared to the expected efficiency for
a specified energy represented by the blue line. All urani-
um sources from both SRM 969 and CRM 146 were used
to conduct the comparison. Although the SRM 969 sourc-
es are similar to enrichment ranges expected for field
measurements using the InCounter system, both sets pro-
vide a full enrichment range.
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Figure 4: Total efficiencies of uranium standards as a function of
enrichment. The blue line represents the value calculated using
the mixed source set.

Figure 4 shows significant deviation from expected in the
measurement efficiencies at distance. All efficiencies were
calculated accounting for self-attenuation of the source
material and attenuation of the canister window. The peak
fits for the low enrichment sources had much smaller
goodness-of-fit values than those for the high enrichment
sources, likely due to the distance of measurement. Un-
certainties for the measurements are comparatively larger
at lower enrichment due to lower counts, further increased
by the propagated fitting uncertainty that also increases

with lower counts. The results from this test, however, did
indicate that improvements were needed in the efficiency
model across all ranges of enrichment. This issue was ad-
dressed in the next phase of development.

Preliminary tests of mass calculation were also run using
two uranium oxy-fluoride sheet sources that contain 11.108
g °%U and 11.113 g 2%°U respectively. These sheet sources
are made from approximately 93% enriched uranium. The
physical dimensions of the sheet sources are 23 cm x 46
cm. The sheets were placed inside a pipe and the InCoun-
ter was run past them such that the extent of the sheet
source was outside of the FOV of the InCounter’s starting
and ending positions. Calculated masses are found in Ta-
ble 2.

Scenario Calculated mass 235U (g)
1 sheet (11.113 g %) 8.99
2 sheets 23.875
2 sheets (2™ Pass) 24.060

Table 2: Results from early test of mass calculation algorithm with
ORNL sheet sources.

For the first scenario in Table 2, the difference in the meas-
ured versus declared U mass for the single sheet meas-
urement indicates that the in-development quantification
model calculated a mass value that was biased low. How-
ever, runs 2 and 3 show calculated results very close to
the expected mass, which is inconsistent with the first run.
In the first scenario, a single source sheet was in the bot-
tom of the pipe, while in the two-sheet scenario, one
source sheet is at the bottom of the pipe and one is at the
top. Images show the top sheet hanging down from the
pipe several centimeters, which suggests the measured
response was artificially inflated. The conclusion that the
quantification was under-estimating is applicable to all
three scenarios.

The uranium efficiencies being lower than expected from
the mixed source set naturally lead into the consistent un-
derestimation in the quantification algorithm. As the iQS
software was still in early development, changes were
made to both systems in later software versions. The re-
sults of these changes can be seen in Section 7.

5. Portsmouth Testing —
Physical Characteristics

With the assistance of quality assurance (QA) engineers
from the PORTS site, the physical characteristics of the In-
Counter were tested. At the time of testing, the InCounter
was a final v1.0-beta design and the iQS software was in
early v1.0-beta, with some ongoing feature development.

The testing focused on the cart movement and positional
tracking accuracy, battery functional limits at different
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feature loads, lighting limits, and visual inspections of sen-
sor data quality [9].

Figure 5: Setup of the piping for testing of battery. The cart ran
until the end of the pipe, then reversed to the point of origin, sum-
ming up total distance.

The first testing focused on battery lifetime as a function of
operational features. Three scenarios were run: 1) continu-
ous movement at 2.5 cm per second with no data collec-
tion, 2) continuous movement at 2.5 cm per second with
lights on and data collection enabled on all sensors, and 3)
movement punctuated with stops each 30.5 cm for 30
second spectrum acquisition and full data collection dur-
ing movement. Results of these tests are presented in Ta-
ble 3 [10].

Sce- Battery life Distance traveled
nario (hrs. & mins.) (meters)

1 4:54 301

2 2:44 90

3 2:25 38

Table 3: Battery lifetime and maximum distance traveled as
a function of features enabled.

Testing involved visual inspections of the real time data
collection, available for viewing in the iQS InCounter Con-
troller application. In addition, manual and scripted control
methods were verified for positional accuracy. Results
were consistently accurate to within 0.5 mm. of the arbi-
trarily determined target location, as verified by a traceable
tape measure in the bottom of the pipe test stand [10].

Camera illumination was tested at 25%, 50%, 75%, and
100% lighting power at locations 30.5 cm., 61 cm., and
91.5 cm. in front of the InCounter cart. A maximum lighting
of 685 lumens was achieved at 100% power at a distance
of 30.5 cm. [10], and visual inspection confirmed the esti-
mated maximum illumination distance of approximately
6 ft. [1].

6. In-house Testing — V&V and Integration

The successful testing of InCounter functionality and the
completion of the v1.0 of the iQS software led to the ad-
ministration of the verification and validation suite of the
combined system and software quality assurance pro-
gram. The SQA package was designed under NQA-1 and
features the System Requirements Document, the collec-
tion of V&V tests, a traceability matrix to ensure V&V test
coverage to the requirements, a QSNDA acknowledge-
ment checklist, and a software interfaces chart for the in-
teractions and interdependencies of development tools.

The V&V tests were run manually on each InCounter pro-
duced and for each version of the iQS software due to the
nature of the integrated hardware-software design where
neither functions fully without the other.. InCounter calibra-
tion activities are also included within the V&V tests. The
iQS v1.0 V&V tests included:

e Test 0: Comprehensive,

e Test 1: Cart Calibration,

e Test 2: Cart Movement and Positioning,

e Test 3: Battery Endurance,

e Test 4: Sensors and Scripting,

e Test 5: Reports and Calibration Certificates,
e Test 6: Cart Inspection Test,

e Test 7: Uranium Data Analysis Test,

where Test O is included for compliance with internal SQA
requirements [11]. These tests are categorized as end-to-
end tests of various features of the system.

Test 7 is of special note due to the lack, at the time of the
V&V testing, of comparison to experimentally simulated de-
posit measurements. As such, the data used for testing was
generated from MCNP5 [12] simulations of ideal deposits.

6.1 Deviations from Requirements

One deviation from requirements was found in Test 2: Cart
Movement and Positioning, in which the position of the
cart as tracked by the iQS software remained constant af-
ter repeated back and forth runs but the real position var-
ied irregularly by a few percent of the total distance of the
run. This was found to be the consequence of physical
modifications made to the position tracking to support
movement over rough terrain in which the tracking wheels
may not be on the ground at the same time. This issue
was deemed to be less of a problem than potentially com-
plete loss of tracking in uneven terrain. Designs to handle
both scenarios are currently still in progress.

A further issue was found in the mass quantification algo-
rithms when the input MCNP model was of a thick accu-
mulation of UO,F, in the bottom of the pipe. Test 7 in-
cludes three scenarios: 1) a fully uniform distribution of
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30 g 2%°U all the way around the internal surface of the
pipe, 2) a uniform distribution of 20 g of 2%°U in the bottom
half of the pipe, and 3) an accumulated pile of 20 g of 23U
at the bottom of the pipe. The results of the quantification
algorithm from the generated spectra were 33.47 g, 21.27
g, and 41.77 g respectively [11]. A study of the accumulat-
ed model revealed invalid assumptions, and a more com-
plex model was devised to use prior knowledge inputs and
iteration to remove the need for those assumptions.

Other aspects of the testing showed the v1.0 iQS software
and InCounter to be sufficiently ready for version release.

7. Paducah Testing — U-235 Quantification

To make up for the lack of experimental measurements re-
lated to Test 7 of the V&V process, experiments to test the
quantification algorithms were performed at PGDP using
several uranium sources measured with different methods.
The InCounter used was release v1.0, and the iQS software
was vi.1-alpha, which was undergoing active development.
This allowed quick turn-around in case adjustments need-
ed to be made to the quantification algorithms.

At the initiation of the test it was initially determined that
positioning issues similar to those identified during the V&V
testing had not been resolved. The addition of a ballast to
add weight to the rear wheels resolved this issue. The
added weights were incorporated into future versions of
the InCounter hardware.

Figure 6: Image of four rod sources inside a capped steel pipe
with an internal radius of 15 cm. These images were taken using
the onboard camera and lighting.

Measurements using uranium sources began with various
arrangements of rod sources used to simulate accumulat-
ed deposits. The rods were spread throughout 4.6 meters
of pipe at lengths of either 20.3 cm or 40.6 cm (two rod-
lengths), sometimes side-by-side (see Figure 6). Measure-
ments were made using several predefined scripts:

1. The cart stopping every foot (30.5 cm) for spectrum
collection while also recording scanning data during
movement.

2. The cart stopping only when a threshold of countrate
had been reached, otherwise always recording scan-
ning data during movement.

3. The cart not stopping at all, instead traveling at various
speeds while only recording scanning data.

Because the accumulated deposit model for quantification
was identified to be non-functional during the v1.0 V&V test-
ing (see Section 6.1), quantification on these sources was
not performed. As expected, quantification of an accumu-
lated source using a uniform model returned results signifi-
cantly smaller than declared, confirming that an appropriate
model is required to properly estimate the deposit mass.

The next step in testing was the usage of “mouse-pad”
sources, which were wrapped around the pipe and held in
place with a small piece of metal tubing (see Figure 6).

Figure 7: Image of four mouse-pad uranium sources taped to the
inner surface of the test pipe with an internal radius of 15 cm.

Assay of mouse-pad sources was estimated at 1.5-2
g 23U per source, with 4 sources being taped together in-
side the pipe. Multiple runs of the quantification identified
masses found in Table 4, which are all within the expected
range of the declared values for this source configuration.
While this does provide basic confirmation of well-func-
tioning mass quantification, proper testing requires sourc-
es of established traceability.

Run Number Calculated 23°U Mass (g)
1 7.29

712

7.53

7.58

7.41

7.43

7.53

7.21

(N[O |W([IN

Table 4: Results of multiple runs for quantification algorithm test-
ing using PGDP mousepad sources.
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8. Ongoing and Future Efforts

The v1.1 update to the iQS software is recently completed,
and V&V testing is imminent. The updated SQA package
has been rewritten to include new features found in v1.1 and
any bugs and associated fixes identified from v1.0 testing.

Proper sheet sources of uranium need to be researched
further. In all detector testing with uranium sources, the
sheet sources have not been traceable standards, while
traceable canister or rod sources do not accurately repre-
sent deposit shapes.

9. Conclusions

The iQS project, including the InCounter quantification sys-
tem and the iQS-01 software suite, is designed to improve
quality and efficiency of piped holdup measurements. Like-
wise, its vantage within the pipe also provides a unique, un-
attenuated view of holdup deposits for gamma measure-
ment and visual inspection. The tests performed show that
the InCounter can produce measurements much faster
and in a more reproducible fashion than a handheld detec-
tion system, and the integrated quantification analyses pro-
vide masses of holdup with improved accuracy.

The success of the latest rounds of testing indicates the In-
Counter and iQS software are ready for a more detailed, for-
malized qualification and testing program. Once complete,
the InCounter should be qualified for incorporation into a facil-
ity NDA measurement program that complies with QSNDA.
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