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On the Genesis of the Special Issue on Proliferation
Resistance

Giacomo G.M. Cojazzi
European Commission, Joint Research Centre

Civil Nuclear Energy Systems (NES) might constitute a potential nuclear proliferation threat, and this should
be carefully addressed during their design process.

According to the International Atomic Energy Agency report (IAEA-STR-332), Proliferation Resistance is
defined as:

“That characteristic of an NES that impedes the diversion or undeclared production of nuclear material or
misuse of technology by the Host State seeking to acquire nuclear weapons or other nuclear explosive de-
vices.

The degree of proliferation resistance results from a combination of, inter alia, technical design features,
operational modalities, institutional arrangements and safeguards measures.”

Since the nineteen seventies, both the IAEA, International Nuclear Fuel Cycle Evaluation (INFCE) study, and
the US driven Non-Proliferation alternative systems Assessment Program (NPAM) initiative, stated that an
absolute intrinsic Proliferation Resistance, although desirable, is not achievable in the foreseeable future.
After thirty years this statement is still valid. While future nuclear energy systems are not required to be
proliferation-proof, they are targeted to exhibit enhanced proliferation resistant features.

Proliferation resistance is currently being investigated within the IAEA International Project on Innovative
Nuclear Reactors and Fuel Cycles (INPRO) and the Generation IV International Forum (GIF) activities. The
driver for this renewed interest is the forecast of a nuclear renaissance in the near to mid future.

Generation IV International Forum considers Proliferation Resistance and Physical Protection as one of the
four goal areas in which future nuclear energy systems will have to excel together with Sustainability, Safe-
ty & Reliability, and Economics. INPRO shares similar goals in the context of innovative nuclear reactors and
fuel cycles.

During the 29™ ESARDA Annual Meeting, Symposium on Safeguards and Nuclear Material Management,
held in Aix En Provence, France, on 22-24 May 2007, two sessions on Proliferation Resistance were organ-
ized and | had the honor of co-Chairing them with Ms. Caroline Jorant of AREVA.

In view of the quality of the presentations and of the final papers on proliferation resistance appeared in the
Symposium proceedings (EUR 22863 EN) and considering the continuous interest in this topic demon-
strated within several ESARDA working groups, | launched the idea of a Special Issue of the ESARDA Bul-
letin dedicated to this argument. The ESARDA Editorial Committee strongly supported this proposal and
gave me the go-ahead to the project.

| decided to focus this Special Issue on the material contained in the ESARDA Symposium Proceed-
ings. Most of the original papers which have been presented at the ESARDA Annual Meeting have been
retained as candidate papers for this special issue and the corresponding authors were contacted
seeking their commitment and support to the project. All contacted authors welcomed the initiative and
agreed to support it. The original papers contained in the ESARDA Symposium Proceedings were cir-
culated among all the contributors for comments and cross-reviewing. It has been then the responsibil-
ity of the contributors to revise the papers and to update them as necessary to reflect advancements in
the field in the last year.

It is with great pleasure that | now present this Special Issue. The papers here included are arranged
in two groups, respectively dealing with Proliferation Resistance Aspects and Safeguards and with
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Methodologies for Proliferation Resistance Evaluation. | believe that they give a rather comprehensive
panorama of these topics.

I would like hereby to express firstly my thanks to all contributors to this Special Issue of the ESARDA Bul-
letin, for accepting this proposal and contributing to it. | also would like to thank all members of the ESARDA
Editorial Committee for the support received and for the careful check and timely revision of all the papers.
Finally my thanks are for my colleague Cristina Versino, Editor of the ESARDA Bulletin, for all the work done
and, in particular, for the efficient interfacing with the ESARDA Editorial Committee.
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Proliferation Resistance and Physical Protection
Robustness Characteristics of Innovative and
Advanced Nuclear Energy Systems

F. Sevini, G.G.M. Cojazzi, G. Renda

European Commission, Joint Research Centre
Institute for the Protection and Security of the Citizen
Via E. Fermi 2749, 21027 Ispra (VA), Italy

E-mail: filippo.sevini@jrc.it, giacomo.cojazzi@jrc.it, guido.renda@jrc.it

Abstract

Since the early nineteen seventies, a lot of effort has
been put into trying to define and evaluate the pro-
liferation resistance of nuclear energy systems and
their associated nuclear fuel cycles. Past studies put
in evidence how it was not possible to conceive a
proliferation-free nuclear fuel cycle (hence the need
of a suitable safeguards system), but also stressed
that not all of the available options are equivalent.

The topic has become of renewed interest, in the
context of the innovative reactor and nuclear energy
systems design concepts presently under develop-
ment. New reactors will have to exhibit and demon-
strate enhanced features with respect to the existing
ones.

It is common practice to classify Proliferation Re-
sistance and Physical Protection characteristics of a
system as either intrinsic, i.e. belonging to the sys-
tem, or extrinsic, such as those related to the appli-
cation of international safeguards.

This paper will summarise in a critical way some of
the Proliferation Resistance & Physical Protection
(PR&PP) intrinsic features that have emerged so far,
in a number of studies and reports available in this
field, and can contribute to provide a first input to
designers to brainstorm on a number of possible re-
quirements. This survey is part of a JRC activity
contributing to the Generation 1V International Fo-
rum (GIF).

Keywords: Proliferation Resistance, Physical Pro-
tection, Robustness, Intrinsic characteristics.

1. Introduction

The proliferation resistance of innovative nuclear
energy systems and their associated fuel cycles is
being reconsidered after various studies developed
in the 1970s [1].

The Generation IV International Forum (GIF) aims to
develop a set of promising reactor concepts, to be
studied and developed in time for deployment in the
years 2020-2030. Indeed, Proliferation Resistance
& Physical Protection (PR&PP), Safety, Economics
and Sustainability are the four goal areas where in-
novative nuclear energy systems will have to excel,
according to the Generation IV International Forum
roadmap project report developed in 2002 [2].

Both for proliferation resistance and physical pro-
tection, it is common practice to distinguish be-
tween intrinsic characteristics of the system (i.e.,
inherent features of the system design, lay-out and
interfaces), and extrinsic measures, (i.e., features
related to local standards and requirements and to
the application of international safeguards to the
system [3]).

The present paper will summarise, in a critical way,
some of the PR&PP intrinsic features of innovative
nuclear energy systems, focussing on GEN-IV refer-
ence designs. These have emerged from a number
of studies and reports available in this field, includ-
ing the GEN-IV International Forum; IAEA; and other
scientific publications.

This survey is done in the context of JRC’s contri-
bution to the GIF PR&PP Working Group.

2. Proliferation Resistance and Physical
Protection of Nuclear Systems

Proliferation resistance and physical protection are
requirements that must be ensured for the whole
fuel cycle and nuclear system’s entire lifetime.

According to [3] and to the definitions adopted by
the GIF PR&PP Methodology Rev.5 [4]:

¢ Physical protection (robustness) is that char-
acteristic of a nuclear energy system that im-
pedes the theft of materials suitable for nuclear
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explosives or radiation dispersal devices (RDDs)
and the sabotage of facilities and transportation
by sub-national entities or other non-Host State
adversaries.

e Proliferation resistance is that characteristic of
a nuclear energy system that impedes the diver-
sion or undeclared production of nuclear material
and the misuse of technology by the Host State
seeking to acquire nuclear weapons or other nu-
clear explosive devices.

The main intrinsic PR&PP features of a nuclear sys-
tem to be considered have been identified by the
GIF, international activities like IAEA/INPRO [5], as
well as by other studies [6].

Physical protection requires adequate security of
the energy production plants and of related fuel
cycle plants, which can be facilitated by the adop-
tion of suitable intrinsic physical protection fea-
tures, i.e., design choices that rely as much as
possible on passive safety systems, able to oper-
ate without electric power as might be the situa-
tion in case of sabotage. But also the vulnerability
of fuel transport must be taken into account, linked
to the fuel cycle design choices (central or co-lo-
cated facilities).

Fissile material could be diverted from the system at
any stage, i.e., through removal of fresh or spent
fuel from the reactor, during reprocessing, if ap-
plied, or even during transport to reprocessing or
final conditioning before disposal in the open-cycle
case.

Intrinsic proliferation resistance features depend on
the strategic choices for the system to develop (e.g.,
reactor type, fuel cycle, material qualities) and the
design adopted to cope with technical requirements
and difficulties. These include design features that
can increase technological difficulties for diversion
of fissile material and fabrication of weapons, such
as:

e Type, accessibility and inventory of feed fuel

e Evidence of separated fissile material throughout
the fuel cycle, which is linked to the reprocessing
process

e Spent fuel characteristics (e.g., burn-up, radia-
tion barriers, fissile material isotopic composition,
heat generation rate, neutron emission, critical
mass, radiation signature for detectability).

In this respect, Appendix D in the Addendum of the
PR&PP methodology study report [7], a paper in the
ESARDA 2007 Symposium proceedings [8] and this
special issue, discuss the concept of safeguardability

of advanced nuclear energy systems as an assess-
ment method.

It appears evident that proliferation resistance and
physical protection issues are both linked to the
system’s intrinsic features resulting from design
choices, playing a key role both in making the sys-
tem a non-attractive route to diversion, and in facili-
tating the implementation of safeguards. For this
reason, it is of paramount importance to take them
into account as early as possible in the design.

3. Summary of Innovative Reactor Designs

A large number of innovative reactor systems is be-
ing studied worldwide. Different designs still have
the chance to be actually developed, as the possi-
ble future reactor fleet will be formed by different
complementary types of nuclear systems.

In comparison to the existing second and third
generation reactors, Generation IV reactors should
be able to exploit as much as possible the fissile
and fertile properties of uranium, and possibly tho-
rium, at the same time minimizing waste genera-
tion and its radiological issues by recycling Minor
Actinides (MA), enhancing proliferation resistance
and physical protection.

The classification of innovative nuclear energy sys-
tems is usually done according to the reactor
types:

e Water-cooled
e Gas-cooled
e Liquid Metal-cooled

e Non-conventional

3.1. GIF Roadmap

Several reactor system concepts and the associat-
ed nuclear fuel cycle options were considered dur-
ing the GEN-IV Roadmap project (2001-2002) [2].

Four goal areas of excellence were defined for Gen-
eration IV nuclear energy systems:

1. Sustainability, (SU);
2. Economics, (EC);
3. Safety and Reliability, (SR);

4. Proliferation Resistance and Physical Protection
(PR&PP)

In order to assess the proposed designs, the four
goal areas of excellence were assigned eight equal-
ly important goals:

¢ Resource Utilisation (SU1)
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e Waste Minimization and Management (SU2)
e Life Cycle Cost (EC1)

¢ Risk to Capital (EC2)

e QOperational Safety and Reliability (SR1)

e Core Damage (SR2)

e (Offsite Emergency Response (SR3)

e Proliferation Resistance and Physical Protection
(PR1)

The goals were worked out into 15 weighted criteria
and, finally, into 26 metrics. For what concerns in
particular the PR&PP goal, the GIF Roadmap project
adopted the hierarchy of goals, criteria and metrics
reported in Table 1.

Criteria Metrics

PR1-1 Sus- Separated
ceptibility to materials
diversion or
undeclared

Goal area Goal

production.
Proliferation PR1 Prolif- Spent fuel
resistance eration characteriza-
and physical resistance tion
protection and physical
protection

PR1-2 Vul- Passive safe-
nerability of ty Features
Installations.

Table 1. PR&PP Roadmap evaluation criteria and
metrics.

As reported in [9] - [12], four GIF Technical Working
Groups of experts, one per reactor system type,
analysed and screened the proliferation resistance
potential of a total of 124 Innovative Nuclear Energy
Systems (38 Water-Cooled, 21 Gas-Cooled, 33
Liquid Metal-Cooled and 32 Non-Conventional ) of
various sizes.

The evaluation was done on the basis of the weight-
ed criteria and metrics, by comparing the systems’
features with those of a typical third generation sys-
tem reference (Advanced Light Water Reactor,
ALWR) and led to the further identification of the
most suitable nineteen nuclear energy system con-
cepts [13], ranked according to a systematic proce-
dure.

A huge amount of material has been generated
during this evaluation process. Most of this ma-
terial was disseminated only through the world-
wide web, on which it was openly available, and
not reported at conferences, nor in the scientific
literature.

3.2. IAEA Study on Small and Medium Sized
Reactors

Besides the innovative designs considered by the
GIF in its Roadmap, about 50 Small and Medium
Reactor (SMR) concepts remain under considera-
tion in more than 15 IAEA Member States. Small re-
actors are defined as those with electric power less
than 300 MWe, whereas medium ones are in the
range 300-700 MWe.

A recent Technical Document issued by the IAEA
[14], dedicated to the design status of SMRs in
2005, describes designs of 13 Water-Cooled, 6
Gas-Cooled, and 6 Liquid Metal-Cooled reactors as
well as of 1 Non-Conventional reactor. Half of the
design concepts presented in the document also
appear in the lists of the GIF.

Paragraphs 4 and onwards contain descriptions of
the main technical and PR&PP characteristics of
the four groups of innovative nuclear systems de-
signs taken from the GIF Roadmap and IAEA’s lists,
focussing on the six designs considered as GEN-IV
references.

4. Water-Cooled Reactor (WCR) Systems

38 Water-cooled reactor systems and fuel cycle
concepts were considered by the GIF in its Road-
map TWGH1 [12]. These included most of the con-
cepts belonging to the largest family of SMRs re-
ported by the IAEA (thirteen concepts, 50% of the
total), the majority of which is formed by Light-Wa-
ter-type reactors (six Pressurized Water Reactors
(PWR), three Boiling Water Reactors (BWR), one in-
direct BWR, two innovative pool type reactors) and
one Advanced Heavy Water Reactor (AHWR).

According to [14], some water-cooled SMRs, like
SMART", IRIS, MARS, and IMR, present longer op-
erational cycles and a reduced number of inspec-
tions, which could be seen as simplifying the imple-
mentation of safeguards. IRIS is characterized by
regional or centralized reprocessing, a burn-up
which at a later stage could attain 120 GWd/tHM
and degradation of secondary plutonium isotopic
composition. Besides the interesting VBER-300
floating nuclear power plant, there are also notice-
able designs foreseeing a closed nuclear fuel cycle
like the Reduced Moderation Water Reactor
(RMWR). The basic AHWR design is characterized
by a once-through fuel cycle with Pu /Th /233U, but
can also be extended to a closed fuel cycle.

1 For the meaning of the systems’ acronyms, see the list of acronyms
at the end of the paper.




ESARDA BULLETIN, No. 39, October 2008

The screening for proliferation resistance potential
yielded the following reactors (GEN-IV references
highlighted):

e W1-LWR Integral Primary System Reactor Con-
cept Set

e W2-Large Simplified Boiling Water Reactor (ES-
BWR)

e W3-NG (Next Generation) CANDU - With Low
Enriched Uranium (LEU) Once-Through Cycle

e W4-SCWR Supercritical Water Reactor (SCWR)
— Thermal Spectrum (GEN-IV reference)

e W5-SCWR Supercritical Water Reactors - Fast
Spectrum (SCWR-Fast) (GEN-IV reference)

e W6 High Conversion Advanced Boiling Water
Reactor, ABWR-II

4.1. GEN-IV Supercritical-Water-Cooled
Reactor System (SCWR)

Amongst Water-Cooled reactors, GIF’s selection
prioritized supercritical fission reactors [Figure 1], to
be developed by 2025, whose characteristics are
the following:

e QOperation at high temperatures and pressures
(above the light water critical point of 374 °C,
221 bar)

Control Rods

Supercritical

|

Reactor
Core

|

U

Reactor

Pump

Figure 1: Supercritical-Water-Cooled Reactor - GEN-IV Roadmap’s pictorial view [2].

Turbine

e High thermal efficiencies (45-50 %)
e Target burn-up 45-50 GWd/tHM

e Very compact nature of the physical plant, with
lower coolant mass inventory

e Simpler design than LWRs (no steam separators
and generators)

¢ Higher heat transfer rate per unit mass flow (large
specific heat above the critical point)

¢ Single-phase fluid with no re-circulation
e Both direct and combined direct/indirect cycles
e Both light and heavy water moderated concepts

¢ High coolant outlet temperatures allowing poten-
tial for hydrogen production.

Currently, two designs are considered: Pressure-
Tube (PT) and Pressure-Vessel (PV).

The PT option could foresee both on-line and off-
line re-fuelling, also in batches. For the PV reactor
only off-line re-fuelling is envisaged. The neutron
energy spectrum is thermal (with uranium oxide fuel
enrichment slightly above 5%), or fast (MOX fuel).
All the options are still at the conceptual design
stage.

The difference between a thermal and a fast super-
critical water-cooled reactor is in the lattice pitch

QM V)
‘\% ‘ \ | f\v )I J
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and in the use of moderating material. The fast
spectrum reactors use a tight lattice and no addi-
tional moderator material, whereas the thermal
spectrum reactors need both a loose lattice and ad-
ditional moderator material in the core.

The thermal option foresees an open once-through
cycle, while advanced aqueous reprocessing at a
central fuel cycle facility (see 9.2) is foreseen in the
case of the fast option closed cycle with MOX fuel.

4.2. WCR Proliferation Resistance Intrinsic
Features

In general, water-cooled innovative reactors present
features similar to existing PWRs and BWRs:

e |ow enrichment uranium dioxide fuel in fresh and
spent fuel

e Once-through fuel cycle (most designs)

e Unattractive isotopic composition of plutonium
in discharged fuel

e Radiation barriers provided by the spent fuel.

The option of a closed U-Pu cycle is applicable to
fast reactors, with issues related to advanced aque-
ous reprocessing. According to the information re-
ported in a joint workshop between GIF PR&PP WG
members and Generation System Steering Com-
mittees SSC members [15], a proliferation resist-
ance assessment of SCWR concepts has not yet
been made.

4.3. WCR Physical Protection Intrinsic
Features

Passive safety features are in general similar to the
reference ALWR system. Passive safety of SCWR is
facilitated by the lower heat content of the reactor
coolant system, which results in lower containment
loadings during a design-basis Loss-Of-Coolant
Accident (LOCA).

The SCWR Pressure-Tube option could enhance
the role of the moderator as a passive heat sink.

5. Gas-Cooled Reactor (GCR) Systems

Twenty-one high-temperature GCR system con-
cepts were contributed to GEN-IV Roadmap’s
TWG-2 [10], grouped into:

Modular Pebble Bed Reactor Systems (PBR)

Prismatic Fuel Modular Reactor Systems (PMR)

Very-High-Temperature Reactor Systems (VHTR)
Gas-Cooled Fast Reactor Systems (GFR)

The main property of all GCRs is the use of inert
gas, which avoids possible cliff-edge effects, due to
phase transitions possible with other fluids, and de-
couples thermal-hydraulics and neutronics.

GCRs based on a direct Brayton gas turbine cycle
are expected to attain enhanced sustainability and
economics.

The screening for proliferation resistance potential
yielded the following reactors (GEN-IV reference
highlighted):

e G1 PBR Modular Pebble Bed Reactor - Once
Through

e G2 PMR Prismatic Fuel Modular Reactor - LEU
Open Cycle

e G3 VHTR Very High Temperature Reactor - LEU
Open Cycle (GEN-1V reference)

e G4-Generic HTGR - Closed Synergistic Flexible
Fuel Cycle

e (G5- Gas-Cooled Fast Reactor GFR - Closed Cy-
cle (GEN-IV reference)

We focus hereinafter on the main features and pro-
liferation resistance aspects of the two GEN-IV ref-
erence designs.

5.1. GEN-IV Very-High-Temperature
Reactor System (VHTR)

Based on PBR or GT-MHR concepts, but with a
higher inert helium coolant outlet temperature
(above 950°C), it is an advanced, high-efficiency re-
actor system, which can be used in energy-inten-
sive, non-electric processes (e.g., hydrogen pro-
duction) as well as supplying process heat to a
broad spectrum of high temperature applications.
Its main features are:

e High thermal efficiency (45-50%)

e High burn-up, hence reduced waste production
and disposal burden

e Larger scope of potential waste applications, for
example, coal gasification and metallurgic proc-
esses

e Improved intrinsic proliferation resistance due to
refractory coated fuel, low fissile inventories and
open fuel cycle

e |Increased passive safety due to refractory fuel
precluding damage under all operating and ac-
cident conditions

e Thermal neutron-spectrum and once-through
uranium cycle
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¢ Flexibility to adopt U/Pu fuel cycles and improve
waste minimization.

VHTR is the nearest-term hydrogen production
system [Figure 2], foreseen by 2020, but still needs
R&D on high-temperature resistant alloys, fibre-
reinforced ceramics or composite materials, and
zirconium-carbide fuel coatings, including confir-
mation of fuel behavior under accident conditions.

5.1.1. Fuel Design
Two options exist for the fuel design:

e Prismatic block fuel, where TRISO-coated parti-
cles are mixed with a matrix and formed into cy-
lindrical fuel compacts, with a foreseen burn-up
of up to 200 GWd/tHM.

e Pebble fuel, where TRISO-coated micro-spheres
are contained in a 6 cm ball configuration called
pebble, with a foreseen burn-up of up to 100
GWd/tHM.

TRISO-coated particles (650 microns to about 850
microns) consist of a spherical kernel of fissile
(standard UQO,, or UCO), encapsulated in multiple
coating layers (SiC or ZrC). The multiple coating lay-
ers form a highly corrosion-resistant barrier, essen-
tially impermeable to the release of gaseous and
solid fission products up to high temperatures of
1,600 oC. This enables the fuel to withstand high
temperatures arising in case of accident or sabo-
tage.

Some pebble bed gas-cooled reactor concepts
rely on continuous re-fuelling within an annular

Control Rods

Graphite
Reactor
Core

Graphite
| _— Reflector

Fre

Helium Heat
Reactor  Coolant Exchanger

core or in channels (PBR, APBR types), whereas
others employ prismatic pin-in-block fuel (GT-MHR
types) in graphite channels. With this fuel arrange-
ment, GCRs can accommodate a wide variety of
mixtures of fissile and fertile materials without any
significant modification of the core design. The
solid moderator in GCRs also avoids the positive
void coefficient of reactivity, which limits the pluto-
nium content of LWR MOX fuels.

The operating characteristics of the GCRs accom-
modate the use of a wide range of fuel cycles with-
out changing the basic reactor system design. The
applicable fuel cycles range from LEU to thorium-
uranium to plutonium alone. An option of closed
fuel cycle could be foreseen for the GT-MHR, with
MOX or hybrid U-Th fuel. Reprocessing, either
aqueous or pyro-chemical, is still an open issue (see
par. 9.2).

5.1.2. VHTR Proliferation Resistance
Intrinsic Features

Intrinsic proliferation resistance features common
to this category include:

¢ Once-through fuel cycle

e High fuel burn-up, with low residual plutonium
inventory and high content of Pu-240

e Difficulty to process fuel (e.g., TRISO)
e High spent fuel radiation barriers

e |[ow ratio of fissile-to-fuel volume, both in com-
pact and pebble type.

\
“Very-High-Temperature Reactor

Oxygen

> Hydrogen

Hydrogen
Production Plant

Figure 2: Very-High-Temperature Reactor - GEN-IV Roadmap’s pictorial view [2].
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A relevant proliferation resistance characteristic of
pebble bed reactors is the huge number of pebbles
that would have to be diverted to accumulate
enough nuclear material suitable for weapons pro-
duction. For example, given an initial uranium en-
richment of 8-10%, to obtain 5 kg of *°U, one would
have to divert either 5-10 blocks of prismatic fuel, or
more than 5,000 pebbles [15]; obtaining plutonium
from spent fuel would be even more cumbersome
(hundred of thousands of pebbles [10]). This poses
also a difficulty in nuclear material accountancy and
control, but remains a considerable advantage over
LWRs, in which this same amount of plutonium
could be retrieved from only two spent fuel assem-
blies.

The high proliferation resistance is primarily due to
the refractory coated fuel form, hard to access, and
the low fissile fuel volume fraction. The refractory
coatings provide a containment from which it is dif-
ficult to retrieve fissile materials. The technology for
the reprocessing of the TRISO fuel has not yet been
fully established, thus providing a considerable in-
crease in proliferation resistance. In fact, PUREX
cannot be directly applied to TRISO particles, be-
cause silicon carbide coating layers are not dis-
solved by acid mixtures and, therefore, require ad-
ditional mechanical treatment.

The production of plutonium per MWd produced is
lower than in an LWR, resulting in a higher prolifera-
tion resistance. Moreover, VHTR systems are able to
reach very high burn-ups, which are far beyond the
possibilities offered by other thermal reactors (with
the exception of molten salt reactors). In particular,
the GT-MHR with optimized TRISO kernels prismat-
ic fuel in graphite channels, could achieve a high-
burn-up capability allowing for essentially complete
9Py fission and transmutation of 90% of all TRU
waste in a single burn-up. This minimises the prolif-
eration risk in the use of this fuel form, as well as
limiting the generation of secondary waste [16].

5.1.3. VHTR Physical Protection
Intrinsic Features

In terms of passive safety in case of loss-of-coolant

events, the VHTR presents the following character-

istics:

e Helium coolant, which is single phase, inert, and
has no reactivity effects

e For the GT-MHR design, a graphite core with
high heat capacity and structural stability at very
high temperatures

e Refractory coated particle fuel, retaining fission
products up to temperatures much higher than
normal operation

¢ Negative temperature coefficient of reactivity,
which inherently shuts down the core above nor-
mal operating temperatures

e Low power density core (6 kW/I) in a steel reactor
vessel surrounded by a natural circulation reac-
tor cavity cooling system, as in GT-MHR

e Removal of decay heat by heat conduction, ther-
mal radiation and natural convection, keeping
fuel particle temperatures below damage limits.

5.2. GEN-IV Gas-Cooled Fast Reactor
System (GFR)

Gas-Cooled Fast reactors are potentially highly sus-
tainable and economically competitive, combining
the advantages of high temperature with breeding
fuel and burning actinides. They exhibit the same
safety features as thermal VHTRs, with the advan-
tages of a closed and integrated fuel cycle reducing
proliferation issues and the needs for mining and
transport of nuclear materials.

The first reference concept in 2002 [Figure 3] was a
600 MWth / 288 MWe helium-cooled reactor sys-
tem, operating with an outlet temperature of about
850 °C, using a direct Brayton cycle gas turbine,
with a thermal efficiency estimated around 48% and
potential for hydrogen production [10].

More recently [17], the reference design has be-
come the indirect combined cycle, with three steam
generators, a thermal power in the range 2,000 -
3,000 MWth and an efficiency of 45-48%.

The GFR fuel design foresees, at present, a plate
fuel element with an actinide compound/solid solu-
tion content (UPuC or UPuN), encased by a tight-
ness refractory liner and a SiC/SiC matrix ceramic
cladding.

GFR enables plutonium breeding and minor acti-
nides transmutation. The fuel composition includes
15-20% enrichment in plutonium, with 1% minor
actinides and balance uranium (depleted or natu-
ral), with total quantities respectively 11,000 kg,
700 kg and 55,000 kg, in the case of a thermal
power of 2,400 MWth. The burn-up should reach
10% FIMA.

The GFR development is foreseen to be completed
by 2025, with a cycle lifetime of 5-10 years and a
global breeding ratio greater than one.
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5.2.1. GFR Proliferation Resistance intrinsic
Features

These are mainly based on the idea of not separat-
ing trans-uranium materials and on the following
features [15]:

e Fissile materials are diluted in the fuel ceramic
matrix.

e No enriched uranium is used (only natural or de-
pleted).

e Plutonium is low grade.

e Fresh fuel elements or sub-assemblies possibly
incorporate minor actinides to increase radiation
level.

¢ Fuel element is not separate from sub-assembly
on reactor site.

e Spent fuel sub-assemblies are difficult to trans-
port due to the intrinsic radiological barrier.

Using a closed cycle, proliferation resistance as-
pects are then mainly relevant in fuel handling and
on site storage, prior to fuel reprocessing.

LR

Helium

For the latter, there is no specific project on the GFR
fuel cycle in the GIF.

A proliferation resistance weakness could be repre-
sented by fresh fuel, if pure UPu was not loaded
with minor isotopes.

5.2.2. GFR Physical Protection Intrinsic
Features

The power density is about 90 kW/I, i.e., much high-
er than in VHTR, but lower than in a LMFBR.

Mainly based on the idea that a robust containment
building should protect the core from external haz-
ards, hence a pre-stressed concrete containment
building is included.

From the point of view of material choice, it has al-
ready been pointed out that helium as inert coolant
is favourable, causing no chemical reactions f(fire,
explosion).

In case of safe shutdown following sabotage, decay
heat removal can be achieved by natural circulation
of the gas. Moreover, the refractory encasing of the
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Figure 3: Gas-Cooled Fast Reactor - GEN-IV Roadmap’s pictorial view [2].
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ceramic fuel matrix inside the plate can sustain very
high temperatures:

e (Clad ~1,600 °C without FPs release
e Clad ~2,000 °C without loss of geometry.

6. Liquid-Metal-Cooled Reactor Systems

Thirty-three liquid metal concept descriptions, from
eight different countries, were considered by the
GIF’s TWG3 [11]. Only four concepts of the 33 LM-
CRs were selected as having a proliferation resist-
ance potential, and two (Sodium-cooled and Lead/
Lead-Bismuth-cooled) eventually resulted as refer-
ence concepts [Figures 4 and 5]:

e |1-SFR Sodium Fast Reactor, MOX Fuel, 1,500
MWe

e [ 2-SFR Sodium Fast Reactor, Metal Fuel, 760
MWe

e L4-LFR Medium Pb/Pb-Bi-Cooled, US Design
Systems, 300-400 MWe

e L5-LFR Large Medium Pb/Pb-Bi-Cooled, Rus-
sian Design Systems, 1,200 MWe

e L6-LFR Small Pb/Pb-Bi-Cooled, 50-150 MWe

All but L5 are retained as GEN-IV reference de-
signs.

It is also worthwhile to remember the Russian
RBEC-M, an example of an innovative SMR design
cooled by lead flowing by natural convection and
gas lift, sized between 120-400 MWih.

6.1. Fuels and Fuel Re-processing

All design concepts foresee a fast neutron spectrum
for efficient conversion of fertile uranium and a
closed fuel cycle, with full actinide recycle fuel cycle
at either central or regional fuel cycle facilities.

The options for fuel type are still under considera-
tion with the various designs.

An important common issue, requiring further R&D,
is fuel loading with minor actinides and its behav-
iour at increasing burn-up.

6.1.1. Mixed-Oxide Fuel

MOX (PuO,, UO,) has been the reference fast reac-
tor fuel for over 20 years, with the demonstration of
high burn-up mixed oxide fuel achieved in the FFTF
(USA), PHENIX (France), MONJU (Japan), and PFR
(UK). MOX recycling options include the advanced
aqueous process, with uranium and plutonium co-
extraction, along with most of the minor actinides.

6.1.2. Metal Fuels

Metal fuels were reconsidered in the 1980’s, and
have so far been tested for shorter periods com-
pared to MOX, reaching lower burn-ups, i.e., up to
10% FIMA compared to more than 20% FIMA for
MOX. Examples of metal fuels are ternary metallic
alloys U-Pu-Zr or U-TRU-Zr. Characteristics of met-
al bonded fuel are its higher density, yielding a fast-
er neutron spectrum than oxide fuel and a smaller
core volume, and high thermal conductivity, reduc-
ing the operating temperature of the fuel.

Re-processing is done by pyro-metallurgical proc-
esses, which could also be applied to MOX fuels
(see par. 9.2.3).

6.1.3. Nitride Fuels

The state of development of nitride fuels is modest
compared to either the mixed oxide or the metal al-
loy. They are attractive for their high heavy metal
density, good thermal conductivity and excellent
compatibility with sodium and lead. But the amount
of testing is still very small.

Carbide fuels are also under consideration.

6.2. GEN-IV Sodium-Cooled Fast Reactor
System (SFR)

For its density, heat transfer characteristics, and
compatibility with the stainless steel materials of
construction, sodium remains the coolant chosen in
most fast reactor design developments. Sodium-
cooled fast reactors are primary candidates for
nearest term development in countries like France,
within a European collaborative framework, USA (as
Advanced Burner Reactor foreseen by the Global
Nuclear Energy Partnership (GNEP) by 2025 [18] ),
as well as the Republic of Korea, India, and Peo-
ple’s Republic of China.

Sodium has, however, two major disadvantages: its
chemical reactivity, which has caused problems in
the past in French and Japanese reactors, and its
positive void coefficient of reactivity in most plutoni-
um-fuelled applications, which needs to be investi-
gated further to eliminate possible safety issues.

Three design options are under consideration by
GIF, with different power levels.

Small (50-150 MWe) Modular type:

e Metal uranium-plutonium-minor actinides-10%
zirconium alloy fuel

¢ 15% plutonium enrichment (Pu/HM)
e Burn-up 87 GWd/tHM

11
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e Pyro-metallurgical processing in co-located fa-
cilities.

Intermediate power (300-600 MWe) Pool
type:

e Metal uranium-plutonium-minor actinides-10%
zirconium alloy fuel

e 24.9% plutonium enrichment (Pu/HM)

e Burn-up 79 GWd/tHM

e Pyro-metallurgical processing in co-located fa-
cilities.

e An example is the Korean KALIMER design.

Medium-to-large power (600-1,500 MWe),
Loop-type:

e MOX uranium-plutonium fuel
e 13.8% plutonium enrichment (Pu/HM)
e Burn-up 150 GWd/tHM

e Advanced aqueous processing, possibly at a
central location supporting several reactors (see
par. 9.2).

e An example is the Japanese JSFR design.
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Hot Plenum * +
Control
Rods H *
eat
III. Exchanger

The recently concluded EISOFAR Specific Support
Action (Roadmap for a European Innovative Sodi-
um-Cooled Fast Reactor, EURATOM 6th Frame-
work programme) has contributed to identify vari-
ous R&D needs for the development of the
SFR [19].

6.3. GEN-IV Lead-Cooled Fast Reactor

The LFR systems feature a fast neutron spectrum
and a closed fuel cycle for efficient conversion of
fertile uranium and management of actinides. A full
actinide recycle fuel cycle with central or regional
fuel cycle facilities is envisioned. The LFR can also
be used as a burner of actinides from spent fuel. A
burner/breeder could use thorium matrices.

Lead or lead-bismuth eutectic can be used as liquid
metal coolants, exhibiting features particularly im-
portant for a fast reactor, even if their technology is
less developed than the sodium technology. They
are neutronically superior to other liquid metal cool-
ants (i.e., capture less than sodium and are less ac-
tivated), they are chemically inert with air and water,
and they have very high boiling temperatures
(1,737 °C and 1,670 °C, respectively, compared to
883 °C for sodium) and low vapour pressures. The
resulting total core void reactivity coefficient is neg-
ative, unlike for sodium.
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Figure 4: Sodium-Cooled Fast Reactor - GEN-IV Roadmap’s pictorial view [2].
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The use of lead or lead-bismuth coolants, however,
raises some safety and reliability concerns, such as
the corrosion of the structural materials and the
production of volatile and radioactive ?'°Po.

However, experience gained with lead-bismuth eu-
tectic-cooled reactors in Russian nuclear subma-
rines indicates that many of the technical problems
can be overcome by adequate design and manu-
facture.

In currently envisioned GIF reference designs, lead
is the coolant. A range of plant ratings are consid-
ered. The two options that comprise the dual-track
approach currently being pursued under the GIF are
the small transportable system of 10 - 100 MWe
size that features a very long core life, and the larger
system rated at about 600 MWe, intended for cen-
tral station power generation, hereafter briefly de-
scribed.

Small transportable “battery” system of
10-100 MWe unit size:

The reference is the US designed SSTAR (Small Se-
cure Transportable Autonomous Reactor), a small
natural circulation fast reactor, cooled by pure lead,
with very long refuelling interval of up to 30 years.
The compact active core is removed by the supplier

as a single cassette and replaced by a fresh one,
factory made. The system is rated at about 20 MWe,
which can be scaled up to 180 MWe.

Central station reactor module of 300 - 600
MWe :

The reference is the European Lead-Cooled System
(ELSY), a concept intended for power generation
and waste transmutation. ELSY employs pure lead
coolant, with forced cooling, and substantial design
simplification in contrast with other liquid-metal-
cooled reactors (e.g., integral steam generation and
pumps). The system is rated at about 600 MWe, for
power generation and waste transmutation.

The fuel options considered are oxide (ELSY) or ni-
tride (SSTAR) based, containing fertile uranium and
transuranics (minor and mixed actinides). In both
cases the fissile enrichment is up to about 20%,
and the burn-up up to 100 GWd/tHM.

6.4. LMCR PR and PP Intrinsic Features

The intrinsic proliferation resistance features of
LMCR can be summarized as:

e High burn-up and hence high spent fuel radio-
logical barrier (up to 150 GWd/tHM)
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e Pyro-processing or advanced aqueous fuel re-
processing methods, with incomplete removal of
fission products and minor actinides (see par.
9.2)

e No separation of uranium and plutonium at any
fuel cycle stage, with either reprocessing meth-
od

¢ Inherently low decontamination factor of fuel,
with need for remote handling, which compli-
cates operations and enhances proliferation re-
sistance.

The Pb-cooled “battery” (SSTAR) design, with a
small size core with a very long core life attaining up
to 30 years (typically 10 years) has good intrinsic
proliferation resistance characteristics. The reactor
module is factory made, and shipped to the plant
site. It would require little action from the operators,
and access to the fuel is only possible in the factory.
In addition, other features of the LFR (shared by
both the SSTAR and ELSY concepts) include [15]:

e Simple, compact core

e | ow pressure operation

¢ [Integral power conversion equipment
¢ No intermediate cooling system

e | ead coolant is non-reactive and has a high mar-
gin to boiling.

e Fast spectrum offers fuel cycle and materials
management flexibility.

e Minor actinide fuel

e Natural circulation Decay Heat Removal (DHR).

Significant physical protection features of the LFR
systems include:

e System simplification

e Non-reactive coolants

e Low pressure operation

e Passive decay heat removal
e Compact security footprint.

As for SFR, proliferation resistance issues are main-
ly linked to the presence of a radial or axial fertile
blanket [15]. In the case of employing blankets,
blanket assemblies are considered to be processed
together with driver assemblies. Some ideas to en-
hance proliferation resistance in this context are in-
vestigated, e.g., a concept that generates low-grade
plutonium in discharged blankets, reducing its at-
tractiveness. PR&PP can be enhanced by innova-
tive design, e.g., fuel handling machines consider-

ing issues of physical protection and of safeguards
application.

7. Non-Conventional Reactor Systems

32 non-conventional innovative energy systems
were considered by GIF’'s TWG4 [12], encompass-
ing a wide variety of coolants and fuel designs.

The largest groups of NCRs are Liquid Core, Molten
Salts and Gas Core reactors, besides other con-
cepts like Direct Energy Conversion and Waste
Minimization.

Of the 32 initial systems, only one Liquid Core Re-
actor System and two types of Molten Salt Reac-
tors, also considered in the IAEA TECDOC'’s list,
were selected for GIF’s second screening, i.e., mol-
ten salt core and molten-salt-cooled reactors.

e N1-MSR Molten Salt Core Reactor (MSR), Ther-
mal & Epi-thermal spectrum, 1,000 MWe

e N2-Liquid Core Reactor Systems

¢ N3-Molten-Salt-Cooled Reactor Systems (AHTR),
1,000 MWe.

N1 and N3 were eventually selected as MSR GEN-
IV references.

7.1. GEN-IV Molten Salt Reactor

The two reference concepts under consideration
have the main difference of having, respectively,
fluid (i.e., fluoride salts) and solid (i.e., graphite-ma-
trix) fuels [17].

In both cases, the heat generated in the molten salts
is transferred to a secondary coolant system through
an intermediate heat exchanger and then to the
power conversion system, which could be a high-
temperature steam cycle or possibly a helium gas
turbine cycle.

Thanks to the very good cooling properties and
higher thermal capacity of molten salts, compared
to helium, MTRs can be built in larger sizes, at lower
pressure, with smaller equipment.

Initially developed in the early 1950s in the USA,
when a small test reactor was successfully operat-
ed, the MSR design has the potential to be a ther-
mal 232Th-233U breeder power reactor with high ther-
mal efficiency [12]. More recent concepts use a fast
neutron spectrum core, with large negative temper-
ature and void reactivity coefficients and a closed
fuel cycle for the efficient utilization of plutonium
and minor actinides, with full actinide recycle fuel.
Therefore, besides operating as a thermal breeder
reactor on a #2Th-233U fuel cycle, with very low re-
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source demands, the MSR could be loaded with
both Th and 238U [20].

7.1.1. Fluid-fuelled MSR

This concept [Figure 6] uses a circulating mixture of
fluorides (or nitrates) of sodium, lithium, beryllium
and fissile materials, i.e., 22U — Th; U-Pu-MA; Pu
and Th.

The MSBR is the reference point for innovative flu-
id-fuelled MSR designs characterized by thermal-
epithermal neutron spectrum, and a core with
graphite moderator.

The Thorium Molten Salt Reactor (TMSR) is a re-
cent example of fast MSR liquid core design in de-
velopment, with a reference power level of 1,000
MWe, operating at low pressure (5 bar) and a cool-
ant outlet temperature of 700-900 °C, allowing
high thermal efficiency and potential for hydrogen
production [20].

7.1.2. Molten-Salt-Cooled MSR

Molten-salt-cooled reactor designs are being inves-
tigated in the USA and Europe. The Advanced High-
Temperature Reactor (AHTR) [refs. 15 and 21], is a
thermal reactor using liquid salt coolants (lithium-
beryllium and sodium-zirconium fluoride salts) and
solid fuel, with the same graphite core structures and
coated fuel particles of the modular high-tempera-
ture gas-cooled reactor concept (GT-MHR, see 5.1).

The AHTR concept still requires substantial devel-
opment, but has potentially superior economical
advantages, including potential for hydrogen pro-
duction.

7.1.3. MSR Proliferation Resistance Intrinsic
Features

Due to the scarce studies to date, in the GIF Road-
map the non-proliferation characteristics of a MSR
were conservatively defined as being equivalent to
an LWR. However, given the radically different char-
acteristics of the MSR, there is a basis for an effec-
tive and significantly higher proliferation resistance,
which needs to be better investigated. Some facts
and comments follow.

Molten salt core reactors do not require fuel fabrica-
tion, which is a very expensive and difficult process
for fuel including the minor actinides (americium and
curium). Actinides and most fission products are di-
rectly formed, or added, in the liquid molten salt cool-

ant and completely burnt. There are no burn-up con-
straints due to fuel integrity and handling concerns,
however, there are limits to trifluoride solubility [22].

There is no spatial segregation of low burn-up ma-
terial in the core, and added fuel (also coming from
LWR spent fuel) is immediately diluted. The dilute
concentration of actinides in molten salts also elim-
inates the handling of concentrated higher actinides,
with their very high decay-heat generation rates.
This would seem to lower the radiological barrier to
proliferation. However, no subsequent recycling of
actinides is foreseen, once they have been added to
the molten salt.

The combined reactor and fuel cycle fissile inventory
is low (~ 2 kg-fissile/MWe), because MSR is a reactor
with a small critical mass and medium power density
in the liquid. Moreover, the MSR fissile material iso-
topic composition would be unfavourable for use in
weapons fabrication, i.e. “Deep-burn” plutonium.

The thorium fuel cycle is foreseen to reduce greatly
the generation of higher actinides, compared to an
LWR. It is claimed that the production of 1 TWh
would require 100 kg of natural thorium for an MSR,
instead of 20 tons of natural uranium with a PWR,
with lower fissile inventories. The MSR would hence
minimize the waste output [12].

Uranium isotopes dilution, or denaturing, in molten
salts (>*8U in 232U) enhances proliferation resistance.
However, on-site reprocessing could create an is-
sue of possible “access to 22U”: if thorium fuels
were reprocessed on site soon after discharge, ap-
preciable quantities of undecayed 2*3Pa could still be
present, and its relatively simple chemical separa-
tion could subsequently lead to 233U by decay [15].

7.1.4 MSR Physical Protection Intrinsic
Features

As said above, fissile material is diluted in massive
volumes of highly radioactive salt, and can be easily
denatured, also isotopically [15].

On-site reprocessing could provide opportunity for
theft of concentrated 2%Pa-2*3U. This is seen as a
primary PR&PP threat.

As for resistance to sabotage, the MSRs have many
passive safety features, besides the high thermal
capacity and medium specific power (~22 kWth / I).

“Fluid fuel” fast MSRs would exhibit large negative
temperature and void reactivity coefficients, which is a
characteristic not found in solid-fuel fast reactors [17].
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Figure 6: Molten Salt Reactor - GEN-IV Roadmap’s pictorial view [2].

8. The Six GEN-IV Reference Concepts
Summary

Table 2 summarises the main technical character-
istics of the six reference concepts, with their
options [17].

9. Discussion

9.1. Considerations on Intrinsic Physical
Protection Features of Innovative
Nuclear Systems

As recalled in Table 1 of par. 3.1, the GEN-IV Road-
map assessment considered physical protection
according to the Vulnerability of Installations crite-
rion, and Passive Safety Features metric.

The main objective of intrinsic physical protection is
to limit the consequences of attacks aimed at theft
of nuclear material or sabotage.

Extrinsic security measures can be adopted to pro-
tect the installation against both threats, whereas
the design can rely on intrinsic physical protection
features to improve the response to damage caused
by sabotage.

In response to sabotage, a nuclear energy system
should exhibit a high capability to withstand lack of
coolant and, consequently, very severe temperature
rise without core meltdown. To this end, refractory

materials with high heat capacity and temperature
resistance are a useful first passive structural fea-
ture, largely foreseen as we saw in gas-cooled reac-
tor systems.

Decay heat removal should be possible without in-
tervention of active systems, i.e., as much as pos-
sible with passive functions, without requirements
of power. Cooling by natural convection as in LFR is
a suitable option. Low-pressure fluids are prefera-
ble, to reduce safety issues in case of circuit break.
These features are typical of liquid-metal-cooled re-
actor systems.

The location of nuclear system components should
be in structures able to withstand attacks by means
of energetic projectiles.

As much as possible, implementation of highly au-
tomated control systems is considered beneficial to
safety, and provides resistance to sabotage, reduc-
ing the need for human intervention, with proper
cross-checking of alarm parameters.

Based on the above, most of the 19 innovative nu-
clear energy system concepts selected for physical
protection potential by the GEN-IV Roadmap were
found to be similar or slightly better than the refer-
ence Advanced LWR. In particular, PBMR, GT-
MHR, and SFR with metallic fuel were considered
superior to ALWR for their high thermal inertia, heat
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Neutron Fuel /

Spectrum

Fuel cycle

Fertile U, Actinide-carbides or
nitrides, ceramic clad, or ceramic

. Electricity,
GFR ~1,200 Fast composite / 850 y 2025
hydrogen
Closed
Fertile U, TRU, nitride or metallic / .
e ~10-100 Electricity,
LFR Fast 480-567 2025
e ~300-600 hydrogen
Closed
Liquid mixture MA, U, FP, Na, Zr / "
Thermal/ Electricity,
MSR 1,000 . 700-850 2025
Epitherm hydrogen
Closed
1) MOX (and MA)
1) 600-1500 2) U-Pu-MA-Zr metal »
SFR 2) 300-600 & Fast 550 Electricity 2015
50-150
Closed
U oxides /
Thermal; Open ; -
SCWR 1,500 550 Electricity 2025
Fast
Closed
ZrC coated particles in blocks, pins or
pebbles / Hydrogen,
VHTR 600 MWth Thermal 1,000 . 2020
heat, (electricity)
Open

Table 2: Summary of GEN-IV systems’ main technical characteristics.

removal means and level of passive safety fea-
tures.

9.2. Considerations on Intrinsic Proliferation
Resistance Features of Innovative
Nuclear Systems

According to the proliferation resistance metrics
considered by the GIF Roadmap, the innovative nu-
clear energy system designs could roughly be
grouped according to the following intrinsic prolif-
eration resistance characteristics:

¢ Long-life inaccessible core

e Once-through high burn-up fuel not recycled

e High Burn-up spent fuel with pyro-processing,
e Low Burn-up spent fuel with aqueous reprocessing.

In particular, as we saw, we can identify some in-
trinsic features adopted by GEN-IV innovative nu-
clear energy system reference designs to increase
proliferation resistance:

e Open cycle and high burn-up spent fuel, with no
industrially available technology for reprocessing
ceramic composite fuel element (VHTR)

e Modular factory-made cassette core inaccessi-
ble by the operator (LFR battery option)

e Complete burning and no recycling of actinides
in molten salts (MSR)

e MOX or metal-bonded fuel charged with minor
actinides (SFR).

The design choices made to pursue the sustainabil-
ity, economics, safety and reliability, and PR&PP
goals are all interdependent. In some cases, appar-
ent benefits also have unexpected drawbacks. This
is true also for proliferation resistance and physical
protection, as we summarise hereinafter.

9.2.1. Fuel and Actinide Management

Most of the innovative nuclear energy system de-
signs have a fast neutron spectrum primarily for
burning minor actinides (Am, Np, Cm) and for
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breeding fissile material to improve the system
sustainability.

The goal of this type of design is that of ensuring a
self-sustainable operation or breed fuel to feed oth-
er reactors, and possibly reduce the need of fuel
enrichment and related enrichment facilities, thus
enhancing proliferation resistance at the global fuel
cycle level.

To be intrinsically more proliferation resistant, and
avoid potential diversion of separated plutonium,
nuclear energy system designs should ideally fore-
see core concepts without fertile blankets. The cre-
ated plutonium should be within the fissile fuel, and
recycled by co-extraction with other actinides, with-
out separation. Alternatively, fertile blankets charged
also with minor actinides for the purpose of trans-
mutation (and reduction of attractiveness) could be
considered. The joint processing of driver and blan-
ket assemblies would also add proliferation resist-
ance features to the fuel cycle.

9.2.2. Burn-up

Intrinsic radiological barriers are certainly enhanced
by longer irradiation and higher burn-up. High burn-
up of fuel not only increases the specific energy
production, but also degrades the plutonium iso-
topic composition and creates a higher radiological
barrier to its handling, hence a higher technological
difficulty for the proliferator. However, fuel handling
becomes more complicated also for the operator,
increasing costs and affecting economics.

In this respect, we found in the literature plutonium
generation calculations as a function of burn-up
showing that #*°Pu build-up with irradiation tends to
slow down after 33 GWd/tHM, whereas the produc-
tion of higher isotopes (and 2%¥Pu) continues to in-
crease nearly linearly. For burn-up around 60 GWd/
tHM, the isotope 239 percentage decreases from
60% to 50% of the total plutonium content (see [23],
[24]). A further increase in burn-up would only slight-
ly degrade the plutonium isotopics.

Higher burn-up reduces the frequency of fresh and
spent-fuel handling and spent-fuel transportation
requirements. By reducing spent-fuel inventories, it
also reduces the total mass of associated plutoni-
um, although this still remains substantial, and the
need for on-site storage of spent fuel [25].

9.2.3. Fuel Reprocessing

The choice of fuel and fuel reprocessing have strong
implications for proliferation resistance. Advanced
techniques aim at improving proliferation resistance

by avoiding separation of uranium and plutonium
from minor actinides.

Evolving from the traditional PUREX method, where
uranium and plutonium are separated with an in-
dustrial yield close to 99.9%, and minor actinides
and fission products are conditioned in a glass ma-
trix for interim storage and final disposal, the Ad-
vanced Aqueous process is characterized by ura-
nium and plutonium co-extraction, along with most
of the minor actinides, and no separation of pluto-
nium at any stage of the process. This increases
proliferation resistance of the system, because the
processed material is still significantly contaminated
through the presence of minor actinides.

This results in too high a radiation activity and radio-
logical barrier to use a simple glove-box facility for
fuel fabrication, hence complicating the operations.
Moreover, due to the shorter half-life of fission prod-
ucts compared to the heavier actinides that are re-
cycled and burned, waste radio-toxicity is reduced
in time and inventory by up to a factor of 100.

Pyro-processing, developed since the 1980’s, has
only reached the pilot-scale stage, and it is claimed
to be more compact, less complex, less costly and
generating less waste streams than the conven-
tional aqueous (PUREX) process used for oxide
fuel [11].

Pyro-processing of metal fuel is based on a few
process steps by electrochemical dissolution (elec-
tro-refining) in a molten salt eutectic. Uranium, plu-
tonium and other actinides are co-extracted, and
there is no recovery of pure fissile material at any
stage of the process. The method could also be ap-
plied to MOX fuels [26].

9.2.4. Facility Locations

As for the locations of recycle facilities, various op-
tions with PR&PP advantages and drawbacks are
under consideration. Integration of the fuel cycle in
the nuclear site would minimize both transport of
nuclear materials (restricted to make-up fuel) and
the total amount of nuclear materials needed for the
lifetime operation of the system, as the fissile fuel
needed is bred in situ from fertile fuel. However, ap-
plication of safeguards to many reprocessing plants
would become more complicated.

Regional or centralized reprocessing facilities would
instead facilitate centralized application of safe-
guards, but require nuclear material transportation
at various distances, hence raising physical protec-
tion issues.

18



ESARDA BULLETIN, No. 39, October 2008

The attractiveness of the type of feed fuel is another
factor to be considered, both from proliferation re-
sistance and physical protection points of view. Be-
sides the isotopic composition of spent fuel, with its
radiological barrier, fresh material could also be a
possible proliferation target, especially MOX fuel,
which is categorized direct use by the IAEA.
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Abstract

In the paper, different nuclear fuel cycles of ad-
vanced fuel types and their non-proliferation as-
pects are examined and compared. The investigat-
ed fuels include mixed oxide fuel, thorium-based
fuel and zirconium inert matrix fuel. All of them are
used to carry and burn or transmute plutonium cre-
ated in the classical UOX cycle. The computing cy-
cles are based on reprocessing of spent UOX fuel,
separation of plutonium, fabrication of an advanced
fuel type and its reuse in a light water reactor. Minor
actinides are separated along with plutonium only
in the case of the inert matrix fuel. The calculated
and compared values include plutonium and minor
actinides transmutation rates, mass of reprocessed
fuel and mass of fuel sent to the repository. All fuel
cycles were calculated using the HELIOS 1.9 spec-
tral code.

Keywords: plutonium transmutation, MOX fuel, inert
matrix, thorium-based fuel.

1. Introduction

Implementation of advanced nuclear fuel cycles un-
der real operating conditions requires consistent
studies of fuel material composition changes under
neutron irradiation. This work examines plutonium
and minor actinides changes using advanced nuclear
fuel in light water reactors.

The analysed cycles are based on reprocessing of
spent uranium-oxide (UOX) fuel burned in the VVER-
440 type reactor under normal operating conditions,
separation of plutonium, fabrication of an advanced
fuel type and its reuse in the same reactor type, i.e.,
VVER-440. Minor actinides are separated along with
plutonium only in the case of the inert matrix fuel.
Detailed information about the cycles is given in the
following sections.

The calculated and compared values include pluto-
nium and minor actinides transmutation, the mass of
reprocessed fuel and the mass of fuel sent to the re-
pository. All fuel cycles were calculated using the
HELIOS 1.9 spectral code.

2. Advanced Fuel Types and their Cycles

Advanced fuel types have several advantages over
classical uranium fuel (UO, , UOX) used nowadays
worldwide. The advantages are the capability to
transmute plutonium and minor actinides to non-
radioactive nuclei or to nuclei with shorter decay
times and proliferation resistance [1]. This work is
focused on the transmutation potential of mixed ox-
ide fuel, inert matrix and thorium-based fuel. All of
them should be applicable in power reactors under
conditions similar to those of UOX fuel.

2.1. Mixed Oxide Fuel Cycle

Mixed oxide fuel (MOX) is a well-known type of fuel
prepared by mixing separated plutonium oxide with
uranium U-238 including a small amount of uranium
U-235. The analysed MOX fuel cycle is character-
ized as follows: Natural uranium is enriched and
burnt in a light water reactor in the same way as in
the case of the open fuel cycle (OFC), up to the tar-
get burn-up of 50,000 MWd/tHM. After a cooling
time of 5 years the spent fuel is reprocessed and
the plutonium is separated. The reprocessing cal-
culations take into account 0.1% plutonium losses.
Separated plutonium is then mixed with depleted
uranium U-238 (with a tails essay of 0.25% U-235).
To reach a similar multiplication capability as with
UOX fuel, the content of plutonium is set to 8.5%.
The plutonium isotopic vector in spent UOX fuel is
summarized in Table 1, the MOX fuel cycle is shown
in Figure 1.

Pu isotope % composition

Pu-238 2.78
Pu-239 55.46
Pu-240 23.20
Pu-241 12.16
Pu-242 6.40

Table 1: Plutonium isotopes content in the plutoni-
um vector of the spent UOX fuel.
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Figure 1: MOX fuel cycle.

The fuel cycle is analysed in two different variants.
The first one is mono-recycling of plutonium, which
means that plutonium is separated only once from
UOX spent fuel and burnt in MOX fuel.

Burnt MOX fuel is then considered as waste and
stored. The second case is multi-recycling of pluto-
nium to the equilibrium state. Burnt MOX fuel is re-
processed and plutonium is separated and burnt
again in fresh MOX fuel, until there is no material
difference between burnt MOX fuel from two subse-
quent cycles.

Multi-recycling of plutonium in MOX fuel causes
changes of the plutonium vector from one cycle to
the next. The plutonium vector in the MOX equilib-
rium state is shown in Table 2. The plutonium con-
tent in MOX fuel for mono-recycling and also for
multi-recycling of plutonium was set, as mentioned
above, to 8.5%, while the plutonium isotopic vector
was set according to Table 1 for mono-recycling of
plutonium, and according to Table 2 for multi-recy-
cling of plutonium.

Pu isotope % composition

Pu-238 0.68
Pu-239 11.41
Pu-240 7.12
Pu-241 1.13
Pu-242 79.65

Table 2: Plutonium vector in MOX equlibrium cycle.

2.2. Thorium-based Fuel

The thorium-based fuel cycle with plutonium con-
tent (ThPu) is similar to the one of MOX fuel, the only
difference being in mixing the separated plutonium
oxide with thorium oxide. The case of mono-recy-
cling has been analysed. The plutonium content in
thorium fuel was estimated to reach values of the
multiplication factor similar to that reached in the
case of the UOX open fuel cycle. Several plutonium
contents were calculated and, finally, a plutonium
content with 5.40% Pu-239 was chosen for this fuel
cycle. The other plutonium isotopes which are
present in the spent UOX fuel are corresponding to
Table 1. The total amount of plutonium in the fuel is
9.74%. The scheme of the fuel cycle is shown in
Figure 2.

2.3. Inert Matrix Fuel Cycle

Inert matrix fuel (IMF) is a fuel prepared by mixing
separated plutonium and minor actinides into an
yttria-stabilized zirconium matrix. The advantage of
the inert matrix fuel is the proliferation resistance
against outside impacts. The fuel cycle is similar to
the MOX fuel cycle: Natural uranium is enriched and
burnt in a light water reactor in the same way as
described before, up to a target burn-up of 50,000
MWd/tHM and, after a cooling time of 5 years, the
spent fuel is reprocessed. Separated plutonium and
minor actinides are then mixed with the zirconium
inert matrix and inserted into a fresh assembly. To
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Figure 2: Thorium based fuel cycle.

ensure symmetrical distribution of power loading, a
new type of fuel assembly was modelled. Detailed
information about computation models is given in
the next chapter.

The analysed fuel cycle with inert matrix fuel is op-
erated in the self-cleaning manner. Separated plu-
tonium and minor actinides from one burnt UOX as-
sembly are loaded into one advanced assembly to
selected pins. The fuel cycle calculations account
for 0.1% Pu and MA losses during the separation
process. There is no multi-recycling of the iner ma-
trix fuel. A scheme of the advanced fuel cycle is
shown in Figure 3.

More information about fuel cycles can be found in
ref. [2], [3].

3. Computation Models

Two models of VVER-440 fuel assemblies were pre-
pared. The first one, shown in Figure 4a, is the
VVER-440 assembly with one type of fuel pins, only.
This fuel assembly was used for calculations of the
MOX as well as thorium-based fuel cycles. To per-
form calculations with inert matrix fuel, an advanced
VVER-440 fuel assembly was prepared, shown in
Figure 4b, with two different fuel types. The dark pin
positions indicate the advanced fuel, all the rest are
fresh UOX pins.

The fuel assemblies are computed in an infinite lat-
tice — neutrons which escape from one surface of
the fuel assembly and enter into the assembly at
another surface. The models were prepared and
fuel cycles were calculated using the HELIOS 1.9
spectral code [4].

Pu - all isotopes + MA

Enriched U

6.94 vol.% 1.40 wt% Pu+MA in UOX
A 4
IMF WER-440 s LYX .
Fabrication (IMF/UOX core) (- Reprocessing
o)
R
A U
a FP
E IMF 0.1%MA
UOX WER-440 ; 0.1% Pu URT
Fabrication (UOX core) 0.1% U
4.2wt% U-235 v
Wastes

Figure 3: Inert matrix fuel cycle.
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Figure 4a: Model of WER-440 assembly

The target burn-up is the same for all types of fuels:
50,000 MWd/tHM in 5 cycles of 320 days each.

4. Results

Equilibrium advanced fuel cycle calculations were
performed. Figure 5 shows the results gained for
multiplication factors in different fuel cycles com-
pared with the open fuel cycle.

From Figure 5 it can be seen that multi-recycling of
MOX fuel cannot be applied in a light water reactor.
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Figure 4b: Model of advanced WER-440 assembly

The values of the multiplication factor for this equi-
librium cycle are very low. It is recommended to
perform no more than three recycling steps and
then to consider the burned MOX fuel as waste. In
order to manufacture advanced nuclear fuel for one
reactor core, fuel assemblies from more than one
UOX reactor are needed due to the required higher
plutonium content. It is only the inert matrix fuel cy-
cle that works in the self-cleaning cycle, which
means that all plutonium created in one UOX/IMF
core is separated and recycled into fresh IMF fuel
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Figure 5: Multiplication factor for different fuel cycles in comparison with UOX open fuel cycle.
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for one UOX/IMF core. The numbers of feeding re-
actors for other fuel cycles are not negligible.

Table 3 summarizes the total number of UOX reac-
tors needed to operate the equilibrium fuel cycle. In
the case of burning weapon plutonium or plutonium
stored in spent fuel worldwide, no feeding reactor is
needed to operate these fuel cycles. Table 3 also
summarizes the initial content and content of pluto-
nium and minor actinides in the spent fuel and
transmutation rates for Pu and MA, masses of fuel
entering reactors and masses of fuel sent to a re-
pository with the total amount of finally disposed
plutonium.

The total amount of finally disposed fuel is some-
what misleading. To operate one MOX reactor, al-
most 7 UOX reactors are needed (to produce enough
plutonium to reach 8.5% plutonium content in the
fresh MOX fuel) from which all plutonium, excluding
0.1% losses, is separated and used in MOX fuel.
Hence, the higher values of the total amount of dis-
posed plutonium include plutonium from these
feeding reactors. In the case of burning plutonium
from spent fuel storage or weapon plutonium these
values should be lower in comparison with UOX
open fuel cycle.

5. Conclusions

An overview of several advanced nuclear fuel cycles
taken into account in sustainability evaluations is
given. The total amount of disposed plutonium and
high level waste can be reduced by introducing ad-
vanced fuel types into power reactors.

From the point of view of the total amount of finally
disposed plutonium, the inert matrix fuel cycle seems
to be the best choice for the equilibrium cycle.

V]0) ¢

Advanced fuel types have the potential to enhance
proliferation resistance against impacts from out-
side. The problem of proliferation is related to the
step of separation of plutonium and adding of plu-
tonium to the fuel matrix. The highest volume of plu-
tonium is separated in the thorium fuel cycle, the
lowest one in the case of the inert matrix fuel. From
this point of view the inert matrix fuel cycle is also
the best choice [5].

Advanced fuel types can be operated under light
water reactor conditions. They can participate in
transmutation of cumulated plutonium and also in
plutonium production reduction. Introduction of
advanced cycles into power reactor practice re-
quires detailed studies of operational and other
characteristics.
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MOX
monorec

MOX
multirec

Number of feeding reactors - 6.82 6.82 7.87 -
Pu and MA initial content [wt %] 0.00 8.50 8.50 9.74 1.41
Pu and MA content in burned fuel [wt %] 1.22 6.74 8.33 5.75 0.46
Pu transmutation rate [Kg/TWhe] 0.00 51.06 35.26 104.44 30.72
MA transmutation rate [Kg/TWhe] 0.00 0.00 0.00 0.00 0.47
Mass of reprocessed fuel [t/ TWhe] 0.00 2.4 2.40 0.00 2.39*
Average quantity of separated Pu [Kg/TWhe] 0.00 118.63 141.38 221.17 41.19
Amount of finally disposed Pu [Kg/TWhe] 26.02 118.63 141.38 116.73 10.48

* - UOX from UOX/IMF core is reprocessed.

Table 3 . Comparison of selected parameters of advanced nuclear fuel cycles.
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Abstract

In the frame of the Generation IV International Fo-
rum (GIF), the International Project on Innovative
Nuclear Reactors and Fuel Cycles (INPRQO), and,
more recently, the Global Nuclear Energy Partner-
ship (GNEP), experts discuss the future use of nu-
clear power by addressing a variety of areas, rang-
ing from new nuclear reactor technologies to
international fuel cycle models. Aside from econom-
ic and inherent safety issues, considerations on pro-
liferation resistance have gained increased interna-
tional attention and importance for the feasibility of
nuclear fuel supply and fuel cycle services models.
Proliferation resistance is ruled by both intrinsic and
extrinsic factors. Intrinsic factors are related to the
quantities and quality of nuclear materials used in
any given nuclear facility and the ease with which
both materials and technologies could be withdrawn
from the installation. Extrinsic features stem from in-
stitutional barriers against diversion or misuse and
relate mainly to the application of International
Atomic Energy Agency (IAEA) safeguards. Looking
forward towards future nuclear technologies, the
question arises how these will impact the future
safeguards culture and supporting instrumentation.
The paper addresses this question and discuss
some future aspects of safeguards by extrapolating
and expanding on the evolution of safequards from
a material and technology based control system to
an information driven approach. Furthermore, fac-
tors will be outlined that may impact not only the
development and implementation of future safe-
guards instrumentation, but also the design of future
nuclear reactors. Features of safeguards instrumen-
tation may be ranging from remote interrogation ca-
pabilities to multipurpose, synergy-enabling func-
tions, i.e., the consequences of an expected increase
in a global nuclear market within a ‘nuclear renais-
sance’ on future safeguards instrumentation will be
highlighted. Also, the need for early involvement of
all concerned parties, especially treaty verification
authorities, will be discussed. Considerations on

how the non-proliferation community can best be-
come prepared for the technological needs of the
future will conclude the paper.

Keywords: proliferation resistance, safeguards,
technologies, nuclear renaissance.

1. Introduction

The high cost and limited availability of fossil fuel
resources as well as climate change concerns have
prompted government leaders world-wide to review
their nuclear power generation programs or to in-
vestigate avenues to initiate such activities. Under
the banner of a Nuclear Renaissance, industrial
players support such tendencies by promoting the
inherent security of modern fuel cycle facilities and
nuclear reactors and by introducing new, advanced
means of reducing both the amount and the danger
of the generated nuclear waste.

At the same time, the international community along
with non-proliferation authorities strives to guide
the expanding use of nuclear energy within the spir-
it of Atoms for Peace and the Non-Proliferation
Treaty (NPT) by enhancing the control and the safe-
guarding of sensitive technologies and materials. In
this context, multi-national approaches including
the Global Nuclear Energy Partnership (GNEP) as
well as fourth generation, proliferation resistant nu-
clear reactors under GIF and INPRO have been
much discussed in recent years.

Neither the establishment of new, multi-national fuel
cycle models nor the design, development, and
construction of new reactors is a short-term en-
deavor; the international community is planning for
what is to come in two decades and beyond. This
horizon naturally poses a broad range of challenges,
especially when addressing the question of how it
will impact non-proliferation policy and the verifica-
tion of safeguards commitments compliance, but it
also offers some opportunities worth exploring.

The NPT verification authority, the International
Atomic Energy Agency (IAEA), has the mission to
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verify the correctness and completeness of signa-
tory states’ declarations about their peaceful nu-
clear programs. To this end, IAEA inspection per-
sonnel has access to declared facilities to check,
applying the most effective and efficient combina-
tion of all safeguards measures. One such measure
that supports inspectors is safeguards instrumenta-
tion that is either installed operating in unattended
mode at nuclear facilities or is carried into the field
for attended operation. Under the Additional Proto-
col, IAEA inspectors’ access rights include search-
ing for undeclared nuclear facilities and activities.

Looking ahead towards the implementation of new
fuel cycle models and the accompanying increased
safeguards responsibilities, the future cousins of to-
day’s instrumentation are likely to play an increas-
ingly important role. This is an area where some ap-
pealing opportunities can be realized if the opposing
challenges can be successfully addressed. The fol-
lowing paper will first investigate some of the fac-
tors that will impact the development of future non-
proliferation policy to show the multi-dimensional
nature of the related challenges. It will then explore
what features need to be designed into instrumen-
tation to support meeting such challenges. Some
questions and concerns on the future instrumenta-
tion development path will be raised next. Recom-
mendations, as far as it is possible at this early
stage, as to how the international community can
best approach the development task will conclude
the paper.

2. Factors Potentially Impacting Safeguards

The term Nuclear Renaissance implies a significant
increase in the use of nuclear power world-wide,
and indeed more and more countries have identi-
fied atomic energy to be a viable addition to or ex-
pansion of their electricity portfolio to counter in-
creased prices of fossil fuels and climate change
concerns. Further, the globally progressing industri-
alization increases the need for baseline electricity
production capacities. This future expansion of nu-
clear activities will likely lead to the globalization of
the nuclear energy market which will also affect in-
ternational non-proliferation policy.

One push is to concentrate sensitive nuclear tech-
nologies such as enrichment and reprocessing by
introducing Multi-National fuel cycle Approaches
(MNAs) where a few supplier countries offer nuclear
services to recipient countries. Their success will
depend heavily on how much assurance of supply
of nuclear fuel to recipient countries such models
can credibly guarantee; otherwise, the incentive to
develop national fuel production capabilities will re-

main. The implementation of MNAs leads to safe-
guards being applied in Nuclear Weapons States
(NWS) if they are a supplier country as they take on
fuel cycle services for a Non Nuclear Weapon State
(NNWS) that is under full scope safeguards obliga-
tions. Such a shift might support a different move-
ment towards the implementation of comprehensive
safeguards as a universal standard for all NPT sig-
natory states, including NWS.

The implementation of safeguards is not a static ap-
proach, but rather of a very dynamic nature with the
flexibility to adapt to changes within the non-prolif-
eration regime and treaty compliance verification
efforts. One such currently ongoing transition is
driven by the implementation of the Additional Pro-
tocol and Integrated Safeguards. In the practical
sense, this means that the safeguards system is
shifting from a quantifiable declaration-and-verifi-
cation regime to a more information-driven, qualita-
tive approach with extended access rights on the
part of the IAEA (Complementary Access (CA)). In
the effort to verify both the correctness and the
completeness of a NPT signatory state’s declara-
tions, traditional safeguards measures are re-evalu-
ated and complemented by other information
sources to detect undeclared materials and activi-
ties in addition to diversion and misuse of declared
ones.

This is a significant shift in the safeguards culture
that is likely to continue throughout the next two
decades and will apply the state-level approach
where countries are evaluated as a whole, allowing
for the concentration of inspection resources in a
more focused manner. As such policies develop,
they have to be flexible enough to adapt to changes
in regional political structures, as well. For example,
as national barriers disappear within the European
Union, Integrated Safeguards and the state-level
approach have to be modified accordingly. How this
will evolve over time is very difficult to judge as it
depends not only on the political development of the
EU as an entity, but on its future expansion, as well.

Lastly, the development of new nuclear technology
will impact safeguards and non-proliferation policy,
as well. Fourth generation nuclear reactors strive to
offer higher Safeguardability and inherent prolifera-
tion resistance and such advantages will certainly
impact the safeguards regime that controls such in-
stallations. But nuclear developments are not re-
stricted to such technologies that facilitate easier
implementation of safeguards; as new technologies
become available for sensitive activities such as
separation and enrichment (e.g., laser technolo-
gies), non-proliferation policy and safeguards have
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to be adapted to cover all technologies and materi-
als of concern.

Policy decisions always have an impact on how
safeguards are implemented influencing the deci-
sions about the set of tools that supports them.
When looking at the possible developments in safe-
guards policy, it is worthwhile to investigate what
features safeguards instrumentation should have
and how it can best facilitate the actual implemen-
tation of efficient and effective safeguards.

3. Future Safeguards Instrumentation

The implementation of the Additional Protocol
charges the IAEA with the detection of undeclared
nuclear materials and activities. Foremost stands
the expanded use of information technology based
resources such as open source information analysis
and satellite imagery. Furthermore, this has also a
directimpact on the instrumentation that safeguards
inspectors deploy during their inspection visits, es-
pecially sampling and in-field analysis tools.

For traditional safeguards, instrumentation is de-
signed for applications such as verification of de-
clared material including isotopic compositions,
monitoring of specific operational activities (e.g.,
open core operations), and keeping materials and
access points under seal. During Additional Protocol,
or Complementary Access inspections, the nature of
instrumentation that is required is fundamentally dif-
ferent. The inspector has limited or no knowledge
about what to expect; therefore, the instrumentation
required to support him/her must be portable and
much more versatile than installed monitoring sys-
tems or even the portable traditional systems that are
designed to verify declared materials.

Furthermore, the location where measurements are
made or samples are taken during Complementary
Access inspections is of critical importance for later
analysis and cross-matching with other information
sources such as satellite imagery, wide area moni-
toring, or open sources. This implies the need for
better data management and location tagging ca-
pabilities, if possible. Installed, unattended instru-
mentation will undergo changes as well, as new
technological approaches become available and
the shift towards an information driven, qualitative
assessment allows for the drawing of state-level
conclusions about the absence of undeclared nu-
clear materials and activities in addition to the cor-
rectness and completeness of declarations.

The development of advanced and fourth genera-
tion reactor models has interesting consequences
for safeguards instrumentation, as well. The imple-

mentation of safeguards measures during the de-
sign of such installations can alleviate the impact of
treaty verification efforts on the operation of a nu-
clear installation today. To mitigate the need to pull
cabling, retrofit the facility to provide the infrastruc-
ture for instrumentation, easier implement remote
monitoring, and reduce on-site inspection time are
all factors that will be appreciated by the operator.

In domestic safeguards systems, instrumentation
does not necessarily have to operate for safe-
guards purposes only. There is a broad range of
possible synergies, especially when the applica-
tion of equipment is evaluated prior to the comple-
tion of the design of a facility. Surveillance camer-
as, for example, produce image data that IAEA
inspectors use to draw conclusions about the cor-
rectness of declared and the absence of unde-
clared activities. Such image data are of interest to
other concerns at a nuclear installation. First of all,
it could be used to support physical protection
measures as it might give an indication on insider
or collusion threats. Next, it could strengthen per-
sonnel safety measures if image data analysis ca-
pabilities that can detect smoke or indication for
other hazardous situations are added. Also, image
data can provide a management tool if the opera-
tor can use image data to see if personnel are
properly trained, rules are obeyed, and procedures
(e.g., two-person rule) are followed.

In international safeguards there are concerns
that the IAEA cannot share its data with the op-
erator. However, new instrumentation could have
the capability to generate different datasets spe-
cifically for each interested party that only contain
the data necessary for their specific purpose.
Such data would have to be independently au-
thenticated to ensure their integrity. But if such
requirements can be fulfilled, the same instru-
mentation could be utilized by multiple parties for
various purposes.

With the shift of safeguards towards Integrated
Safeguards and state-level conclusions, the ques-
tion arises as to whether or not there will be a need
for surveillance in future safeguards applications.
Such discussions are mainly driven by the resourc-
es needed to operate a surveillance infrastructure
not only for the equipment, but also for the image
data analysis, field maintenance and support, and
the frequency with which their data need to be ex-
tracted and reviewed. If multiple parties shared the
benefits of surveillance, however, it could advance
to be a feature implemented easily during the de-
sign with its cost shared among the users, thus be-
coming a true Safeguardability benefit.
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Also, other instrumentation can be envisioned for
synergies with new safeguards approaches. New
measurement techniques that might have the poten-
tial to replace swipe sample taking and allow for im-
mediate analysis could be added to the safeguards
portfolio. Following the shift towards information-
driven safeguards, such technologies can be envi-
sioned in a portable form, as well. As an example,
laser spectroscopy measurement techniques can be
deployed to immediately detect and analyze the
presence and enrichment of uranium-235 in a given
uranium-hexafluoride (UF) sample. Such a technol-
ogy could be used in portable applications to detect
undeclared enrichment programs at undeclared sites
or enrichment higher than declared at declared fa-
cilities. But it could also be employed in a fixed in-
stallation for continuous, on-line measurement.

If the measurement accuracy of such an approach
is comparable or better than the currently used
mass spectrometry, safeguards authorities will not
be the only parties interested in it. Facility operators
will have a similar if not larger interest in using the
same technology for their quality assurance and
cost-effectiveness qualities. Again, synergies be-
tween multiple users can be realized, the implemen-
tation facilitated during the design of the instrumen-
tation, and the cost shared among the beneficiaries;
thus truly offering Safeguardability attributes.

Overall, if instrumentation can support a multi cus-
tomer approach and can be implemented early in
the design of nuclear facilities, it can enhance safe-
guards as well as the State System of Accounting
and Control of the host country. It also offers the
opportunity to conduct safeguards related process
monitoring in closer cooperation with the operator
of a facility, thus realizing development and opera-
tional synergies.

4. Future Instrumentation Development Paths

When looking at the potential developments that
might impact both safeguards and non-proliferation
policy and the development of instrumentation, one
should also ask the question whether the existing
infrastructure to support research, development,
and manufacture is appropriate for the emerging
challenges. Currently, safeguards instrumentation
is produced for a niche market with high reliability
and tamper indicating requirements that have little
applicability for other markets. If the usage of in-
strumentation is expanded towards more joint use
and multi customer approaches, the market might
expand accordingly.

The IAEA’s support structure in place today out-
sources the development and production of safe-
guards instrumentation, often sponsored by Mem-
ber States Support Programs (MSSPs) with IAEA
experts developing the user requirements and over-
seeing project progress. If multi-customer scenarios
with larger equipment quantities installed but also
multiple party inputs to the user requirements
emerge, this infrastructure might have to change
accordingly. The question is whether more develop-
ment effort should be spent by the IAEA itself as
opposed to the external outsourcing approach that
is used today. Should the IAEA conduct research
and development in accordance with both internal
and external requirements input and then identify
suitable partners for commercialization? A different
approach might be to shift more development re-
sponsibilities to the nuclear plant operator as the
primary owner of the instrumentation while ensuring
that IAEA requirements are 100% implemented. Ei-
ther scenario would certainly affect the way the
IAEA works with MSSPs.

Moving from a quantitative to a qualitative safe-
guards approach will also enhance the importance
of identifying new technological developments and
existing fields of technical solutions towards safe-
guards. Through its Novel Technology program the
IAEA already identifies new and creative ideas to
address new and existing challenges, and this area
will see a further increase in activity as new, coop-
erative approaches emerge. A development path
that involves a network of partners, those that pro-
vide new solutions and those experienced in safe-
guards to implement them into instrumentation and
solutions ready for fielding, will be needed. Here,
the IAEA has a strong foundation of research and
development institutions and private industry to
build upon.

5. Conclusions

The changing safeguards culture and the shift to-
wards information-driven safeguards is a complicat-
ed concept that bears both challenges and opportu-
nities. Synergetic instrumentation installed in future
nuclear fuel cycle facilities that support both the op-
erator and safeguards authorities can be envisioned
to realize such opportunities while addressing the
challenges. But its benefits need to be carefully bal-
anced against implementation difficulty and cost;
only if a benefit exists for both sides, treaty compli-
ance verification authorities and operators, the im-
plementation will be possible. If joint use, data shar-
ing, and synergies can be realized while all security
and data integrity concerns are addressed, the in-
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strumentation will be a valuable addition for all par-
ties involved.

Decisions on how to best proceed towards the new
safeguards regime cannot be made by safeguards
authorities alone. Rather, the early involvement of
all participants to jointly decide on a course of ac-
tion will promise the greatest chances of a reward-
ing result. This also needs to be a continuous proc-
ess. As quantitative elements decline and qualitative
elements increase, careful discussion of all stake-
holders is needed to adapt existing agreements to
changes in the non-proliferation regime and to the
availability of new technologies. Also, what might
be identified as an approach with high synergies
between operators and safeguards for new nuclear
reactors might not be applicable for existing facili-
ties if cost and effort of retrofitting exceed the ad-
vantages of new instrumentation.

In support of new, proliferation-resistant fuel cycles
and multi-national approaches, the goal should be to

set a new standard for future nuclear safeguards
while carefully measuring the interdependencies with
other critical factors such as physical protection, en-
vironmental concerns, personnel safety, quality as-
surance, and economic sustainability. Only a bal-
anced approach with input from all stakeholders can
facilitate a swift and synergetic implementation.
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Abstract

Among the international community there is a re-
newed interest in nuclear power systems as a major
source for energy production in the near to mid fu-
ture. This is mainly due to concerns connected with
future availability of conventional energy resources,
and with the environmental impact of fossil fuels. In-
ternational initiatives have been set up like the Gen-
eration 1V International Forum (GIF), the Internation-
al Project on Innovative Nuclear Reactors and Fuel
Cycles (IAEA-INPRO), and, partially, the US driven
Global Nuclear Energy Partnership (GNEP), aimed
at defining and evaluating the characteristics, in
which future innovative nuclear energy systems
(INS) will have to excel. Among the identified char-
acteristics, Proliferation Resistance plays an impor-
tant role for being able to widely deploy nuclear
technology worldwide in a secure way.

Studies having the objective to assess Proliferation
Resistance of nuclear fuel cycles have been carried
out since the nineteen seventies, e.g., the Interna-
tional Nuclear Fuel Cycle Evaluation (INFCE) and the
Non-proliferation Alternative Systems Assessment
Program (NASAP) initiatives, and all agree in stating
that absolute intrinsic proliferation resistance, al-
though desirable, is not achievable in the foreseea-
ble future. The above finding is still valid; as a con-
sequence, every INS will have to comply with
agreements related to the Non Proliferation Treaty
(NPT) and will require safeguards measures, imple-
mented through extrinsic measures. This considera-
tion led to a renewed interest in the “Safeguardabil-
ity” concept which can be seen as a bridge between
intrinsic features and extrinsic features and meas-
ures.

Keywords: Proliferation Resistance, Safeguarda-
bility, Innovative Nuclear Energy Systems, Holistic
Approach, Evaluation/Assessment.

1. Introduction

While not a completely new concept, safeguarda-
bility has often been connected to nuclear material

characteristics. The GIF Proliferation Resistance &
Physical Protection Working Group (GIF PR&PP
WG) recognised that this is a reductive view of the
subject, and preliminarily began to address it in a
more comprehensive way. The PR&PP WG has
more broadly defined safeguardability as the de-
gree of ease with which a system can be effectively
and efficiently put under International Safeguards.

Although not required for the PR&PP evaluation
framework, the safeguardability concept has been
recommended for use in the PR&PP approach be-
cause it can be of support to designers to consider
safeguards needs beginning with the earliest phas-
es of design. A preliminary list of attributes affect-
ing the safeguardability of an Innovative Nuclear
Energy System, including attributes that affect ma-
terial accounting, containment and surveillance,
and design information verification, has been iden-
tified in the GIF PR&PP methodology report, revi-
sion 3, and has been already reported [1, 2]. The
current list of the safeguardability attributes is re-
ported in Appendix D of the PR&PP methodology
report, revision 5 [3, 4]. The Joint Research Centre
(JRC) is among the promoters of safeguardability
in GIF PR&PP EG (expert group), and, starting from
the work that is being carried out within the group,
is interested in addressing the safeguardability
concept from a holistic point of view.

In section 2, the paper will recall how the issue of
safeguardability had been approached in the past,
and then it will give a summary of the safeguardabil-
ity concept so far emerged within the PR&PP expert
group activity ( see section 3). In section 4, a pos-
sible way forward for the safeguardability concept
in the GIF PR&PP frame is proposed. In a second
part of the paper, and section 5 highlights a possi-
ble redefinition of some key concepts in a holistic
approach to safeguardability. Finally, in section 6,
some preliminary conclusions are presented.

2. Safeguardability in Literature

The issue of how to tackle the problem of safe-
guardability of nuclear energy systems has existed

31



ESARDA BULLETIN, No. 39, October 2008

since the foundation of the International Atomic En-
ergy Agency, and during the last thirty years at least
two different approaches emerged:

e Developing new safeguarding techniques and
equipments to enhance safeguards effective-
ness and efficiency.

e Providing guidelines for designers of new sys-
tems, in order to enhance systems safeguard
ability during early design stages.

In the following paragraphs these two different ap-
proaches will be briefly described.

2.1. Developing new safeguarding
techniques and equipments to enhance
safeguards effectiveness and efficiency

Although nuclear proliferation concerns have always
accompanied the development of civilian nuclear
technologies, the standard approach to non-prolif-
eration was not to consider safeguardability as part
of the design requirements of nuclear energy sys-
tems. Typically, a nuclear energy system was ini-
tially designed and licensed, and, in a following
phase, the IAEA and the State in the process of
building the system negotiated the safeguards ap-
proach for it. This implied that safeguarding tech-
niques and equipments were conceived and/or
adapted for the design of the nuclear energy system
after the design was already fixed, with very limited
capabilities of changing those design aspects that
might create safeguardability concerns. The main
R&D activities connected to safeguards were there-
fore those aimed at enhancing the effectiveness
and efficiency of detection equipments and inspec-
tion planning (see e.g. [5,6]), and the few assess-
ments in the field of safeguards had the objective of
evaluating the effectiveness of a given safeguards
approach applied to a given system (an overview of
some of such studies can be found in [7]).

This approach has been favoured by the fact that
up to the nineteen nineties systems did not change
much from a safeguarding point of view, and, there-
fore, efforts were put in advancing in the technolo-
gies connected to detection equipments. Recently,
with the start-up of international initiatives whose
objective is to design the next generation of nuclear
energy systems, the safeguarding community faces
a new scenario, involving the need of new safe-
guards techniques able to cope with the major
changes in the nuclear processes considered for
new systems. Examples of discussions about the
safeguardability of innovative fuel cycles in relation

to the current safeguarding practice and capability
can be found in [8] and [9], where the safeguardabil-
ity of a pyro-processing facility [8] and of an ad-
vanced spent fuel conditioning process [9] are dis-
cussed, or in [10], where the safeguardability of an
innovative closed fuel cycle is under examination.
In [8], the Los Alamos National Laboratory carried
out an analysis of the safeguardability of a pyro-
processing facility under various assumptions of
both design and safeguards approaches [11]. This
exercise is particularly interesting, because it tack-
les the issue of safeguardability from a double point
of view: not only by varying safeguards measures
and techniques, but also by varying the original
process design in order to make it more safeguard-
able.

In [9], the safeguardability of an advanced spent fuel
conditioning process developed in the Republic of
Korea is analysed in a study jointly carried out by
the Los Alamos National Laboratory and the Korean
Atomic Energy Research Institute (KAERI). After giv-
ing some hints of the innovative characteristics of
the process leading to the absence of separated Pu
(i.e., discussing material attractiveness, an aspect
related to proliferation resistance), a hypothetical
safeguards approach is assumed, in order to high-
light whether IAEA detection goals are achievable
or not.

In [10], European Commission JRC ITU analysed a
hypothetical closed fuel cycle (double strata) from a
double point of view: proliferation resistance and
safeguardability. Proliferation resistance is mainly
analysed from a material quality point of view, fol-
lowing the concept that proliferation resistance of a
nuclear system may be increased by reducing the
attractiveness of the involved nuclear material [12].
Safeguardability is then analysed by reasoning on
the possibility to set up effective safeguards meas-
ures with current detection equipments and analyti-
cal techniques, and eventually hints are provided on
the R&D activities to be carried out to cope with ac-
tual limitations. It is interesting to note, how the two
aspects of proliferation resistance and of safeguard-
ability are analysed separately and with different cri-
teria. The relationship between these two aspects is
briefly discussed in the next section of this paper.

These studies put in evidence how assessing safe-
guardability of systems whose designs are not yet
finalised can open a double front: on the one side
there is the possibility to understand how current
safeguarding techniques and practices are suited
for new concepts, and on the other side there is the
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possibility to propose design changes to enhance
systems safeguardability.

2.2. Providing guidelines for designers of
new systems in order to enhance
systems Safeguardability during early
design stages

Currently, national and international initiatives aimed at
developing the next generation of nuclear energy sys-
tems have been launched. Among them, the two major
international initiatives are the Generation IV Interna-
tional Forum [13] and the IAEA International Project on
Innovative Nuclear Reactors and Fuel Cycles (INPRO)
[14] initiatives. Both efforts set up a number of goals
that future systems will have to reach, and among them
there is a call for increased proliferation resistance.

Proliferation resistance has been defined by [15] as:

“That characteristic of an NES that impedes the diver-
sion or undeclared production of nuclear material or
misuse of technology by the Host State seeking to ac-
quire nuclear weapons or other nuclear explosive de-
vices.

The degree of proliferation resistance results from a
combination of, inter alia, technical design features, op-
erational modalities, institutional arrangements and
safeguards measures.”

Proliferation resistance is, therefore, considered to
be made of intrinsic features and institutional meas-
ures concurring in making the nuclear energy system
unattractive for its use in a military programme. In-
novative nuclear energy systems will, therefore, still
rely on international nuclear safeguards, and this
should be considered a design requirement. It has to
be noted that, even if the INPRO initiative does not
talk openly about safeguardability, this concept is de
facto present behind indicators they identified as rel-
evant to detectability [16].

Although no one is entitled to impose proper design
requirements related to systems safeguardability,
systems designers repeatedly asked the PR&PP WG
for guidelines able to help them to take this aspect
into account in their activity. Scanning past literature
for studies providing guidelines for designing more
safeguardable nuclear energy systems highlights that
this topic has been investigated since the late nine-
teen seventies, but relatively few studies have been
carried out, mainly in the US [17] and by IAEA[18, 19].
Their main focus is on nuclear reactors, and they pro-
vide a good basis for preparing guidelines for design-
ing future systems.

3. Safeguardability within the GIF PR&PP
Evaluation Methodology

Although not required for the PR&PP evaluation frame-
work, the safeguardability concept has been recom-
mended for use in the PR&PP WG, because it can be
of support to designers to consider safeguards needs
beginning with the earliest phases of design, and is
currently described in Appendix D [4] of the PR&PP
Evaluation Methodology report, revision 5 [3].

3.1 Safeguardability as in GIF PR&PP
Evaluation Methodology report, Rev. 5,
App. D

In [4], safeguardability is defined as the degree of
ease with which a system can be effectively and ef-
ficiently put under international safeguards. Its anal-
ysis is strongly influenced by a number of aspects
connected with a system’s design, such as sys-
tem’s layout, the type of process chosen and its ac-
tual implementation, the foreseen operating profile.
In addition, another relevant source of influence is
the international non-proliferation legal framework
under which the system will be operated.

From its definition, safeguardability will be related
to the potential easiness of setting up a safeguards
approach which would effectively and efficiently
provide credible assurance that no undeclared illicit
activities have been carried out in the nuclear ener-
gy system. This implies that a safeguardability anal-
ysis is based on the knowledge of the nuclear en-
ergy system, of the legal framework in which the
nuclear energy system is operated and on the veri-
fication activities and techniques at disposal within
the considered legal framework. Any change not
only to the first aspect, but also to the other two will
lead to a different result of the safeguardability anal-
ysis, making it evolutionary in nature and context
dependent.

Two possible objectives were considered for safe-
guardability:

The first one was to have a possible substitute for
two pathway measures - Detection Probability and
Detection Resources Efficiency - where not enough
information for their estimation is available. Typi-
cally, this is the case of very early design stages.

The second one was to answer to a system design-
ers’ request to have some kind of guidance for de-
signing systems able to ease activities connected
with the implementation of international safeguards.
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For analysing safeguardability, a set of attributes
have been identified by the Expert Group, grouped
in three broad categories: 1) attributes capturing
the potential ease of performing Design Information
Verification (DIV), 2) attributes capturing the poten-
tial ease of performing Nuclear Material Accounting
(NMA) and, finally, 3) attributes capturing the po-
tential ease of implementing Containment and Sur-
veillance (C/S). For each category, a table has been
prepared, containing the relevant attributes and a
short description of their meaning.

Attributes have been identified as the system’s in-
trinsic features upon which current safeguards
techniques rely, independently of the fact that such
technique will be actually implemented. In analysing
safeguardability, no assumption of a particular safe-
guards approach is made. Reference [4] states that,
whereas safeguardability is an index of the potential
ease of implementing an effective and efficient safe-
guards approach based on current practice, detec-
tion probability is an index of the effectiveness of an
implemented safeguards approach.

The current tables are published in [4] and represent
a first step towards the identification of the systems’
design attributes that may affect safeguardability.
The tables reported there, have been developed
considering two different scenarios:

In the first scenario, a team of experts is to per-
form a safeguardability assessment of the system’s
design, in order to provide relevant feedback to the
system’s design team. Designers would, hence,
have the possibility to improve the design accord-
ing to the recommendations resulting from the as-
sessment. This close and iterated interaction be-
tween designers and safeguardability experts would

eventually lead to a highly safeguardable nuclear
energy system.

In the second scenario, the safeguardability as-
sessment is performed for supporting policy mak-
ers in decisions where safeguardability is an impor-
tant characteristic.

This double approach led to a set of attributes that
are general in nature, partly characterised having
a feedback to designers in mind, and partly char-
acterised having a feedback to policy makers.

In the following paragraph, the first scenario has
been selected for illustrating a possible way forward
for advancing in the work.

3.2. Advancing in the work: an improved
characterisation of the identified
attributes

The first step for progressing is to validate the cur-
rent tables and investigating their completeness.
These tables have undergone a validation exercise
within the PR&PP WG. Since they are not to be con-
sidered as finalised but only a first milestone in a
work in progress, the tables are currently undergo-
ing an external validation process via interviewing
relevant domain experts not directly involved in the
GIF PR&PP activities. Both the internal and the on-
going “external” review process put in evidence that
the first step in the scheduled advancement in the
work is to better characterise the identified at-
tributes. Ideally, each attribute could be character-
ised according to six aspects, identified by the six
keywords What, Why, Who, How, When, and Where
(this paradigm is inspired by and adapted from [20]).
For each attribute, the objective is to fill Table 1,
adapted from [21], where the What aspect captures

Name
What
Rationale:
Why
Example(s):
Relevant to:
Who Assessed by:
Performance .
. Description Scale Comment
Indicator
How
When
Where

Table 1: Attributes Characterisation table in terms of What, Why, Who, How, When/Where. Adapted from [20].
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the objective of the attribute, the Why captures the
rationale, and eventually some examples where this
attribute is fulfilled and not fulfilled, the Who cap-
tures all the players for whom the attribute is rele-
vant and the experts needed for assessing it, the
How captures the performance indicators that could
be used for assessing the attribute and its related

description and scale, the When and Where are
grouped for capturing the stage at which the at-
tribute comes into the game.

In this paper an attempt to characterise the safe-
guardability attributes identified in [4] in terms of
objective (What) and rationale (Why) is presented in
Tables 2, 3, and 4.

Name Objective (What) and Rationale (Why)

Comprehensive-
ness of facility
documentation
and data.

Objective: Making sure that the facility documentation is exact and complete in all the aspects relevant to
design verification activities.

Rationale: Every facility that has to be put under international safeguards will have to be described in a
documentation set requested by the safeguards inspectorate. For Design Information Examination (DIE) and
DIV, a Design Information Questionnaire (DIQ) has to be compiled. Exact and complete documentation about
the facility, with detailed layout in both hardcopy and electronic form would greatly facilitate a comprehensive
compilation of DIQ, and this will in turn provide benefit to the inspectorate for the foreseen activities.

Transparency of
layout

Objective: To make sure that the system layout is conceived in such a way that process lines are easily iden-
tifiable and could be checked for consistency with the declarations at different design stages.

Rationale: An important aspect of Design Information Verification (DIV) is verification of the process equip-
ments and layout. Often process equipments layout is not conceived for easy layout verification, and is there-
fore difficult to check. Although this might not be an issue in item facilities, it might create big difficulties when
bulk facilities are involved, especially when the process is continuous.

Possibility to use

Objective: To make sure that the system is conceived in such a way that technologies aimed at making the

while operation-
al.

computerised DIV activity easier could be used.

reconstruction

models Rationale: Modern techniques such as the ones based on 3D laser rangefinders allow performing a 3D map-
ping of the area to be verified, thus, allowing computer assisted verification of the equipments and facility
layout.

Possibility to Objective: To make sure that the system is conceived in such a way that every relevant process equipment

have visual/ can be visually or instrumentally checked for DIV purposes during normal operation of the facility.

instrumented

:Zﬁ?:ri;?‘::m“ty Rationale: DIV is normally performed during planned shut downs of facilities, but this is not always possible.

In addition, on some facilities, accessibility to all relevant equipments is not possible even during planned shut
downs, e.g., due to radiological hazards. Compliance with this attribute would ease the work of the inspectors
and avoid any loss of time/resources to the operator.

Table 2: Nuclear System attributes faciliting design Inventory Verification (DIV).

Name Objective (What) and Rationale (Why)

Uniqueness
of material
signature

Objective: Making sure that the nuclear material available in the facility has intrinsic characteristics that contrib-
ute to easily recognise it in terms of type and composition.

Rationale: Having unambiguous material signature positively affects measures aimed at discriminating the nu-
clear material composition. Moreover, it makes any concealment activity aimed at substituting the declared
nuclear material with dummies more difficult.

In origin inspired by [22]

Hardness of
material
signature.

Objective: To make sure that the system layout is conceived in such a way that process lines are easily Objec-
tive: Making sure that the nuclear material available in the facility has a radiation signature which is easy to be
measured.

Rationale: During PIV, inspectors typically perform attribute verification measurements on a sample of the avail-
able nuclear material. Having hard nuclear material signature would facilitate the inspectorate to detect and
record it and, therefore, conclude that the measured material is compliant with the operator’s declarations.

In origin inspired by [22].
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Possibility of | Objective: Making sure that the nuclear material available in the facility can be characterized via passive meas-

applying urement methods instead of requiring active measurement methods.

passive

measurement | Rationale: During PIV inspectors typically perform attribute verification measurements on a sample of the available

methods nuclear material. If the nuclear material characteristics allow passive NDA techniques to be used to reach the in-
tended objective, the inspectorate would have the opportunity to get the job done in an easier and cheaper way.
In origin inspired by [22]

ltem/bulk Objective: Making sure that the nuclear material form inside the system is compatible with accurate and effi-

cient NMA.

Rationale: In terms of nuclear material accounting, item facilities are easier and cheaper to verify than bulk fa-
cilities, since the material balance is easier to be closed (in principle no MUF is expected) and verifications typi-
cally rely on NDA measurements rather than DA measurements. In principle, NMA in item facilities is less re-
sources intensive than in bulk facilities.

In origin inspired by [22]

Uncertainties
of detection

Objective: Making sure that the system is designed in such a way that the nuclear material treated can be veri-
fied and inventoried with current verification techniques and equipments.

equipments
Rationale: New systems might take advantage of new processes and possibly innovative nuclear material
forms. Designing the system keeping in mind that those processes will have to cope with NMA, carried out using
specific verification techniques, with known performance target values, means to facilitate the safeguards de-
signers’ work and reduce the safeguards resources needed to be allocated.
In origin inspired by [22]

Annual Objective: Making sure that the amount of nuclear material produced by the system’s processes is compatible

throughput with the international safeguards inspection goals.
Rationale: Large bulk facilities handling big quantities of nuclear material per year might generate throughputs
challenging the possibility to reach the safeguards detection goals. Annual throughput might affect the accuracy
of physical inventories in absolute terms, and, therefore, detection limits.

Batch/ Objective: Making sure that the type of material handling, within the process chosen for the facility, is compat-

continuous ible with an accurate closing of a nuclear material balance.

process
Rationale: How nuclear material is handled in a bulk facility might have a strong impact on the overall difficulty
of closing the material balance. In principle, batch processes, possibly with constant nuclear material composi-
tion between batches, could lead to easier and more accurate closing of material balances when compared with
continuous processes.

Radiation Objective: Making sure that the system is designed in such a way that the nuclear material radiation field does

Field not affect the inspection activities.
Rationale: The presence of a radiation field generated by the system’s processes and involved nuclear material
is unavoidable. A safeguardable facility should be designed in such a way that the inspectorate’s activities are
not jeopardised by radiological hazards. This affects both the inspection activities and the eventual servicing of
fixed equipment (accessibility etc.).

Amount of Objective: Making sure that the system’s design is optimised for minimizing the amount of nuclear material that

hidden might not be accessible to inspectors during safeguarding activities.

(unverifiable)

inventory Rationale: Each process has a physical amount of nuclear material that is not accessible during inspection
activities, because, e.g., the material may be inside process pipelines. A system optimised to minimise this
amount of material would facilitate the closing of the material balance by the inspectorate.

Possibility to | Objective: Making sure that the system’s design is compatible with the implementation of near real-time ac-

implement counting techniques.

near real time

accountancy | Rationale: For some processes the closure of material inventory for timeliness purposes is particularly challeng-

ing. Having the possibility to implement near real time accounting would greatly help the inspectorate in closing
the material balance frequently and without interrupting the process, in order to achieve timeliness objectives
while not intruding in the system’s operation.

Table 3: Nuclear System Attributes facilitating Nuclear Material Accounting (NMA).
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Name Objective (What) and Rationale (Why)

Operational practice
of C/S measures.

Objective: Making sure that the operational profile and procedures of systems facilitate the applicability

Rationale: The aim of C/S measures is to maintain continuity of knowledge on the systems’ nuclear
material inventory between two inventory verifications. The way in which the system is operated might
increase the ease of applying containment and surveillance measures.

Extent of automation| Objective: Making sure that procedures are carried out with a low need of human intervention and that
and remote handling | all operator’s equipments can be instrumented by the inspectorate.

Rationale: Having highly automated processes would facilitate the application of C/S measures in
several ways: collection of data coming from operation equipments can be used for continuity of
knowledge purposes, and the possibility to have few personnel in the operations area would facilitate
the review of surveillance cameras recordings.

Standardisation of
items in transfer

Objective: Making sure that items in transfer inside the system are as standardised as possible.

Rationale: Having standardised items (e.g., flasks) in transfer would facilitate the application of C/S meas-
ures in several ways. Examples are: easier interpretation of recorded images in the review phase, easier
surveillance of standard items in transit as they would probably result in moving at the same speed.

Possibility to apply
optical surveillance

keeping this in mind.

Objective: Making sure that the system’s design is optimised for the use of optical surveillance devices.

Rationale: In current practice, surveillance relies heavily on the use of images recorded by surveillance
cameras. In order to maximise the benefits that this technique embeds, the system can be designed

Number of possible
transfer routes for
items in transit

for the nuclear material in transit.

phase.

Objective: Making sure that the system’s design foresees a limited amount of possible transfer routes
Rationale: Having only one or very limited possible transfer routes for items in transit would greatly
improve easiness of performing surveillance and interpreting surveillance records during the review

This attribute is also particularly important for facilitating the application of containment measures, given
that operational rules allow their use (e.g., no transfers for long periods of time).

Possibility to apply
remote surveillance

Objective: Making sure that the system’s design allows the possibility to transfer C/S data offsite.

Rationale: Remote surveillance helps to achieve timeliness and saves onsite inspection efforts, concur-
ring in lowering the resources needed by a safeguards approach.

Table 4: Nuclear System Attributes facilitating application of Containment and Surveillance (C/S) and other

monitoring systems

These tables build on the official ones in [4], and,
although a brainstorming for identifying new miss-
ing attributes to be added to the current ones is in
course, this effort has not been included here. As a
consequence, no additional attributes are intro-
duced here, and the focus is uniquely on advancing
with the available material.

A safeguardability analysis intended at providing
feedback to systems designer teams should be ca-
pable of analysing the systems design at the earli-
est possible design stages. Clearly, not all the at-
tributes identified in Tables 2-4 can be relevant at
very early design stages, some of them might re-
quire a fairly detailed description of the system.
Since every attribute is considered to be important
for a sound safeguardability analysis, this aspect

calls for a method able to deal with incompleteness
of information.

4. The way forward within the PR&PP WG
framework

In addition to characterising the current attributes
by filling in Table 1 for each of them, the ongoing
review of the current safeguardability tables put in
evidence a number of aspects that are going to be
deepened and implemented in the next steps.
Among the aspects that will be deepened in the
near future are the following:

e The current tables are mainly focused on the ac-
tivities to be carried out during routine inspec-
tions. It is foreseen to give more coverage to
those aspects that are relevant for providing the
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safeguards inspectorate with the information
needed for designing the system’s safeguards
approach, e.g., the information needed for com-
piling the system’s Design Inventory Question-
naire (DIQ) and the facility attachments.

¢ No particular attention has been paid yet to the
aspects influencing the easiness of collecting the
information needed by the operator for the re-
porting activities foreseen by the inspectorate. It
is desirable to take explicitly into account those
aspects facilitating the setting up of an accurate
and efficient accounting and reporting system by
the operator.

e Aspects critical for the safeguardability of a nu-
clear energy system but not considered yet are
those that influence the easiness of, e.g., recov-
ering from interruption of continuity of knowl-
edge, or of performing typical follow-up actions.
It is foreseen to enhance the coverage of these
aspects.

e During the preliminary investigation of the safe-
guardability concept, the PR&PP WG deliberate-
ly focused only on the traditional safeguards
measures and activities. It is foreseen to begin
the investigation of the aspects related to the
measures introduced by the Additional Protocol
and the subsequent Strengthened Safeguards
regime.

Once the attributes are finalised, there is the need
of means to capture the evidence for and/or against
their fulfilment, in order to be able to draw a conclu-
sion on every single attribute and, eventually, on the
basis of the conclusions on the single attributes, to
be able to draw a conclusion on the overall safe-
guardability of the system under investigation. Any
candidate technique for this task will have as a min-
imum requirement to be able to cope with conflict-
ing and incomplete evidence, and to be able to cap-
ture the involved uncertainty in all its forms, i.e.,
fuzziness, incompleteness, and randomness.

5. Some reflections on the Safeguardability
concept: setting up the case for a holistic
approach

5.1. Safeguardability analysis on what?
Setting the scale

Since the safeguardability concept is aimed at pro-
viding feedback to system designers, it is worth-
while to spend some time investigating the meaning
of nuclear energy system. The actual definition of

nuclear energy system within the GIF PR&PP evalu-
ation methodology is the following:

A Generation IV Nuclear Power Producing Plant and
the facilities necessary to implement its related fuel
cycle.’

Actually, this definition implies that the nuclear en-
ergy system includes the whole nuclear fuel cycle
involving an innovative nuclear power reactor. It is
very unlikely that a single design team will address
the whole nuclear fuel cycle, and, therefore, it would
be reasonable to allow the safeguardability analysis
to be performed also on a single facility or even to a
single process of a particular facility. In principle,
the scope of the analysis will define, if the analysis
will be performed on a process line, on a facility or
on a complete fuel cycle. If this is accepted, it would
be possible to notice how the safeguardability con-
cept could be defined in a holistic way, and suited
to all needed levels.

The term holistic is connected with the concept of
holon: a holon is at the same time a part and a
whole. For example, the human being is a whole, for
it is made of different sub-systems such as the skel-
eton, the cardiovascular system, and the pulmonary
system. At the same time, it is a part, since it is part
of a social structure (family, city, nation, etc.)?.
Whether a human being is considered to be a part
or a whole is a matter of the scope of the analysis
and of the chosen level of detail. The same consid-
eration applies to our problem: depending on the
scope, a facility can be considered as a part of a
system or of a fuel cycle or as a whole for the proc-
esses carried out in it. In principle, a safeguardabil-
ity analysis could be performed regardless of the
chosen holon. It has to be noticed that passing
from, e.g., a facility level to a fuel cycle level, the
safeguardability of the latter generally emerges from
the integrated behaviour of the former ones, i.e., the
safeguardability of the fuel cycle might be different
from a simple aggregation of the safeguardability of
its individual facilities.

5.2. Safeguardability: a concept connected
to intrinsic features or to extrinsic
measures?

Both in literature and within the PR&PP WG the is-
sue of characterising safeguardability as an intrinsic
or an extrinsic characteristic of a nuclear energy
system emerged. In the proliferation resistance do-

1 [3], p.66.
2 For a more detailed description of the holon concept in technical
areas, see [20].
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main these two concepts (intrinsic and extrinsic)
were defined in [15]. Intrinsic proliferation resistance
features are those features that result from the tech-
nical design of nuclear energy systems, including
those that facilitate the implementation of extrinsic
measures®, and extrinsic proliferation resistance
measures are those measures that result from
States’ decisions and undertakings related to nu-
clear energy systems®.

When reasoning on the safeguardability concept,
one possibility might be to define it as the collection
of those features resulting from the technical design
of the system, that facilitate the implementation of
extrinsic proliferation resistance measures. This
definition would classify safeguardability as an in-
trinsic proliferation resistance feature.

Although the above point of view might well be
adopted, it is worthwhile to take a broader and ho-
listic point of view, and (following [20]) begin to ac-
knowledge that any technical (hard) system is em-
bedded (integrated) in a human, social (soft) system
in which it is operated and with which it interacts in
numerous and often complex ways. Indeed, failures
leading to catastrophic accidents often occur due
to failures or misunderstandings or understatements
of these interactions between hard and soft sys-
tems. In our case, the nuclear energy system is de-
ployed and operated by an operator, and subject to
international non-proliferation agreements leading
to nuclear safeguards verification activities. Once
this scenario is accepted, safeguardability could be
defined as a property emerging from the interaction
of a nuclear energy system (hard) with the activities
connected with the non-proliferation legal frame-
work in force (soft). In particular, safeguardability
could be seen as an index of the potential quality of
this interaction.

5.3. Safeguardability and Proliferation
Resistance: a tight and complex
relationship

The relationship between the safeguardability con-
cept and proliferation resistance is certainly a tight
one, but its characterisation strongly depends on
how safeguardability and proliferation resistance
are defined.

If the definition of proliferation resistance given in
[15] is accepted, and the first possibility of defining
safeguardability given in 4.1 is assumed, then safe-

3 [15], p.1.
4 15], p.2.

guardability would be seen as a subset of the PR
intrinsic features.

If we adopt a holistic point of view, and accept that
hard systems are integrated in soft systems with
which they interact, proliferation resistance and
safeguardability could be seen as indexes of the
potential quality of different interactions of the hard
system with the soft system: proliferation resistance
could be seen as measure of the potential quality of
the interaction of a nuclear energy system with ac-
tivities connected with a proliferation effort, and
safeguardability, as stated in the previous para-
graph, could be seen as a measure of the potential
quality of the interaction of the nuclear energy sys-
tem with the activities connected with the non-pro-
liferation legal framework in force.

It is worth noticing that some of the attributes iden-
tified for analysing safeguardability are relevant also
for analysing proliferation resistance, but their con-
tribution might be a positive one in one case and a
negative one in the other. For example, limited ac-
cessibility to nuclear material due to the radiological
hazards connected to the radiation field is negative
for safeguardability (inspectors’ activities are nega-
tively affected), but very positive for proliferation re-
sistance (a good radiological barrier increases the
technical difficulty associated with a diversion sce-
nario). This aspect puts in evidence that designing a
nuclear energy system excelling in ensuring non-
proliferation is a challenging task, where trade-offs
on a number of important aspects will have to be
achieved, and optimisation of these trade-offs will
not be always straightforward.

6. Conclusions

Due to various reasons, there is a renewed interest
in nuclear energy as an important player in the near
to mid future. This led to various international efforts
aimed at shaping and designing future nuclear pow-
er plants and their related fuel cycles. Among other
goals, future nuclear energy systems will have to be
proliferation resistant and will have to operate under
an international nuclear safeguards regime.

Designers of nuclear energy systems repeatedly
asked the GIF PR&PP WG to provide guidelines to
ensure that their teams take the issue of safeguard-
ability into account at early design stages, and the
group is developing this concept for answering to
this need. As a first step of the work, a list of rele-
vant attributes has been developed and published
in the latest revisions of the GIF PR&PP Evaluation

Methodology Report.
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Work on the subject is still ongoing and currently an
external validation process and a further characteri-
sation of the identified attributes is being performed
at JRC, taking advantage of JRC experts in the rel-
evant domains. The proposed way forward for this
activity has been presented in section 4.

While continuing to contribute to the main stream
of the PR&PP WG activities, JRC is exploring the
possibility to couple the experience on the con-
cepts of proliferation resistance and safeguardabil-
ity gained in the GIF PR&PP frame with the internal
know-how on safeguards and non-proliferation to
try to develop a holistic approach for analysing the
evidence that a nuclear energy system design will
be highly safeguardable. This activity is being car-
ried out adopting a holistic systems thinking ap-
proach developed at the University of Bristol (UK).
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Abstract

This article is aiming at presenting a simple approach
which may be easily implemented to assess and
make use of provisions for enhancing Proliferation
Resistance (PR) of nuclear systems (that is nuclear
reactors and their associated fuel cycles). In the ini-
tiatives to develop innovative nuclear energy sys-
tems (Generation 4, INPRQO), PR is one of the key
elements, along with economics, safety, sustainabil-
ity and environment which has to be addressed. As-
sessment of proliferation resistance is therefore of
timely importance.

This method is called “SAPRA” (which stands for
“Simplified Approach for Proliferation Resistance
Assessment”) and it uses the classical concept of
barriers. Four categories of barriers are distin-
guished: material, technical, institutional and spe-
cific barriers for the weapon making phase. In the
proliferation process (or route), four steps are
considered: diversion of materials, transformation,
transport and making of the nuclear weapon using
either high-enriched uranium or plutonium. All
steps of the fuel cycle from uranium mining to fi-
nal disposal of spent fuel or nuclear waste are ex-
amined. A scale of value is then defined in order
to quantify each of these elementary steps and
figures are aggregated to obtain global perform-
ance indices for PR and to identify weak points.
Various nuclear systems have been analyzed and
general conclusions drawn from these results are
presented.

This paper offers a first developed framework to de-
rive a practical and effective use of a proven tool to
the needs and specificities of proliferation resist-
ance assessment.

1. Introduction

Proliferation Resistance (PR) has become one of the
primary topics to be addressed in the frame of the de-
velopment of nuclear energy systems. While PR analy-

sis and assessment have already been implemented
for a long time, the need arises to structure the meth-
odology and to develop simple approaches which can
be directly used for assessing PR of various nuclear
fuel cycle options. The method presented here, called
SAPRA, is based on a quantitative assessment of the
effectiveness of technical and institutional barriers
which may impede a proliferation attempt.

2. The Framework of the Analysis

First of all, when speaking of proliferation, we must
define precisely what is exactly the threat we are
dealing with. To this end, we start from basic defini-
tions derived from the US "NPAM" project [1] and a
recent IAEA-sponsored work [2] :

e Proliferation: Acquisition of one or more nuclear
weapons by a nation that does not have them.

e Proliferation Resistance: All of those characteris-
tics of a nuclear energy system that impede the
diversion or undeclared production of nuclear
material, or misuse of technology, by States in
order to acquire nuclear weapons or other nu-
clear explosive devices.

¢ Proliferation Risk: The likelihood of a nation ac-
quiring one or more nuclear weapons within a
given period of time.

Within the frame of this terminology, it appears that
"Proliferation Risk" is a combination of PR as de-
fined above and of proliferator characteristics,
which measures the willingness and capacity of a
given state to acquire a nuclear weapon (these ele-
ments are related to political issues as well as to
economical and technical capabilities of the prolif-
erators). Furthermore, the analysis presented here
is limited to PR only, that is to say that other threats
such as sabotage or fabrication of "dirty bombs"
are not “proliferation” as defined above and are,
therefore, not addressed in this paper.
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3. A Pragmatic Approach for Assessing
Proliferation Resistance

3.1. The General Framework

The proliferation concern has been particularly ad-
dressed for a long time in France through its interna-
tional commitments and actions as well as its own
provisions aimed at preventing proliferation of nu-
clear weapons. In this context, French nuclear insti-
tutional and industrial actors, in particular AREVA,
have established a working group on “Proliferation
Resistance and Physical Protection” (PRPP). In the
terms of reference of this group, it is stated that one
of the mandates of the group is to select and de-
velop a methodology for assessing proliferation re-
sistance of nuclear systems. A subgroup of experts
was created for that purpose and a report was is-
sued in 2006 on this work [4]. This paper is aimed at
providing a short description of this work.

3.2. The Methodology

From the very definition of proliferation resistance
(PR) given in section Il., we have considered that
a pragmatic approach for assessing PR must
take into account two types of factors :

1 — Material-related, technical or organizational and
institutional factors, for a given nuclear system, that
may impede the diversion of sensitive nuclear ma-
terial and / or the misuse of sensitive technologies.
These are the “barriers” (or “lines of defence”) of the
well known “defence in depth” fundamental princi-
ple considered in nuclear safety analysis.

2 — “Country profile”, related to the international
commitments in the nuclear field and the status of
the nuclear activities of a given country. nuclear ac-
tivities of a given country.

On this basis, we have implemented an approach
which is similar to the one initially proposed by the
“TOPS” special task force [3], initiated by the US-
DOE in 1999, and in which French representatives
participated actively. As a matter of fact, we have
reviewed several other methodologies developed
for assessing PR, and we judged that the TOPS ap-
proach is among the most practicable ones, at least
at the present time (while awaiting the availability of
the more sophisticated methodology which is being
developed in the frame of the Gen-IV initiative, by
the “PR&PP” working group).

The main difference between our approach and
the TOPS approach is that we have explicitly dis-
tinguished between four phases in the prolifera-
tion process, in order to better follow potential

proliferation routes and assess the efficiency of
the different barriers at each step of these
routes.

Following this approach, we have considered a

matrix made up of two types of parameters:

1 — A set of all fuel cycle steps associated with the
nuclear system (one step is one line of the ma-
trix);

2 — A set of various phases in the proliferation proc-
ess, and, for each of these phases, a set of rel-
evant “barriers” (one stage of the process with a
given barrier is one column of the matrix).

Then, the analysis consisted in grading each box of
the matrix with the help of a number which was al-
located by an expert group to assess the efficiency
of each barrier with regard to the proliferation route
envisaged. In the final step of the methodology,
various aggregations of these numbers were car-
ried out, in order to obtain global figures liable to
characterize the degree of resistance to prolifera-
tion of a system for a given type of proliferator.

3.3. Hypotheses and Data Structure for
the Assessment

3.3.1. Material-related, Technical and
Institutional Barriers

A comprehensive list of material properties, techni-
cal characteristics and institutional measures likely
to constitute an obstacle to a proliferation route
was drawn up. This list is similar to the one worked
out by the TOPS study, with only a few modifica-
tions or additions. For example, we considered the
physical form of a material as a potential barrier
(which is not considered in TOPS), because it may
make diversion or a transformation process more
or less difficult. Another example that we have tak-
en into account is the fact that a clandestine facil-
ity may be detected by its impact on environment.
It is a technical barrier that we call “signature”.
With this respect, it must be noted that a reproc-
essing plant (aimed at separating plutonium) is
most likely more detectable than an enrichment
plant (aimed at producing high-enriched uranium).
With regard to institutional barriers, we did not
consider “location” as a barrier because, as it is
pointed out in the final TOPS report, its effective-
ness would require careful evaluation of the threat
and location implications to determine the “net”
value of this barrier. On the other hand, the dis-
tance to cover for transportation of a nuclear mate-
rial quantity was considered as a barrier in our
method.
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3.3.2. The Different Phases of the
Proliferation Process

As already mentioned, we have explicitly distin-
guished between four phases in the proliferation
process which are the following:

1. Diversion, that is covert theft of nuclear material
(fissile material or spent fuel) from a facility which is
supposed to be under international safeguards and
which is supposed to have physical protection meas-
ures (in this case, a certain level of internal or external
“collusion” or “complicity” is generally necessary)

2. Transport of the nuclear material from the facility
to the location where it must be further processed

3. Transformation, of the nuclear material in order to
make “ready-to-use” weapon grade material

4. Manufacturing of a nuclear weapon, once the
weapon grade material (“ready-to-use”) is available.

Of course, all barriers identified in the first step are
not necessarily relevant for each of these four phas-
es, and only the one which may have an effect on a
given phase has been considered in each of these
phases. This is very clear, for example, for the ulti-
mate phase of nuclear weapon production, where
institutional barriers no longer exist by definition.

3.3.3. Country Profile

Actually, in such an analysis, we must take into ac-
count what we call the “country profile”, because
the proliferation risk clearly depends on the institu-
tional situation and technical capabilities peculiar to
each country. Incidentally, we underline the fact
that, according to the very definition of PR, we did
consider only the case of proliferation by a state,
and not by a sub-national group. From this point of
view, the following elements were considered:

e Status of the country concerning nuclear weapon
possession as well as position of the country
with regard to the international non-proliferation
regime (NPT, Additional Protocol or any other in-
ternational agreements in the nuclear domain)

¢ |evel of development (high, average, low)

e type of reactor(s) operated (if any) : LWR, CAN-
DU, HTR

e fuel cycle options (open or closed cycle) and as-
sociated domestic facilities.

Of course, one cannot carry out a specific study for
all possible combinations of these factors and, up to
now, we have studied only some of the most repre-
sentative cases according to the present status and
near prospects of nuclear activities in the world.

3.3.4. Fuel Cycle Steps

In a classical manner, we have considered the three
major stages of the nuclear fuel cycle and for each
of them, only their main steps (if relevant), that is:

e Front-end: mines, conversion, enrichment, fuel
fabrication, and transportation of nuclear materi-
als and fuel assemblies between each step (spe-
cific steps are added for the CANDU-DUPIC fuel
cycle as well as for MOX fuel fabrication).

e Reactor operation: fresh fuel storage and han-
dling, irradiation in the reactor core, spent fuel
handling and storage at the reactor.

e Back-end: spent fuel transportation and storage,
handling, reprocessing, plutonium storage, spent
MOX fuel storage and, for final disposal, han-
dling, conditioning, and emplacement of spent
fuel or conditioned waste packages from reproc-
essing, and, finally, long-term period after clo-
sure of the repository.

It is to be noted that this approach is based on a
diversion scenario and does not take into con-
sideration the proliferation risk of a country when
no extrinsic barriers are in place (e.g., withdrawal
from NPT).

It does not allow a detailed analysis of proliferation
risk associated with each step of the civilian nuclear
fuel cycle industry, in particular, at enrichment and
reprocessing plants. Such a work is not within the
scope of a general study of this kind and requires a
specific in-depth study of each facility, taking into
account the particular safeguards and physical pro-
tection measures implemented in the facility.

3.4. Quantitative Assessment

3.4.1. The Grading Process

Having defined the framework and attributes for
PR, the question was to find means to evaluate the
degree of proliferation resistance of a nuclear
system a proliferator would face, taking into ac-
count the various barriers. For this purpose, it was
decided to adopt the following scale of values al-
lowing a scoring of each barrier for each individual
fuel cycle step:

Very weak Darrier..........eueeeveeeeeeemeeeeeieeeeeeeeeeeeeeeeeeeeee 0
Low resistant barrier........ccooevvviieiiiiec 1
Moderately resistant barrier............ccooeiiiiiiiiiiieenee. 2
Highly resistant barrier.........ccccvvvvicciiiieeeeiic, 3
Very highly resistant barrier............cceeeeiviiiiieiinnnnnnnn. 4
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On the basis of this scale of values, a score was
given by a panel of experts for each square of the
matrix defined in paragraph 3.2. Then, for each
individual fuel cycle step, scores were summed up
and the average value normalized to one to obtain
a PR index for each set of barriers (material, insti-
tutional...) and then for each phase (diversion,
transportation...).

3.4.2. Specific Assumptions for Attribute
Rating

It is important to explain hypothetical or technical
inputs which have been taken into account by ex-
perts for score attribution.

First, we have considered that a country trying to
"make" a nuclear weapon has the choice between
two (and only two) devices, as far as is presently
known', and according to unclassified information
widely available in the open literature:

e A "gun type" nuclear weapon, the operating
principle of which is to create a critical mass by
driving together very rapidly (with the help of a
chemical explosive) two or more sub-critical
masses of fissionable material.

e An "implosion type" nuclear weapon", the op-
erating principle of which is to create a critical
mass by "squeezing" (imploding), as fast as pos-
sible, a sub-critical mass (which may have the
shape of a shell ) of fissile material (the "pit") into
a critical sphere with the help of a powerful in-
wardly-focused implosive shock wave created
by means of "lenses" of classical explosives sur-
rounding the fissile mass.

In this study we have clearly distinguished between
these two options and in the hierarchy of scores
assigned in each case, we have taken into ac-
count, at least partly, the following points:

e The gun type device is relatively simple to
make and its reliability is very high. However,
for kinetic reasons, it is very hard to use pluto-
nium having significant portions of Pu-240 and
Pu-238 (such as civilian plutonium from power
reactor spent fuel), as these isotopes are intense
sources of spontaneous neutrons and even more
civilian plutonium. Only high-enriched uranium
can be “easily” used in a gun type device.

e Conversely, an implosion type device is a much
more sophisticated system and the making of a

1 We do not speak here of other devices invlvng both fission and fu-
sion processes in the same weapon (such as bosted fission sys-
tems) wich are much more sophsticated weapons.

nuclear weapon of this type requires a fairly high
level of scientific and technological background.
Nevertheless, this option allows the use of plu-
tonium and preferably for reliability and effi-
ciency reasons, the use of plutonium having as
low as possible concentrations of Pu-240 and
Pu-238 (typically, about 6% for Pu-240 and
0.01% for Pu-238, which is then "weapon grade"
plutonium used in modern nuclear weapon arse-
nals).

The two other reasons for limiting the concentra-
tions of Pu-240 and Pu-238 are:

e Heat generated by these isotopes; if the heat
generated by the plutonium is too high, the clas-
sical explosive surrounding the fissionable mass
can reach too high a temperature which may
prevent it from exploding.

e Radiation emitted by these isotopes; strong ra-
diation can be troublesome for the manufactur-
ing process of the nuclear weapon, as the staff
making the bomb can be dangerously irradiated
(nevertheless, this kind of risk may be accepted
by a determined proliferator).

Having said this, a proliferating state may choose
the plutonium route (and, thus, the implosion device)
in spite of the difficulties described above, because,
once it has obtained the appropriate quantity of
spent fuel, it is relatively easy to separate the pluto-
nium from the spent fuel by mechanical and chemi-
cal processes which are well known today (the more
so that the proliferator does not have to comply with
the severe constraints of industrial reprocessing
plants). Developing a completely domestic enrich-
ment technology is a more difficult task, but a prolif-
erating state may try to divert part of this technology.
Another discriminating factor which is considered in
this study is the chemical form of the material to be
processed for making the nuclear weapon: metallic
(uranium or plutonium), uranium-hexafluoride or oxide.
In this study we have tried to take into account all
these technical factors:

e the fact that it is easier to reprocess spent fuel
than to enrich uranium

e the chemical form of the material
e the easiness of the weapon making process

e and, when "civilian plutonium" is used in an implo-
sion device, the technical barriers resulting from
heat generation (score is 3), neutron source (score
is also 3), and radiation emission (score is 1).

From the above considerations, it is clear that, in
fact, it would be very difficult to manufacture a
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reliable nuclear weapon with an implosion device
using "civilian plutonium" recovered from spent
fuel having a high burn-up, such as it is the case for
all PWRs today (more than 50 GWd/tHM in most
cases) and as it should be the case for HTRs with
prismatic bloc core design (more than 100 GWd/
tHM). For pebble bed HTRs, it would be easier a pri-
ori, because part of the pebbles have a low burn-up
(e.g., 10 GWd/tHM or so) when they are unloaded
after their first passing through the core (pebbles are
recycled several times in the core, in order to reach
a high burn-up of more than 100 GWd/tHM). How-
ever, this would be compensated by the fact that it
would be necessary to divert (and reprocess) sev-
eral hundreds of thousands of pebbles to obtain
enough plutonium for the manufacturing of a nuclear
weapon. For CANDU reactors using natural uranium,
the situation is the same since the burn-up of their
fuel is even less than 10 GWd/tHM. We have taken
into account this technical feature by lowering the
scores described above, that is 1 each for heat gen-
eration and neutron emission, and 0 for radiation.

3.4.3. Case Studies

In the frame of this paper, we will present in only
one case (at the end of this paper) a figure where PR
indexes (numbers between 0 and 1) are attributed
to each phase of the fuel cycle. We consider a Non

Nuclear Weapon State, with a high level of techno-
logical development, having a fleet of light water re-
actors and a reprocessing plant (thus, implementing
a closed fuel cycle with MOX fuel) but having no
enrichment plant (this is Case C in Table 1). The
country is supposed to comply with international
safeguards measures and regulations but de-
cides to manufacture nuclear weapons in a con-
cealed way using its civilian nuclear facilities.

First, one can immediately see in the figure that the
PR index is equal to 1, when the fuel is in the reac-
tor core, while the reactor is in operation. In fact,
this index is set to 1, because we consider that it
would be impossible to covertly divert an irradiated
fuel assembly under such conditions without being
detected, since a PWR must be shut down (and
the lid of the vessel removed) to “steal” one or sev-
eral fuel assemblies. The scoring process and the
elementary aggregation method that we use in the
methodology do not allow to take into account di-
rectly this kind of circumstances, where one of the
barriers is insurmountable.

Now, the principal trend emerging from this particu-
lar case is that the PR indexes of front end and
back end are comparable, with or without re-
processing. This results mainly from the consider-
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Figure 1: Overall non-proliferation index (with PWR reactors and reprocessing plant).
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ations evoked in section 3.3.2. on the manufactur-
ing of a nuclear weapon. In fact, this conclusion
remains valid for a country which has no reproc-
essing or enrichment plant (Case A) or an enrich-
ment plant but no reprocessing plant (Case B). This
is illustrated by Table 1 which shows PR indexes
per phase and the average overall index, within the
same type of threat.

Case A
(Reactor Case B Case C
alone:no (Reactor + (Reactor +
fuel cycle enrich.) reprocess.)
facilities)
Diversion 0,43 0,37 0,45
Transport 0,25 0,21 0,19
Transformation 0,61 0,53 0,41
Weapon
. 0,53 0,40 0,58
fabrication
Total 0,49 0,40 0,45

Table 1: Summary of results for Cases A, B and C.

As expected, Case A has a higher overall non-pro-
liferation characteristic than Cases B and C.

Beyond this result, we can derive from this analysis
some more general outcomes.

3.5. Main Outcomes of the Study

3.5.1 On the Methodology

=» The aggregation process of scores attributed to
the various barriers to obtain a global “Proliferation
Resistance Index” (PRI) for a given fuel cycle step,
is a simple arithmetic sum, without any attempt to
weight various barriers. This process is, of course,
questionable for at least 2 reasons:

1 - A specific barrier can be regarded objectively
as being more important than others and, never-
theless, get the same weight as others with this
process. It may even have a reduced influence
on the global PRI, if the number of other barriers
is too high (a barrier can be sub-divided into
“sub-barriers”, which, mathematically, reduces
the weight of other barriers).

2 - The scale of values (from 0 for a “very low
resistance” to 4 for a “very high resistance”) may
not have the same meaning according to the
type of barrier which is evaluated (for example, a
score of 4 for the radiological barrier is not nec-
essarily equivalent to a score of 4 for the isotopic
barrier).

To cope with the first difficulty, we have tried to se-
lect a set of barriers as “homogeneous” and as in-
dependent as possible. It must be underlined that,
in this kind of approach, the list of barriers must be
carefully set up and each of them must be very well
defined to avoid a possible misunderstanding be-
tween experts and imbalance of scores.

To cope with the second difficulty, we have paid
much attention to the scoring of each of the barri-
ers. One may think that expert subjectivity may im-
pair the scoring process; but this exercise showed
that, in fact, there has been, in most cases, a quick
convergence (agreement) between experts regard-
ing their allocation of scores.

However, the selection of barriers carried out in
SAPRA and the annotation process are certainly not
perfect and could be improved with further detailed
discussion in an enlarged panel of experts. Anyhow,
this shows simply that global PRI are only rough
indicators, just allowing useful comparisons be-
tween different stages of the fuel cycle for different
nuclear systems. They are not, nor intended to rep-
resent an absolute proliferation resistance meas-
urement of a nuclear system in its entirety. In any
case, they must be interpreted with care, and a pre-
cise or direct comparison between systems using
these PRI may be meaningless. On the other hand,
they can be used first and foremost to identify weak
points and relative merits of nuclear systems, and
this can help to develop or implement appropri-
ate and optimized measures to reduce their po-
tential vulnerability with regard to various threats.

=» One of the improvements which could be imple-
mented in SAPRA would be to develop an analytical
approach for assessing the robustness of each bar-
rier and to assemble these barriers by allocating
weights to them. To do so, it could be interesting,
for example, to take certain elements of the multi-
attribute method (using in particular “utility func-
tions”) developed by the Texas A&M University, and
already utilized in the so-called “Blue Ribbon Re-
port” (ref [5]). With such developments, the SAPRA
method could be applied to study in more detail a
particular stage of the fuel cycle (for example, re-
processing) and, then, different processes could be
compared (which is not possible at this preliminary
stage of development).

=» Some of the barriers are clearly insurmountable
(for example, theft of a fuel assembly inside a PWR
reactor vessel, while the reactor is operating). Results
cannot visibly reflect this kind of situation, since
scores are not greater than 4, and since scores are
simply added up (and normalized to one). Fortunate-
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ly, such a case is exceptional (in fact, there is only the
one we have just quoted), but the method could be
probably adapted to deal with this particular case. In
the present study, the value of the global PRI corre-
sponding to this fuel cycle step (reactor irradiation)
for a PWR has been set to 1 (of course, this is not the
case of a reactor allowing on-load refuelling).

=» The SAPRA method takes into account the fact
that it is more or less difficult to manufacture nu-
clear weapons, depending on the nuclear material
used (HEU or civilian plutonium of more or less
“good” isotopic quality). We consider that this is an
important feature that must be included explicitly in
any proliferation resistance assessment study.

=» The scale of values used to allocate a score to
each of the barriers and the aggregation process to
obtain global PRIs is such that one can never reach
values close to one for PRIls. As a matter of fact,
most of PRIs range from 0.25 to 0.75. This means
that with this kind of approach, a PRI around 0.5 is
a rather good score. This “severity” of annotations
can be illustrated by the following example: the fuel
cycle step “storage of spent fuel in reactor pools”
gets an overall PRI of only 0.63 in case study N° 1
(theft in a foreign country). Now, it is perfectly clear
that it would be very difficult (not to say impossible)
to steal a spent fuel assembly from a pool of a PWR
submitted to international safeguards, then to trans-
port it to the country wanting to proliferate, then to
reprocess it to recover the plutonium and, finally, to
manufacture a nuclear weapon with this (degraded)
plutonium, all of this without being detected. For
better appreciating the more or less pessimistic
character of the system of annotation, it would be
interesting to be able to carry out a case study start-
ing from a real example of attempt at proliferation
from civilian nuclear facilities placed under interna-
tional safeguards. However, such a case has never
happened in the past, because all nations that have
acquired nuclear weapons have done so using ded-
icated facilities and, therefore, this kind of evalua-
tion cannot be based on experience.

=» The SAPRA method, as it is developed today,
cannot be applied to the particular threat resulting
from a country which could denounce its engage-
ment with respect to the NPT and, thus, which could
be no longer subjected to any internationalsafe-
guards. In such a case, a similar approach may be
developed, but the very structure of matrices must
be completely revised.

=» Generally speaking, this is a preliminary develop-
ment phase of SAPRA and, in particular, additional
effort will help to refine many of the discussions and

ratings of the specific barriers to proliferation. Also,
threats considered in this work may require further
elaboration to ensure that we have adequately de-
fined an overall assessment of the resistance to
proliferation of nuclear systems.

3.5.2 On the Results

Until now, we have implemented the method by
studying a selection of a few cases representing a
combination of most of the current and forthcoming
situations in nuclear countries worldwide. A lot of
findings and comments may be drawn from these
studies, but in the frame of this article we limit our-
selves and give only the following general conclu-
sions.

=» Generally speaking, it is clear that there are no
proliferation-proof nuclear systems, but this study
demonstrates (or rather, confirms) that all nuclear
systems feature arelatively high resistance to pro-
liferation, provided that comprehensive and ef-
ficient international safeguards can be imple-
mented. In other words, institutional (or “extrinsic”)
measures to address proliferation resistance are of
key, if not dominant, importance.

=» Nevertheless, in most cases, it appears that the
front end of the fuel cycle is less resistant to prolif-
eration than the rest of the fuel cycle, and in this
front end uranium mines appear to be the weakest
part. This is largely so. because it would be much
less difficult for a potential proliferant state to steal
or to divert or simply to acquire, covertly, natural
uranium rather than low enriched uranium (< 20 %)
from a facility under international safeguards, and
that, in both cases, the proliferant state needs any-
way an enrichment step (which is the major obsta-
cle to overcome) to obtain weapon usable material.
Under these conditions, to start from more or less
enriched uranium does not make much difference.

=» This conclusion remains valid even for a closed
fuel cycle involving the recycling of plutonium using
MOX fuel. The main reason is that potential weak-
nesses linked to handling operations of the plutoni-
um (including transport) are compensated by ex-
tremely rigorous and specific protection measures.
Furthermore, plutonium which could be recovered
from spent MOX fuel for the manufacturing of nu-
clear weapons is a far from attractive target for po-
tential proliferant states because of the very poor
isotopic composition of the plutonium contained in
this spent MOX fuel.

=> Nevertheless, back-end operations in the open
fuel cycle appear more proliferation resistant than in
the closed fuel cycle, with the important exception
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of the final disposal of spent fuel. As a matter of
fact, it is clear that large amounts of spent fuel de-
finitively stored in a geological disposal facility could
become a potentially attractive target for a prolifer-
ant state, as it could contain huge quantities of plu-
tonium (“plutonium mines” ranging from a few tons
to several hundred tons) which will be less and less
protected over time by a radiological barrier and
very hard to monitor. This is the reason why this
step appears to be the weakest part in the back-
end of an open fuel cycle.

=» In the DUPIC fuel cycle, all steps taking place
after the first irradiation of the fuel in PWRs are
clearly highly resistant to proliferation. This results
from the very nature of this particular fuel cycle, in
which uranium and plutonium remain always mixed
with highly radioactive materials. The high level of
radioactivity provides an efficient impediment to
potentially use this fuel or these reprocessing facili-
ties for proliferation purposes.

=» HTR-based nuclear systems appear to be slight-
ly less resistant to proliferation than PWR systems
because of the front end part of their fuel cycle. HTR
fuel requires a significantly higher enrichment than
PWR fuel (15 % to 20 % for bloc fuel type HTRs
instead of less than 5 % for current PWRs). How-
ever, this variation is not so important for the rea-
sons already discussed above. For the back end of
the fuel cycle, there is also a difference between
HTRs and PWRs but in favour of HTRs. This is par-
ticularly due to the plutonium isotopic quality (even
more degraded in HTRs than in PWRs), the number
of fuel elements to be reprocessed (many more in
HTRs than in PWRs), and the absence of a reproc-
essing technology for HTR fuel. It is to be noted that
for the case of pebble bed HTRs (which has not
been studied here) these conclusions could be
modified because of very specific characteristics of
their fuel and because of the loading / unloading
mode of this fuel. However, one can say that the
apparent drawback of this on-load refuelling mode
(from a proliferation resistance point of view), could
be compensated by the fact that it would be neces-
sary to divert or steal (and reprocess) several hun-
dreds of thousands of pebbles to obtain enough
weapon-grade plutonium for the manufacturing of a
nuclear explosive device. This case would deserve
a more detailed study to enable a better assess-
ment.

=» Lastly, it is important to mention that SAPRA can-
not be used (at least, as it is now) to deal with the
threat resulting from a country having nuclear facili-
ties, if it ABROGATES its adhesion to the NPT, and,

thus, if it no longer authorizes any international safe-
guards in any of its facilities. One may suppose
then, that this country intends to use these facilities
to acquire nuclear weapons, and, in that case, the
country has immediate access to the equipments
containing nuclear material without any constraint.
Then, with a minimum of skill and knowledge it ap-
pears that for a determined state, it is only a ques-
tion of time and human resources to fabricate a nu-
clear weapon. The only intrinsic technical barriers in
that case are those which may increase the diffi-
culty and / or time delay associated with modifying
or reconfiguring a facility or process to produce
weapon usable materials, and this depends on the
type of nuclear system existing in this country. From
this point of view, the brief qualitative analysis of 3
cases presented in this report (PWR, CANDU, HTR),
shows that HTRs seem to present a little bit more
technical impediments than PWRs, and that CAN-
DU reactors present less technical obstacles to
such proliferation pathway. However, this acknowl-
edgement is simply based on a partial analysis
which would deserve to be more thorough. In any
case, a pure technical analysis of this kind of threat
using adapted methods would not be of a great
help, because, in such a situation, it is clear that
only measures of a diplomatic or political nature
could be able to reduce this threat.

4. Conclusion

The proliferation resistance assessment methodol-
ogy presented here is an example of implementa-
tion of the method of “barriers” which is, in a certain
way, analogous to the approach used in nuclear
safety analysis. It is based on an evaluation of the
efficiency of material-related, technical, or institu-
tional barriers against diversion or misuse by a
country possessing civilian nuclear material or hav-
ing developed technologies on its own territory or
abroad. It is not a sophisticated method but rather a
crude quantitative attempt to index or “measure”
the proliferation resistance of a civilian nuclear fuel
cycle at each of its steps. One of its main advan-
tages is to offer the possibility to identify weak parts
of a nuclear system with regard to proliferation risk.
Preliminary results confirm that no “technical fixes”
exist against nuclear proliferation but, nevertheless,
prominent differences may occur between various
fuel cycles depending on the context of their deploy-
ment. In any case, there is no substantial gap be-
tween global PR indexes for the front end and back
end of the fuel cycle, and in both cases it appears
that institutional barriers are of a paramount impor-
tance to prevent proliferation of nuclear weapons.
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Abstract

The official INPRO User Manual in the area of prolif-
eration resistance is being processed for the evalu-
ation of innovative nuclear energy systems. Prolif-
eration resistance is one of the goals to be satisfied
for future nuclear energy systems in INPRO. The
features of currently updated and released INPRO
methodology were introduced on basic principles,
user requirements and indicators. The criteria for an
acceptance limit were specified. The DUPIC fuel cy-
cle was evaluated based on the updated INPRO
methodology for the applicability of the INPRO User
Manual. However, the INPRO methodology has
some difficulty in quantifying the multiplicity and ro-
bustness as well as the total cost to improve prolif-
eration resistance. Moreover, the integration method
for the evaluation results still needs to be improved.

Keywords: proliferation resistance; basic principle;
user requirements; indicators; acceptance limit.

1. Introduction

Nuclear fission reactors are still expected to offer
the possibility of meeting the world's energy needs
for the next generation, because nuclear energy is
seen to be a sustainable source of energy. Further-
more, nuclear energy sources do not emit green
house gases or gases that lead to the production of
acid rain. The IAEA initiated the INPRO (Internation-
al Project on Innovative Nuclear Reactors and Fuel
Cycles) program in 2000. INPRO proposed prolif-
eration resistance (PR) as a key component of a fu-
ture Innovative Nuclear System (INS) for fulfilling the
energy needs in the 21st century along with sustain-
ability, economics, environment, safety of nuclear
installations and waste management. A set of Basic
Principles (BP), User Requirements (UR), and Crite-
ria (CR) including Indicators and Acceptance Limits
(AL) has been developed.

INPRO is focused on the possible contribution of an
INS to a weapons programme in a given State. IN-
PRO assesses the whole INS in a specific State or
region throughout a full life cycle, not only separate

elements of innovative nuclear systems. The INPRO
evaluation methodology for PR is to confirm that an
adequate level of PR has been achieved in an INS,
and also gives some guidance to a developer on
how to improve PR. In this study, the features of the
updated INPRO methodology in the INPRO User
Manual were introduced. It is noted that the indica-
tors and their subsequent variables are better clas-
sified and rearranged for applying the INPRO meth-
odology to a realistic evaluation of an INS.

Finally, an application of the INPRO methodology
was carried out on the DUPIC (Direct use of PWR
spent fuel in CANDU reactors) fuel cycle to assess
the adequacy of the revised INPRO methodology
with new indicators as a practice.

2. INPRO methodology for Proliferation
Resistance

2.1. Structure of the INPRO User Manual

The degree of proliferation resistance results from a
combination of technical design features, opera-
tional modalities, institutional arrangements, and
safeguards measures. In the user manual [1], the
previous BP1 and BP2 [2] were combined to make
one BP, because BP2 was regarded as comple-
mentary to BP1. The URs corresponding to BP1
and BP2 were rearranged as well. Five URs were
categorized for the basic principle of PR to provide
guidance to a government, sponsors, designers,
regulators, investors and other users of nuclear
power and fuel cycle facilities, which incorporate
the PR of a future nuclear energy system. The crite-
ria were set up based on the objectives of a UR, and
each UR has different and independent indicators.
Therefore, all the indicators under a UR involve all
the essential elements to present a UR. Each indi-
cator specifies the evaluation parameters with the
acceptance limits to decide and provide guidance
on the actual evaluation results of an INS. Table 1
shows the structure for the evaluation scheme.
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2.2, Basic Principle, User Requirements and
Criteria

INPRO has defined one basic principle in the area of
PR. The BP emphasizes the importance of both in-
trinsic features and extrinsic measures for achieving
proliferation resistance. The basic principle implies
that intrinsic features and extrinsic measures for PR
be implemented throughout a full life cycle of an
INS. The intrinsic features and extrinsic measures
are the most important barriers for proliferation re-
sistance, and each indicator itself is also a good
metric for a barrier against a proliferation.

Requirement UR1 is to be fulfiled by the State.
Commitments, obligations and policies of a State
regarding non-proliferation have a considerable im-
pact on the proliferation resistance of an INS. There
are two criteria specified for UR1. UR 2 refers to
material attractiveness, four indicators have been
defined, and each indicator has various evaluation
parameters. The attractiveness of nuclear material
(NM) could be illustrated by two intrinsic features;
the conversion time and the significant quantity.
Regarding the detectability of a diversion (UR3), six
indicators are proposed for describing those fea-
tures of an INS that may facilitate or impede the im-
plementation of the IAEA safeguards. UR3 requires
that a diversion should be reasonably difficult and
detectable. UR4 is related to Fundamental Principle
| of physical protection [3] that asks for reflection of
a concept of several layers and methods of protec-
tion in the design of a nuclear energy system. A pre-
requisite for the assessment of this user require-
ment is the existence of an acquisition/diversion
path analysis to be performed by PR experts. UR5
recognizes that there are cost trade-offs between
intrinsic features and extrinsic measures, and en-
courages their optimization for cost effectiveness.
The specific purpose and contents for the BP, URs
and Indicators are summarized in Table 1.

2.3. Evaluation Method

To assess the PR of an INS in terms of evaluation
parameters, evaluation scales are required. Some
barriers can be quantified but other barriers, such
as extrinsic measures or safeguardability, may be
expressed only in a logical value such as "Yes" or
"No". The present study suggests a five stage scale
such as VW(Very Weak), W(Weak), M(Moderate),
S(Strong), and VS(Very Strong) regarding the quan-
tifiable evaluation parameters. For a logical scale,
U(Unacceptable) and A(Acceptable) for extrinsic
measures and W(Weak) and S(Strong) for some in-

trinsic features related to safeguardability are sug-
gested. Most quantified scales of the evaluation pa-
rameters are referenced in [4].

The key to the bottom-up approach for an evalua-
tion is to determine if a nuclear energy system can
meet the acceptance limits suggested in INPRO
and then to judge the higher level requirements. The
starting point for the analysis should be indicator 1
of UR1, because it will be a common indicator for all
the identified nuclear system components.

2.3.1. Indicators of UR1

The indicators are on a State's commitments, obli-
gations and policies, and institutional structural ar-
rangements in PR. Nine evaluation parameters [1]
are listed in the first indicator, and the second indi-
cator is evaluated through the review of facility/en-
terprise undertakings to provide PR, and it contains
three evaluation parameters for the extrinsic meas-
ures.

2.3.2. Indicators of UR2

There are four indicators in UR2: Material quality,
material quantity, material form, and nuclear tech-
nology [1]. The features related to the quality of nu-
clear material are: 1) Isotopic composition, 2) radia-
tion field, 3) heat generation rate, 4) material type,
5) spontaneous neutron generation rate. The intrin-
sic features related to the quantity of nuclear mate-
rial are: 1) Mass of an item, 2) mass of NM in bulk
material (dilution), 3) number of items to obtain a
significant quantity (SQ) of NM, 4) number of SQ in
throughput of a facility. The intrinsic features relat-
ed to the form of nuclear material are the chemical
and/or physical form defining the difficulty and ef-
fort necessary to produce weapon usable material.
The evaluation parameters for the attractiveness of
nuclear technology include enrichment, extraction
of fissile material and irradiation capability of unde-
clared nuclear material.

2.3.3. Indicators of UR3

There are six indicators in UR3: Accountability,
amenability, detectability of NM, difficulty to modify
process, difficulty to modify a facility design and
detectability to misuse technology or facilities. The
criterion for accountability deals with the detectabil-
ity of diversion and defines the necessary quality of
the measurement system used in a nuclear facility
to control the flow and inventory of NM. The objec-
tive is to achieve an amount of "material unaccount-
ed for" (MUF) [5] equal or less in comparison to ex-
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Basic Principle BP: Proliferation resistance intrinsic features and extrinsic measures shall be implemented throughout the full life
cycle for innovative nuclear energy systems to help ensure that INS will continue to be an unattractive means to acquire fissile

material for a nuclear weapons program. Both intrinsic features and extrinsic measures are essential, and neither shall be consid-
ered sufficient by itself.

User Requirements (UR)

UR1 State commitments:

States' commitments, obligations
and policies regarding non-prolifer-
ation and its implementation should
be adequate to fulfill international
standards in the non-proliferation

Criteria (CR)

Indicator (IN)
1.1: States' commitments, obligations and policies
regarding non-proliferation established?

Acceptance Limits (AL)
1.1: Yes, in accordance with interna-
tional standards

1.2: Institutional structural arrangements in sup-
port of PR have been considered?

1.2: Yes

regime.

UR2 Attractiveness of NM and | 2.1: NM quality. 2.1: Attractiveness based on NM char-
technology: acteristics considered in design of INS
The attractiveness of nuclear mate- and found acceptably low based on
rial (NM) and nuclear technology in : expert judgment

an INS for a nuclear weapons pro- | 2.2: NM quantity 2.2=21

gram shou[d be low. This includes "5 3-NM form 23-21

the attractiveness of undeclared

nuclear material that could credibly | 2.4: Nuclear technology 2.4: Attractiveness of technology con-

be produced or processed in the
INS.

sidered in design of INS and found ac-
ceptably low based on expert judg-
ment.

URS Difficulty and detectability of
diversion:

The diversion of nuclear material
should be reasonably difficult and
detectable. Diversion includes the
use of an INS facility for the produc-
tion or processing of undeclared
material

3.1: Accountability.

3.1: Based on expert judgment equal
or better than existing designs, meet-
ing international state of practice.

3.2: Amenability for C/S measures and monitoring

3.2: Based on expert judgment equal
or better than existing designs, meet-
ing international best practice.

3.3: Detectabilty of NM

3.3: Based on expert judgment equal
or better than existing facilities

3.4: Difficulty to modify process.

3.4: Based on expert judgment equal
or better than existing designs, meet-
ing international best practice.

3.5: Difficulty to modify facility design

3.5=3.4

3.6: Detectability to misuse technology or facilities

3.6=3.4

UR4 Multiple barriers:

Innovative nuclear energy systems
should incorporate multiple prolifer-
ation resistance features and meas-
ures.

4.1: The extent to which the INS is covered by mul-
tiple intrinsic features and extrinsic measures.

4.1: All plausible acquisition paths are
covered by extrinsic measures on the
facility or State level and by intrinsic
features which are compatible with
other design requirements.

4.2: Robustness of barriers covering each acquisi-
tion path.

4.2: Robustness is sufficient based on
expert judgment.

URS5 Optimization of design:

The combination of intrinsic features
and extrinsic measures, compatible
with other design considerations,
should be optimized to provide
cost-efficient proliferation resist-
ance.

5.1: PR has been taken into account as early as
possible in the design and development of the
INS.

5.1: Yes.

5.2: Cost of incorporating into an INS those intrin-
sic features and extrinsic measures, which are re-
quired to provide or improve proliferation resist-
ance.

5.2: Minimal total cost of the intrinsic
features and extrinsic measures over
the life cycle of the INS implemented to
increase PR.

5.3: Verification approach with a level of extrinsic
measures agreed upon between the State and ver-
ification authority.

5.3: Yes

Table 1: Structure of the URs and Criteria for the BP of a proliferation resistance.
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isting facilities in accordance with international
standards. The detectability of diversion of NM can
be enhanced by the installation of C/S measures
and monitoring systems. Three evaluation parame-
ters are involved: Amenability of containment meas-
ures, amenability of surveillance measures, and
amenability of monitoring systems. The detectability
of NM is related to the easiness of identifying/rec-
ognizing type and composition of nuclear material.
The possibility to identify NM by NDA and detecta-
bility of the radiation signature are the evaluation
parameters. The difficulty of modifying a process
depends on the complexity of a modification, the
cost for a process modification, the safety implica-
tion of such modification, and the time required to
perform the relevant modification. The modification
of a facility design might be detected by design in-
formation verification measures. The probability of
detecting the misuse of technology or facilities is

Indicator (IN)

Evaluation Parameter, EP

linked to the transparency of the facility design and
process and to the availability of data.

2.3.4. Indicators of UR4

The criterion, the extent to which the INS is covered
by multiple intrinsic features and extrinsic meas-
ures, asks for the results of an acquisition/diversion
path analysis confirming that all plausible acquisi-
tion paths of the INS have been covered by multiple
intrinsic features and extrinsic measures. The sec-
ond indicator is the robustness (strength) of the bar-
riers covering each acquisition path.

2.3.5. Indicators of UR5

The developer should consider proliferation resist-
ance as soon as sufficient technical information is
available in the development of a new INS. Govern-
ments should consider proliferation resistance as

Evaluation scale

M
Material type ubDuU! IDU? LEU NU DU
2%Py/Pu(wt%) W S
u/Pu(wt%
Isotopic >50 <50
composition 232 . 400~ 1,000~ 2,500~
post Ucontam <400 >25,000
for 23U(ppm) 1,000 2,500 25,000
Dose (mSv/hr) 150~ 350~ 1,000-
i i iati 150 10,000
Material quality Radiation at 1 meter < 350 1,000 10,000 |
field
Heat
) 28Py/Pu(wt %) <20 >20
generation
Spontaneous
neutron (**°Pu+242Pu) >50 <50
generation rate
500~
Mass of an item (kg) 10 10~100 100~500 1,000 >1,000
Mass of bulk material for SQ 500
(dilution) (kg) 10 10~100 100~500 1.000 >1,000
Material quantity ’
50~
No. of items for SQ 1 1~10 10~50 100 >100
No. of SQ (material stock or flow) >100 50~100 10~50 10~1 <1
Oxide/ U Spent
U Metal ) Waste
Solution compound fuel
Chemical/ Oxide/ Pu Spent
; Metal Waste
Material form physical form Pu Solution compound fuel
Oxide/ Th Spent
Thorium Metal . P Waste
Solution compound fuel

'Un-irradiated Direct Use Material, ? Irradiated Direct Use Material.

Table 2: Evaluation of UR2.
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soon as there is a firm plan for deployment of an
INS. The second indicator for this criterion is the
cost of incorporating intrinsic features and extrinsic
measures, which are required to provide or improve
proliferation resistance. The last criterion for this UR
demands that an INS must have a verification ap-
proach with a level of extrinsic measures agreed
upon between the verification authorities and the
State.

3. Application to DUPIC Fuel Cycle

The basic concept of the DUPIC fuel cycle [6] is to
fabricate CANDU nuclear fuel from PWR spent fuel
by use of dry thermal/mechanical processes. Since
no separation of the fission products and transu-
ranic materials occurs in the process, the process
materials are very radioactive throughout the whole
manufacturing process. Therefore, access to the
nuclear materials is extremely difficult which is
strongly in favor of proliferation resistance. The ma-
terial type is characterized as an irradiated direct
use material. The isotopic composition, 2%°Pu/Pu, is
~60 wt%. Regarding the radiation field, the dose
rate of a DUPIC fuel bundle is ~0.15 Sv/hr. The heat
generation rate is related mostly to 2%¥Pu/Pu which
is 1.7 wt%. A spontaneous neutron generation
comes from (>*°Pu+22Pu)/Pu and it is ~30 wt%.

Table 2 shows the result of the evaluation of UR2.
From the table it can be seen, that it is impossible to
extract fissile materials and to modify the DUPIC fa-
cility.

4. Discussion and Conclusion

The updated evaluation methodology for the prolif-
eration resistance area presented in the INPRO User
Manual, using a basic principle, user requirements
and indicators, is very informative and a big step
forward to assess the degree of proliferation resist-
ance of a nuclear energy system quantitatively. It
was very clear to understand the PR evaluation
methodology and to draw conclusions on a nuclear
system by trying to apply the methodology to the
DUPIC case.

The INPRO evaluation methodology provides a
strategic structure, but it does not provide a deter-
ministic method of proliferation resistance. An inte-
grated decision method on the evaluation results is
required. It was also noted that a quantitative eval-
uation method should be developed, both for policy
decision makers and for system designers, in order
to help them identify which innovative nuclear en-
ergy system is more resistant against proliferation,
and what technical options are needed to enhance
PR. Therefore, specific evaluation parameters need
to be developed to assess the robustness and cost
effectiveness for the real application of the INPRO
User Manual on innovative nuclear systems.
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Abstract

The Generation |V International Forum (GIF) was
initiated in 2000 and formally chartered in mid
2001. It was set-up as an international collective
representing the governments of ten Countries (Ar-
gentina, Brazil, Canada, France, Japan, the Repub-
lic of Korea, the Republic of South Africa, Switzer-
land, the United Kingdom and the United States)
strongly involved in the deployment and develop-
ment of nuclear technology for energy production.
The European Atomic Energy Community
(EURATOM), represented by the European Com-
mission, signed the GIF charter on July 30, 2003.
The People’s Republic of China and the Russian
Federation signed the GIF charter in November
2006.

The Technology Goals for Generation IV nuclear
energy systems, developed during the Roadmap
project [1], highlight Proliferation Resistance and
Physical Protection (PR&PP) as one of the four
goal areas for these technologies, along with Sus-
tainability, Safety & Reliability, and Economics. On
the basis of these four goal areas an evaluation
methodology was developed which contributed to
identify the six nuclear energy systems (NES) op-
tions currently under consideration by GIF.

The Generation IV Roadmap recommended the
development of a comprehensive evaluation meth-
odology to assess PR&PP of Generation IV nuclear
energy systems. Accordingly the PR&PP Expert
Group was formed and tasked by the GIF in De-
cember 2002 to develop an improved evaluation
methodology on the basis of the Roadmap’s rec-
ommendation. The group includes members of the
GIF and representatives from the IAEA.

The methodology is organised as a progressive ap-
proach applying alternative methods at different lev-
els of thoroughness as more design information be-

comes available and research improves the depth of
technical knowledge. To date, the overall framework
of the methodology is considered rather accepted
and stable; the methodology was advanced with a
development case study and has been tested
though a demonstration case study.

This paper provides an updated overview of the meth-
odology approach developed by the PR&PP Expert
Group. The paper also highlights some of the achieve-
ments and the lessons learned during the demonstra-
tion case study carried out in 2005-2006, in which dif-
ferent techniques have been applied for the
implementation of the PR&PP evaluation framework.
Finally the paper presents some of the ongoing activi-
ties and future directions for the activity of the group.

Keywords: Proliferation Resistance, Physical Pro-
tection Robustness, Evaluation/Assessment.

1. Introduction

The technology goals for Generation IV Nuclear En-
ergy Systems (NES) highlight Proliferation Resistance
and Physical Protection (PR&PP) as one of the four
goal areas along with Sustainability, Safety and Reli-
ability, and Economics [1].

In particular, Generation IV Nuclear Energy Systems
will increase the assurance that they are a very unat-
tractive and the least desirable route for diversion or
theft of weapons-usable materials, and provide in-
creased physical protection against acts of terrorism.
According to PR&PP Expert Group, the following
definitions apply:

e Proliferation Resistance (PR) is that characteris-
tic of a NES that impedes the diversion or unde-
clared production of nuclear material or misuse
of technology by the Host State seeking to ac-
quire nuclear weapons or other nuclear explosive
devices.

55




ESARDA BULLETIN, No. 39, October 2008

e Physical Protection (robustness) (PP) is that
characteristic of a NES that impedes the theft of
materials suitable for nuclear explosives or radia-
tion dispersal devices (RDD) and the sabotage of
facilities and transportation by sub-national enti-
ties and other non-Host State adversaries.

The Generation IV Roadmap recommended the de-
velopment of an evaluation methodology to assess
NESs with respect to PR&PP. Accordingly, the Gen-
eration IV International Forum formed an Expert
Group in December 2002 to develop a methodolo-
gy. The development of the methodology has been
documented in a number of progress reports and
has been presented at several conferences [see,
e.g., 2-7].

In section 2, this paper provides an updated over-
view of the methodology approach developed by
the PR&PP Expert Group [8, 9]. Section 3, highlights
some of the achievements and the lessons learned
during the demonstration case study carried out in
the period 2005-2006, in which different techniques
have been applied for the implementation of the
PR&PP evaluation framework [10].

Finally, in section 4, the paper presents some of the
ongoing activities and of the future directions for the
activity of the PR&PP Working Group'.

2. Overview of PR&PP Methodology

In this section, a brief overview of the PR&PP meth-
odology is given on the basis of the executive sum-
mary of revision 5 of the methodology report [8]:
Figure 1 illustrates the PR&PP methodological par-
adigm. For a given system, analysts define a set of
challenges, analyze system response to these chal-
lenges, and assess outcomes. The challenges to
the NES are the threats posed by potential prolifer-
ant States and by sub-national adversaries. The
technical and institutional characteristics of the
Generation |V systems are used to evaluate the re-
sponse of the system and determine its resistance
to proliferation threats and robustness against sab-
otage and terrorism threats. The outcomes of the
system response are expressed in terms of PR&PP
measures and assessed.

The evaluation methodology assumes that a NES
has been at least conceptualized or designed, in-
cluding both the intrinsic and extrinsic protective
features of the system. Intrinsic features include the
physical and engineering aspects of the system; ex-

1 The PR&PP Expert Group was renamed PR&PP Working Group, for
coherence with the other crosscuting groups established within
GIF.

CHALLENGES musmmmlp SYSTEM RESPONSE sl OUTCOMES

Threats PR & PP Assessment

Figure 1: Paradigm for the PR&PP Evaluation
Methodology.

trinsic features include institutional aspects such as
safeguards and external barriers. A major thrust of
the PR&PP evaluation is to elucidate the interac-
tions between the intrinsic and the extrinsic fea-
tures, study their interplay, and then guide the path
toward an optimized design that identifies and min-
imizes vulnerabilities.

The structure for the PR&PP evaluation can be ap-
plied to the entire fuel cycle or to portions of a NES.
The methodology is organized as a progressive ap-
proach to allow evaluations to become more de-
tailed and more representative as system design
progresses. PR&PP evaluations should be per-
formed at the earliest stages of design when flow
diagrams are first developed in order to systemati-
cally integrate proliferation resistance and physical
protection robustness into the designs of Genera-
tion IV NESs along with the other high-level technol-
ogy goals of sustainability, safety and reliability, and
economics. This approach provides early, useful
feedback to designers, program policy makers, and
external stakeholders from basic process selection
(e.g., recycling process and type of fuel), to detailed
layout of equipment and structures, to facility dem-
onstration testing. Figure 2 provides an expanded
outline of the methodological approach. The first
step is threat definition. For both PR and PP, the
threat definition describes the challenges that the
system may face and includes characteristics of
both the actor and the actor’s strategy. For PR, the
actor is the Host State for the NES, and the threat
definition includes both the proliferation objectives
and the capabilities and strategy of the Host State.
For PP threats, the actor is a sub-national group or
other non-Host State adversary. The PP actors’
characteristics are defined by their objective, which
may be either theft or sabotage, and their capabili-
ties and strategies.

To facilitate the comparison of different evaluations,
a standard Reference Threat Set (RTS) can be de-
fined, covering the anticipated range of actors, ca-
pabilities, and strategies for the time period being
considered. Reference Threat Sets should evolve
through the design and development process of nu-
clear fuel cycle facilities, and for physical protection
ultimately becoming Design Basis Threats (DBT)
upon which regulatory action is based.
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For PR, the threats include:
e Concealed diversion of declared materials;
e (Concealed misuse of declared facilities;

e Qvert misuse of facilities or diversion of declared
materials;

e Clandestine dedicated facilities.
For PP the threats include:

e Radiological sabotage;

e Material theft;

¢ [nformation theft.

The PR&PP methodology does not determine the
probability that a given threat might or might not
occur. Therefore, the selection of what potential
threats to include is performed at the beginning of
a PR&PP evaluation, preferably with input from a
peer review group organized in coordination with
the evaluation sponsors. The uncertainty in the sys-
tem response to a given threat is then evaluated
independently of the probability that the system
would ever actually be challenged by the threat. In
other words, PR&PP evaluations are contingent on
the challenge occurring.

The detail with which threats can and should be de-
fined depends on the level of detail of information
available about the NES design. In the earliest stag-
es of conceptual design, where detailed information
is likely limited, relatively stylized but reasonable
threats must be selected. Conversely, when design
has progressed to the point of actual construction,
detailed and specific characterization of potential
threats becomes possible.

When threats have been sufficiently detailed for the
particular evaluation, analysts assess System Re-
sponse, which has four components:

1. System Element Identification. The NES is decom-
posed into smaller elements or subsystems at a
level amenable to further analysis. The elements
can comprise a facility (in the systems engineering
sense), part of a facility, a collection of facilities, or
a transportation system within the identified NES
where acquisition (diversion) or processing (PR) or
theft/sabotage (PP) could take place.

2. Target Identification and Categorization. Target
identification is conducted by systematically ex-
amining the NES for the role that materials,
equipment, and processes in each element could
play in each of the strategies identified in the

Challenges Threat Definition
System Element Identification
Target Identification and Categorization
System
Response Pathway Identification and Refinement
Estimation of Measures
Pathway Comparison
Outcomes

System Assessment & Presentation of Results

Figure 2: Detailed Framework for the PR&PP Evaluation Methodology.
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threat definition. PR targets are nuclear material,
equipment, and processes to be protected from
threats of diversion and misuse. PP targets are
nuclear material, equipment, or information to be
protected from threats of theft and sabotage.
Targets are categorized to create representative
or bounding sets for further analysis.

3. Pathway lIdentification and Refinement. Path-
ways are potential sequences of events and ac-
tions followed by the actor to achieve objectives.
For each target, individual pathways are divided
into segments through a systematic process,
and analyzed at a high level. Segments are then
connected into full pathways and analyzed in de-
tail. Selection of appropriate pathways will de-
pend on the scenarios themselves, the state of
design information, the quality and applicability
of available information, and the analyst's prefer-
ences.

4. Estimation of Measures. The results of the sys-
tem response are expressed in terms of PR&PP
measures. Measures are the high-level charac-
teristics of a pathway that affect the likely deci-
sions and actions of an actor and, therefore, are
used to evaluate the actor’s likely behavior and
the outcomes. For each measure, the results for
each pathway segment are aggregated as ap-
propriate to compare pathways and assess the
system so that significant pathways can be iden-
tified and highlighted for further assessment and
decision making.

For PR, the measures are:

¢ Proliferation Technical Difficulty (TD) — The inher-
ent difficulty, arising from the need for technical
sophistication and materials handling capabili-
ties, required to overcome the multiple barriers
to proliferation.

e Proliferation Cost (PC) — The economic and staff-
ing investment required to overcome the multiple
technical barriers to proliferation including the
use of existing or new facilities.

e Proliferation Time (PT) — The minimum time re-
quired to overcome the multiple barriers to prolif-
eration (i.e., the total time planned by the Host
State for the project).

e Fissile Material Type (MT) — A categorization of
material based on the degree to which its char-
acteristics affect its utility for use in nuclear ex-
plosives.

e Detection Probability (DP) — The cumulative
probability of detecting a proliferation segment
or pathway.

e Detection Resource Efficiency (DE) — The effi-
ciency in the use of staffing, equipment, and
funding to apply international safeguards to the
NES.

For PP, the measures are:

e Probability of Adversary Success (PS) — The
probability that an adversary will successfully
complete the actions described by a pathway
and generate a consequence.

e Consequences (C) — The effects resulting from
the successful completion of the adversary’s ac-
tion described by a pathway.

e Physical Protection Resources (PPR) — the staff-
ing, capabilities, and costs required to provide
PP, such as background screening, detection,
interruption, and neutralization, and the sensitiv-
ity of these resources to changes in the threat
sophistication and capability.

By considering these measures, system designers
can identify design options that will improve system
PR&PP performance. For example, designers can
reduce or eliminate active safety equipment that re-
quires frequent operator intervention.

The final steps in PR&PP evaluations are to integrate
the findings of the analysis and to interpret the re-
sults. Evaluation results should include best esti-
mates for numerical and linguistic descriptors that
characterize the results, distributions reflecting the
uncertainty associated with those estimates, and
appropriate displays to communicate uncertainties.

The information is intended for three types of us-
ers: system designers, program policy makers,
and external stakeholders. Thus, the analysis of
the system response must furnish results easily
displayed with different levels of detail. Program
policy makers and external stakeholders are more
likely to be interested in the high-level measures,
while system designers will be interested in meas-
ures and metrics that more directly relate to the
optimization of the system design.

3. The Demonstration Case Study:
Achievements and Lessons Learned

For the development of the PR&PP methodology,
Argonne National Laboratory (ANL) defined a no-
tional Generation IV Sodium Fast Reactor (named
Example Sodium Fast Reactor - ESFR -). It is a hy-
pothetical Nuclear Energy System consisting of
four, medium-sized, sodium-cooled fast reactors,
rated at 300MWe each. The reactors are co-located
with a shared dry fuel storage facility and with a fuel
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cycle facility operating a pyro-chemical processing
of the ESFR spent fuel and providing also re-fabri-
cation of new ESFR fuel elements. The reactors are
connected to the dry storage facility by means of a
staging washing machine operating in a fuel service
facility. The site also foresees the presence of stor-
ages for all kinds of processing wastes (including
excess uranium). The baseline design of the ESFR
is that of an actinide burner, with a trans-uranics
(TRU) conversion ratio of 0.64. Due to the burner
core configuration, the system receives an external
feed of material consisting of 56 light water reactor
(LWR) spent fuel elements per year. The LWR spent
fuel elements are processed on site together with
the ESFR spent fuel elements for the re-fabrication
of the ESFR fresh fuel elements. LWR spent fuel el-
ements provide the needed feed of both fertile and
fissile material.

This section summarizes some of the results
achieved during the first demonstration case
study which was carried out by the group in the
period 2005-2006. The text is mainly based on
the executive summary of the Demonstration
Study Interim Report [10]. The demonstration
study aimed at demonstrating the application of
the PR&PP framework for proliferation resistance
(PR) evaluation to elements of the ESFR nuclear
energy system.

Three evaluation approaches, the qualitative eval-
uation approach, the logic trees approach (based
on the application of Event Trees and Fault Trees),
and the Markov approach, were each applied by a
different task group of the PR&PP Working Group.
Selected for the demonstration study was a por-
tion, or “slice,” of the Fuel Cycle Facility (FCF) for
the Example Sodium Fast Reactor (ESFR).

3.1 The Pyro-processing Fuel Cycle Facility

The FCF modeled is a pyro-chemical reprocessing
(pyro-processing) facility designed to accept the
spent sodium-bonded, metallic fuel from four ad-
vanced fast reactors and to convert it into three out-
put streams (new fuel assemblies, metal waste in-
gots, and ceramic waste forms). Pyro-processing is
a process that separates uranium, transuranics, and
fission products using electrochemically driven
transport between molten salt and metal phases.
Under normal operation, the processes do not sep-
arate plutonium from the minor actinides, and there-
fore, all material handling occurs remotely in hot
cells, where personnel access does not occur ex-
cept under highly special circumstances. The pyro-
processing technology as applied in the facility for

the demonstration study has five main process
steps.

1. Spent fuel assemblies are disassembled and the
resulting fuel elements are mechanically
chopped.

2. Chopped elements are electro-refined to partially
separate the uranium from fission products and
actinide elements. This step generates a uranium
material, which is further processed to remove
adhered salt and produce the uranium (U) prod-
uct. This second step also generates metal waste
resulting from undissolved cladding hull pieces.

3. This step consists of recovering the transuranic
(TRU) material that is present in the salt used for
uranium electro-refining. Similar to the uranium
material, TRU/U material recovered is further
processed to remove adhered salt and produce
the TRU/U product.

4. The U product, TRU/U product, and makeup
materials are melted together to produce fuel
slugs. Fuel elements are then fabricated from
these slugs and assembled into fuel assemblies
to be returned to the co-located reactors. In this
step, external material resulting from the process-
ing of LWR spent fuel (uranium and external TRU
metal) is added to the process.

5. The final step consists of conditioning the metal
and salt wastes generated by the second and
third steps, respectively, and producing ceramic/
metal waste forms for disposal.

Figure 3 shows the process steps, the material
flows and includes elements of the safeguards
system, defined by the group for the purpose of
the study.

Note that for the scope of the demonstration case
study, the process part dealing with the treatment
of the LWR spent fuel elements was not consid-
ered, hence only the resulting feeds of U and of
TRU are reported in Figure 3.

3.2 The Safeguards System

Three Material Balance Areas (MBA) were defined
for the safeguards of the demonstration slice.

e MBA-1: The spent fuel element disassembly
process occurs in the Receiving/Shipping Cell.
In this MBA, spent fuel assembly items are dis-
assembled into spent fuel elements.

e MBA-2: Electrochemical processing occurs in
the Process Cell. An MBA was defined to cover
all the process area.
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e MBA-3: New fuel manufacturing occurs in the
Fresh Fuel Hall and the Assembly Fabrication
that occurs in the Receiving/Shipping Cell.

It was assumed that the safeguards controls to be
installed around the MBAs will use neutron counters,
cameras, seals, and a material accountability sys-
tem based on an initial evaluation of the Cm/Pu ra-
tio performed on the spent fuel as it enters the facil-

ity.

3.3 The Threat and the Evaluations

The assumed proliferation scenario was that of a
host-state diversion. For this study, the threat defi-
nition corresponded to the characteristics generally
considered for a reactor state with technical know-
how and industrial infrastructure. The host state
was assumed to be a non-nuclear weapons state
(NNWS), a signatory to the NTP and to have an Ad-
ditional Protocol (AP) in force. The objective of the

proliferators was to divert covertly 1 significant
quantity (SQ) equivalent of nuclear material from the
FCF within one year without detection by safeguards
and process the diverted nuclear material in clan-
destine facilities.

The paradigm for the proliferation resistance meth-
odology, developed by the PR&PP Expert Group,
is composed of three elements (see Figure 1). In
this paradigm, for a given system a set of chal-
lenges is identified; the system response to these
challenges is analyzed, and outcomes are deter-
mined.

The system response involves:

e Subdividing the nuclear system into ‘elements’ (a
facility, part of a facility, a collection of facilities,
or a transportation system);

¢ |dentifying potential targets within each element
(targets are the nuclear material and processes
to be protected from PR threats ), and

Sample D1
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Product [me®)
hardware . X Pre «—O—- TRUU Prqduct spe’ﬁtxsalt Oxidant
—%&—> PinFab 5% : p Processing B Production gﬂ?A-f
8960 kg-Uyr : 810kg-UAyr, X it
3000 kg-TRUAT C)7390 kg-Ulyr 2680 kg-TRUKr(D fresh salt yor;_s:dered
(metal) in slice
(fuel slugs) (salt) Salt & clad
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Figure 3: Process steps, material flows and elements of the safeguards approach.

2 The Safeguards Glossary of IAEA, 2001 Edition, defines an MBA, according to IAEA INFCIRC-153, as “an area in or outside of a facility such that:
(@) The quantity of nuclear material in each transfer into or out of each ‘material balance area’ can be determined; and (b) The physical inventory of
nuclear material in each ‘material balance area’ can be determined when necessary, in accordance with specified procedures, in order that the
material balance for Agency safeguards purposes can be established”
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¢ |dentifying and evaluating all potential sequenc-
es of events (Pathway Analysis) that could result
in the proliferant state succeeding in its objective
of concealed diversion of 1 SQ.

The outcomes of the pathways are expressed in
terms of PR measures:

¢ Proliferation Technical Difficulty;
e Proliferation Cost;

e Proliferation Time;

¢ Fissile Material Type;

e Detection Probability;

e Detection Resources Efficiency.

The major differences among the three evaluation
approaches used in the demonstration study were
in the implementation of the evaluation steps of the
PR&PP framework. As a result the quantification of
the PR measures undergoes a different process for
the three evaluation approaches. The qualitative
approach relies on expert judgment to assign val-
ues and uncertainty ranges to PR measures, using
a set of metric scales for the PR measures?. Not all
measures can be directly estimated with an event
tree/fault tree approach (e.g., proliferation time). In
that case auxiliary methods are needed to quantify
the remaining measures. The Markov approach also
cannot quantify all PR measures directly without re-
sort to auxiliary calculations; one example is detec-
tion resources efficiency.

3.3.1 The Qualitative Evaluation

All quantitative PR&PP evaluations necessarily start
with a qualitative one. Qualitative evaluation pro-
vides a necessary tool to structure the analysis
problem and prioritize areas for detailed study using
quantitative methods. In applying a qualitative eval-
uation approach to the demonstration slice, the em-
phasis is on the importance of using a structured
approach in performing the evaluation steps; the
study carried out also presents guidelines and ex-
amples for this process.

Steps involved in a qualitative evaluation follow
closely the PR&PP framework and include:

1. Selection of system elements and of the threat
for study. This step aims primarily:

e To gather design information, this may range
from conceptual to detailed;

3 Example scales for the estimates of each of the PR measures are
reported in [8].

e To specify objectives, capabilities, and strate-
gies (can be stylized descriptions) for the select-
ed threat;

2. Use expert judgment to survey system elements
and threat strategies to identify a small number
of “representative” pathways for analysis;

3. Performing a qualitative analysis using expert
judgment to estimate measure values for select-
ed pathways:

¢ Consider acquisition and processing separate-
ly, then aggregate measures;

e Use check lists, as available, to assure that im-
portant system attributes have been consid-
ered;

e Display results in tabular form, showing uncer-
tainty intervals as ranges for the metrics for each
measure;

4. Use insights from (3) to confirm initial selection in
2);
5. Discuss insights and conclusions from analysis.

In the qualitative approach, the PR measures are
evaluated by expert judgment. The scales for the
PR measures estimates range from “Very High” (VH)
PR, making the pathway less attractive to a prolifer-
ant state, to “Very Low” (VL) PR, making the path-
way more attractive to the state. Uncertainty bands
are estimated for each measure. A qualitative un-
certainty band is used to reflect the state of early
phase of design and analysis when incomplete in-
formation is available. A narrower uncertainty band,
the residual uncertainty band, is used to represent
potential uncertainty range after detailed design and
analysis are completed.

A total of four diversion scenarios were considered in
the qualitative evaluation of the fuel cycle facility. The
first three diversion scenarios assumed protracted
diversion by the host state from different unit opera-
tions within MBA-2. The diversions were from:

e The spent fuel chopping operation;
e The TRU extraction operation;
* The product preparation operation.

The fourth diversion scenario was for a distributed
diversion strategy, i.e., removing material clandes-
tinely from many parts of the pyro-processing facil-
ity. This pathway involves protracted, concealed
diversion of material from the facility, aimed at ac-
quiring TRU without detection by safeguards. This
TRU is subsequently processed in a separate, con-
cealed facility to produce plutonium metal for fabri-
cation into nuclear explosives.
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The PR measures for the four diversion scenarios
were evaluated by two experts using the qualitative
approach. The first three scenarios of concentrated
diversion were evaluated by one expert (LLNL) and
the distributed diversion scenario was evaluated in-
dependently by the other expert (UCB). In evaluat-
ing Technical Difficulty (TD), the experts considered
both intrinsic and extrinsic barriers, workers’ skills,
and industrial capability of the host state. The TD
measure ranged from “Low” to “Medium-High” for
the four diversion scenarios. Proliferation time (PT)
depends on the diversion rate and the need to have
access to clandestine processing facilities. PT was
judged to over around “Medium”, roughly 1 to 5
years. Proliferation cost (PC) can vary from “Low to
High” depending on the type and rate required to
process the diverted material in clandestine facili-
ties. Fissile Material Type (MT) is a measure to be
estimated on the material available at the end of the
processing stage and, therefore, is estimated once
for the overall pathway. A qualitative measure for
MT is the attractiveness or usability of the material
for weapons. For different blends of TRU coming
out of the pyro-processing facility MT was judged to
range from Medium to Medium-High. Considering
the various safeguards approaches available to de-
tect diversion and the type of operation associated
with each diversion point, Detection Probability (DP)
for the four scenarios was ranged from “Low to
High”. Detection Resources Efficiency (DE) is evalu-
ated against IAEA inspector efforts for similar facili-
ties. Based on estimated effort for the pyro-process-
ing facility (scaled from effort for PUREX plants) DE
was judged to be “Low to Very Low”.

3.3.2 The Logic Trees Based Evaluations

Two separate but complementary tree-based evalu-
ations were taken by teams from PNNL and MIT in
this methodology demonstration. The first (by PNNL)
used fault trees to model potential failure of an at-
tempt at diversion, the second (by MIT) used suc-
cess trees to model the likelihood of success of such
an attempt. The two teams worked closely together
to ensure that the basis for the two separate analy-
ses was comparable. Either approach can be used;
the choice depends on the problem being studied
and the preference of the analyst. The fault/success
tree study carried out by PNNL only evaluated the
material acquisition phase from the fuel cycle facility
slice. Due to funding and time constraints, the study
was not completed, but sufficient progress was
made to demonstrate the utility of the methodology.

The application of the event tree/fault tree approach
to the evaluation of proliferation resistance is a three

step process. The first step is to do a threat analysis
and identify potential diversion points or pathways
by way of an event tree analysis. Event trees are in-
ductive logic models used to identify sequences of
events that lead to particular outcomes, both desir-
able and undesirable. The second step is to define a
diversion strategy and identify corresponding safe-
guards detection methods to be overcome by the
proliferators. A fault tree structure is constructed to
model the failure of each safeguards detection
method to detect potential diversion attempts within
a specified time. Fault trees are deductive logic
models constructed to define all possible failure
combinations which lead to a particular event, for
instance the failure of a specific system to function
as required to perform a vital mission. The third and
final step is to evaluate the likelihood of detection of
the proliferation attempt and to calculate the six pro-
liferation resistance measures. The solution of the
event tree/fault tree models is a collection of what
are called minimal cut-sets. Minimal cut-sets are
combinations of occurrences (basic events) along a
pathway that allow the pathway consequence to oc-
cur. Each minimal cut-set has a probability based on
the concatenation of the likelihood of each base
event or occurrence in the minimal cut-set.

Based on analyzing the operation of the pyro-
processing facility and the daily material flow
through the demonstration slice it was decided to
evaluate the likelihood of proliferation success for a
protracted strategy using the External Uranium
Container in the Product Preparation Station in
MBA-2. Since the container had been described to
have a capacity to carry 3.17 kg of uranium it was
assumed in the study that the diversion strategy
would have been to perform three diversions in one
year. Each diversion attempt will consist of 3.17 kg
of TRU metal from the Product Preparation station.
A fault tree was prepared for each diversion attempt.
For this pilot study screening values were used to
determine the likelihood of each basic event (occur-
rences along a pathway). The enablers (actions tak-
en by the facility owner to defeat safeguards) were
given a probability of 1.0; the failures of safeguards
personnel were estimated based on human failure
probabilities and assigned a screening value of ei-
ther 2.5E-1 or 5.0E-1, and the failures of the instru-
ments to detect the diversion were also set at
screening values of either 2.5E-1 or 5.0E-1. If the
analysis had proceeded further, more detailed val-
ues would have been developed.

It should be noted that minimal cut-sets which can
be obtained by the approach are to be considered
“raw data” by analysts, and they must be reviewed
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for validity and plausibility. If this study had been
completed, the minimal cut-sets would have been
grouped to represent specific diversion scenarios
for each pathway, and these scenarios would have
been developed to provide:

e Proliferation Detection Probability;

¢ Proliferation Pathway Technical Difficulty based
on minimal cut-set evaluation;

¢ Proliferation Pathway Resources Efficiency would
have been based on minimal cut-set evaluation.

Material Type would have been developed based on
the condition of the material being diverted. In the
case of the pathway being analyzed, since the divert-
ed material was TRU metal that had gone through the
electro-refining process, the material type would have
had value between reactor grade plutonium and deep
burn grade plutonium. Proliferation Time in this model
was assumed to be one year; the Detection Resourc-
es Efficiency would have been determined by an
evaluation of the cost of the safeguards involved and
the personnel costs required to support them.

A complementary tree-based method, the success
tree approach was also used by MIT to implement
the pathway analysis of the PR evaluation method-
ology in this study. The diversion scenario of weap-
ons material (successful diversion of Pu was as-
sumed in this study) was modeled by discrete steps
at MBA-2 of the FCF. The diversion scenario was
divided into four steps: (1) lying about the amount of
the input material, (2) moving Pu to holdup inside
MBA-2, (3) moving Pu from holdup to baskets going
out of the ‘Product Prep’ stage, and finally (4) di-
verting Pu via the Product Prep basket.

A multi-step diversion was assumed in the success
tree analysis to get 1 SQ of Pu, because 1 SQ was
judged too much to be diverted safely in a single
attempt, and without being detected. 10 diversion
attempts to obtain 1 SQ and 3 attempts to obtain 1
SQ were modeled respectively as examples. De-
pendencies between each step diversion were as-
sumed. For example, the success of the nth diver-
sion step depended on the success of the (n-1)st
diversion step. This treatment is based upon the in-
ference that manipulations of surveillance equip-
ment such as surveillance cameras are needed in
order to fool the cameras, for example, in order to
move Pu inside MBA-2 without being detected. If
this manipulating or fooling of the cameras is re-
peated in order to get 1 SQ of Pu, then the possibil-
ity of this manipulation being detected should be
increased remarkably because of multiple occur-
rences. On the other hand, safeguards inspectors
might become complacent after seeing repeated

occurrences and the possibility of being detected
could actually go down for multi-step diversion.

Dependencies were assumed for the activities in
this success tree model as follows:

1. Lie -> No dependency between the diversion
steps is assumed;

2. Move Pu to holdup -> Fooling cameras inside
MBA-2 is needed. -> Dependency exists;

3. Move Pu from holdup -> Fooling cameras inside
MBA-2 is needed. -> Dependency exists; and

4. Divert Pu via Product Prep outgoing baskets. ->
Fooling cameras monitoring the baskets is needed.
-> Dependency exists.

Sensitivity analysis done on the dependency of fail-
ure probability on previous diversion attempts found
that the dependency had negligible effect on the fi-
nal result, the estimate of the proliferation success
probability.

3.3.3 The Markov Evaluation

The Markov model approach developed by BNL is
an implementation of the pathway analysis, a key
element of the PR&PP evaluation methodology. The
Markov chain method has the capability to account
for some of the dynamic features of proliferation,
namely the large number of uncertainties, the un-
predictability of human performance, and the effect
of changing conditions with time. In the Markov
model approach the normal flow of nuclear material
in the fuel cycle (front and back ends) is accounted
for and the abnormal flow due to proliferation ac-
tivities is modeled as a time dependent random
process. Major activity modules in the fuel cycle
(e.g., a physical process in a recycle facility) and the
proliferation pathway (e.g., the act of diversion from
a declared facility) are represented by a number of
discrete stages in the Markov chain. In addition, ab-
sorbing states (terminal stages) are used to repre-
sent the effective termination of the proliferation ac-
tivity due to intrinsic (e.g., radiation) or extrinsic
(e.g., international safeguards) barriers. The transi-
tion between stages is treated as a random process
with a given probability distribution. The transition
rate is characterized by time parameters that are
based on physical processes. For example, the
transition time from one process to the next in the
fuel cycle facility is derived from the rate of material
flow in the actual recycling process. In modeling
safeguards the rate of detecting an anomaly is de-
rived from the frequency of executing safeguards
approaches. The realization of the random process
at each stage is then a random variable and the ex-
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pected values of these random variables constitute
the state (solution) space. Thus, by mapping the
stages of a proliferation scenario into a Markov
chain model, the likelihood of all possible outcomes
can be determined systematically.

The Markov model approach is highly adaptable and
scaleable. It had been applied previously to evaluate
the PR of an advanced light water reactor in a mis-
use scenario and in scenarios that involve diversion
from the front and back ends of a once through fuel
cycle. In the demonstration study the Markov ap-
proach was applied to evaluate the PR measures for
a portion of the fuel cycle facility of the ESFR sys-
tem. As a result of an assessment of the system re-
sponse to the threats, probabilistic PR measures
such as detection probability and failure probability
(due to intrinsic barriers and technical difficulties)
are calculated directly by the Markov model. Since
the model also represents the pathways for which
the time and cost parameters can be defined, the
path with least cost or the least time can also be
calculated using the same model. In addition, the
type of diverted material (pathway dependent), pro-
liferation cost, and detection resources can all be
estimated based on the pathway analysis.

The demonstration study considered the case of a
host-state diversion and the aspiration was to ob-
tain 1 SQ equivalent of TRU in one year. The Markov
model was applied to evaluate two diversion strate-
gies and two tactics. The strategies were concen-
trated (from one place) and distributed diversion,
and the tactics were abrupt and protracted diver-
sion. Safeguards approaches considered in the
Markov model include audit of nuclear material ac-
counting reports and records, material verification,
surveillance and monitoring, and containment. The
level of complexity of the Markov model for PR eval-
uation increased over the different applications.
New features have been added by introducing new
parameters that influence the values of the transi-
tion times. In particular, the following new features
were introduced in the demonstration slice study:

1. An effective detection rate was introduced to ac-
count for the implementation of multiple safe-
guards approaches at a given strategic point.
Uncertainties related to the accuracy/sensitivity
of measurement methods were considered in the
model. The potential for false alarm due to over-
sensitivity of safeguards equipment was ac-
counted for by a new parameter, the confidence
level of diversion confirmation.

2. A new state called “diversion failure” was intro-
duced to reflect the inability of the proliferators to

overcome the intrinsic barriers originated from
either the design of the facility or the properties
of the material in the facility.

3. Concealment to defeat or degrade the perform-
ance of safeguards was recognized in the Mark-
ov model. It was considered as a tactic of the
proliferators and it was assumed to prompt more
immediate and concerted responses from the
safeguards inspectors.

4. Human performance in the safeguards area was
incorporated in the Markov model by modifying
the time parameter of a human action (e.g., the
transition time associated with an inspection)
with a success factor that takes into considera-
tion the probability of human errors.

Example cases have been done to demonstrate the
effects of modeling features on the PR measures for
the fuel facility of the ESFR system. One of the safe-
guards approaches observed to have a positive im-
pact on successful detection of diversion activities
was the proper employment of surveillance cameras
because they are able to detect an anomaly quickly.
The effects of false alarms on detection probability,
failure probability and success probability have been
studied. With the presence of intrinsic barriers, a
new absorbing state was introduced, diversion fail-
ure due to intrinsic barriers. This new absorbing
state has several effects on the outcome of the pro-
liferation activity. It reduces the probability of detec-
tion because there are two failure terminal states,
being detected and diversion failure due to intrinsic
barriers. The presence of intrinsic barriers was dem-
onstrated to have the effects of decreasing the tran-
sition rate from declared facilities to clandestine fa-
cilities and also prolonging the proliferation time.
Though the detection probability is lower with intrin-
sic barriers, the overall success probability for the
proliferator is lower due to significant increase in di-
version failure from intrinsic barriers. Concealment
enables the proliferator more chance to divert mate-
rial and also fail in the attempt due to intrinsic barri-
ers. Concealment reduces the detection probability
and increases the diversion failure probability and
the success probability for the proliferator. The im-
pact of human errors is similar to that of conceal-
ment. Results of the analysis indicated that human
errors have the effects of lowering the detection
probability slightly while enabling the proliferators to
have more chance to divert material and fail for the
same intrinsic barriers. The case of distributed diver-
sion was compared with concentrated diversion for
the demonstration slice. The results indicated a low-
er probability of detection and shorter proliferation
time for the distributed case.
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Three of the six PR measures were calculated di-
rectly by the Markov model and they are the detec-
tion probability (DP), proliferation technical difficulty
(TD) and proliferation time (PT). Technical difficulty
can occur in overcoming intrinsic barriers or in
processing the diverted material. A metric PF, prob-
ability of technical failure, was used as quantitative
realization of the measure for proliferation technical
difficulty. The other three measures are derived
based on the material type. Material type (MT) is in-
dicated by an index that is based on the type of
material at the acquisition stage. By assessing the
physical, chemical, and isotopic properties of the
diverted material the proliferation cost (PC) and re-
sources required to detect the proliferation can then
be evaluated. In the demonstration study, PC was
evaluated according to the easiness of converting
the diverted material to Pu metal, and so, it is de-
pendent on MT (both isotopic composition and
quantity). Detection resources efficiency (DE) is also
connected to MT because more resources will be
allocated to protect materials that are of interest
and use to the proliferators.

The differences in detection probabilities were
shown not to be very large among the facilities con-
sidered in the demonstration slice. Results from the
Markov model suggested that among the 8 facili-
ties, considered in the study, the U-product process-
ing and the electro-refiner are the most proliferation
resistant, while TRU extraction is the least prolifera-
tion resistant. The main reason for being the most or
least proliferation resistant is in the attractiveness of
the material (TRU salt versus TRU metal). The pres-
ence of significant intrinsic barriers in the material
balance area (e.g., operation in hot cell) also has
some bearing on the relative resistance to prolifera-
tion when comparing different facilities.

Sensitivity analysis for the time parameters for the
Markov model has been performed. It was noted
that variation in one parameter affects several meas-
ures. This behavior is consistent with the fact that
the PR measures are not independent of each other.
Results of the sensitivity analysis showed that the
overall impact of intrinsic barriers is significant for
PT and PF and minor for the detection probability.
For the designer of a facility, once the recycling
process is determined, there is little that can be
done to alter the MT of the material in the facility. At
the assumed baseline level of detection capability,
the overall benefit of increasing safeguards is not
obvious from the sensitivity analysis. There seems
to be an indication of diminishing return in the cost
related to increasing safeguards (increased capabil-
ity and frequency). Evaluating the impact of diver-

sion rate on proliferation resistance is less conclu-
sive because of uncertainties and assumptions in
the safeguards approaches. While decreasing the
diversion rate will exploit the uncertainties of the
safeguards such that the chances of being detected
will decrease, it will also prolong the diversion proc-
ess and increases the detection probabilities and
proliferation time. Sensitivity analyses have been
performed to evaluate the impact of increased and
decreased diversion rates on the PR measures.

3.4 Accomplishments of the Demonstration
Case Study

The demonstration study showed that the method-
ology developed by the GIF PR&PP Expert Group
provides a structured framework for comprehensive
evaluation of the PR for a nuclear system.

Results from the three different forms of evaluation
(Qualitative, Logic trees, Markov Model) are con-
sistent, although the level of detail and focus of each
analysis differed. These differences are due in part
to the focus of the analysts and in part to the choice
of analytic methods.

In summary, qualitative evaluation is well suited to
coarse-level evaluation of a nuclear system where
detailed information about the system is not availa-
ble and results are required quickly. More detailed
analysis using methods such as logic trees or Mark-
ov modeling are appropriate where more informa-
tion about the nuclear system is available and where
more accurate results (lower uncertainty) are re-
quired.

Further analyses on diverse nuclear systems with
diverse analytic objectives (e.g., quick study for de-
cision maker; detailed study for designer) should be
conducted to gain further insight into appropriate
application of analytical methods to PR&PP analy-
sis and to establish a baseline standard/norm for
such analysis.

4. Conclusions, Ongoing and Future
Activities

The GIF roadmap recommended the development
of a comprehensive methodology for evaluation of
the proliferation resistance and physical protection
robustness of Generation IV Nuclear Energy Sys-
tems. An expert group was set up within the GIF
initiative for the development of the methodology.
For the purpose of the development of the method-
ology, a hypothetic Generation IV Nuclear Energy
System, named Example Sodium Fast Reactor has
been set up by ANL. A first development case study
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was carried out resulting in the release of the revi-
sion 5 of the methodology report that is available on
the internet for undisclosed distribution.

This paper has summarized the PR&PP methodol-
ogy paradigm and framework as described in the
revision 5 methodology report. The paper has pro-
vided also an overview of the Demonstration Case
Study, carried out by a task group, in 2005-2006 on
a portion of the fuel cycle facility of the ESFR NES,
in order to test different approaches for the practi-
cal implementation of the methodology.

In the year 2007, the PR&PP Working Group initiated
a broader fuel cycle study, involving the evaluation
of the full ESFR NES and accounting for different
threats. The new demonstration case study, started
in 2007 and executed over 2008 aims primarily to
show how the PR&PP methodology can provide
useful feedbacks to designers at various levels of
details, including pre-conceptual design. In particu-
lar, the application of the PR&PP methodology has
to show that it is possible to evaluate variations in
the design and to generate meaningful results.

The study analyses the response of the ESFR nu-
clear energy system to different proliferation and
theft threat strategies. The PR threat strategies con-
sidered comprise concealed diversion of material,
concealed misuse of the facility and breakout strate-
gies involving overt diversion of material or misuse
of the facility. The PP threats will be mainly thefts of
weapon-usable material. For the PR threat catego-
ries, the actor is the host state with defined objec-
tives and capabilities. For the PP threats the actor is
a sub-national group, also with defined objectives
and capabilities.

Task groups were created to address each of the
four PR&PP threat strategies. The first year of work
involved the evaluation of the full ESFR NES in the
baseline configuration, corresponding to an actinide
burner with conversion ratio (CR) of 0.64 and need-
ing an external feed of U and TRU made of LWR
spent fuel elements to be processed on the site.
Design variations are being considered in the sec-
ond year of work. The first design variation is in line
with the original baseline design: it is a burner con-
figuration (TRU conversion ratio slightly higher, i.e.,
0.73), and foresees also a U and TRU feed made of
LWR spent fuel elements. The second design varia-
tion considers the reactors in deep burner configu-
ration, with a very low TRU conversion ratio of 0.22
implying a much larger amount of LWR spent fuel
elements to be processed on the site. The remain-
ing two core configurations correspond to a self

feeding reactor, with CR 1, and to a breeder core
(CR 1.2) with both inner and external blanket.

Preliminary results for the evaluation of the baseline
design for the diversion [11] and misuse strategies
[12] have been presented at the 49th INMM Annual
Meeting held in Nashville in July 2008, together with
an application of the Markov modeling approach
[13] to the diversion strategy [14].

Among the methodological aspects to be further in-
vestigated in the future, there is the need to develop
systematic approaches for expert elicitation and to
develop an approach to uncertainty/sensitivity anal-
ysis. Another area for further work will be to refine
the methods for display and use of results. Future
updates of the methodology will be based on in-
sights of the work done on the demonstration study
and on the new study carried out in 2007-2008.

A new term of reference has been issued for the
PR&PP renamed Working Group. The new term of
reference emphasizes the results reached and
stresses the synergy and the collaboration between
the PR&PP group and the designers of Generation
IV NES. To this aim, all representatives of Genera-
tion IV Systems Steering Committees have been in-
vited to the PR&PP plenary meeting held in January
2008 at the CEA Marcoule Centre and a joint work-
shop has been hosted at Brookhaven National Lab-
oratory in May 2008. One of the first joint activities
will be the production of white papers, one for each
Generation IV reference design, emphasizing the
PR&PP issues and features according to the current
design choices and levels. Joint case studies will be
carried out in the course of the year 2009.

For the establishment of a PR&PP culture it will be
very important to promote the use of the methodol-
ogy among potential users mainly among designers
of advanced nuclear energy systems. By so doing
the PR and PP concepts will be considered since
the early design phases by accomplishing a PR and
PP robustness by design.
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